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NEW QUESTION 1
ACME Corporation is integrating IPv6 into their network, which relies heavily on multicastdistribution of data. Which two IPv6 integration technologies support IPv6
multicast? (Choose two.)

A. 6VPE
B. 6PE
C. dual stack
D. ISATAP
E. 6to4
F. IPv6INIP

Answer: CE

NEW QUESTION 2
You have been asked to design a wireless network solution that will implement context-aware
services on an existing network that was initially deployed for data traffic only. Which two design principles would you follow to increase the location accuracy with
the least possible impact on the current setup? (Choose two.)

A. Use directional antennas to provide better cell separation.
B. Add access points along the perimeter of the coverage area.
C. Install additional APs in monitor mode where the co-channel interference would otherwise be affected.
D. Increase the AP density to create an average inter-access point distance of less than 40 ft.| 12.2meters
E. Fine tune the access point’s radio configuration to have a higher average transmission power to achieve better coverage.

Answer: AD

NEW QUESTION 3
Which option lists the cloud service models?

A. Internet as a Service, Platform as a Service, and Storage as a Service.
B. Infrastructure as a Service, Platform as a Service, and Storage as a Service.
C. Infrastructure as a Service, Platform as a Service, and Software as a Service.
D. Internet as a Service, Product as a Service, and Storage as a Service.
E. Internet as a Service, Platform as a Service, and Software as a Service.

Answer: C

NEW QUESTION 4
Refer to the exhibit.

How should you redesign this network running BGP to improve availability of the routers 1A and 1B at the core site?

A. Deploy BGP PIC
B. Use link bundles over multiple slots
C. Enable graceful restart
D. Create a multichassis system with the two routers

Answer: A

NEW QUESTION 5
What are two possible drawbacks of ending Loop-Free Alternate to support fast convergence for
most destination IGP prefixes? (Choose two)

A. The IGP topology might need to be adjust
B. Loop-free alternate’s convergence in less than 100 milliseconds is not possible
C. Loop-free alternate’s are supported only for prefixes that are considered external tot the IGP
D. Loop-free alternates are not supported in global VPN VRF OSPF instances
E. Additional path computations are needed

Answer: AE

NEW QUESTION 6
In a routed access hierarchical campus design, the access-to-distribution Layer 2 uplink trunks are
replaced with Layer 3 point-to-point routed links. Why is it recommended that VLANs are confined on a single access switch rather than span across multiple
access switches?
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A. to allow for better convergence time
B. to prevent the occurrence of Layer 2 loops
C. to allow for fault isolation
D. to prevent routing black holes

Answer: D

NEW QUESTION 7
Which option is a design consideration when using routers in a distributed hardware architecture?

A. Routing information is stored in the RIB and the FIB makes forwarding decisions as programmedon the line card hardware
B. After a link failure occurs in the core, the RIB continues to forward the traffic while FIB convergence is in progress
C. BGP routes are stored in the RIB and IGP routes are stored in the FIB
D. IP routes are stored in the RIB and MPLS labels are stored in the FIB

Answer: A

NEW QUESTION 8
Which two functions are performed at the core layer of the three-layer hierarchical network design model? (Choose two).

A. Fault isolation
B. Qos classification and marking boundary
C. Fast transport
D. Reliability
E. Load balancing

Answer: CD

NEW QUESTION 9
Which technology , implemented on aggregation –edge nodes at the aggregation layer, provides per
–tenant isolation at Layer 3 , with separate dedicated per-tenant routing and forwarding tables on the inside interfaces of firewall contexts?

A. VDC
B. VLAN
C. VXLAN
D. VRF-lite

Answer: D

NEW QUESTION 10
You are designing an optical network. Your goal is to ensure that your design contains the highest degree of resiliency. In which two ways should you leverage a
wavelength-switched optical network solution in your network design? (Choose two.)

A. a wavelength-switched optical network guarantees restoration based strictly on the shortest path available
B. a wavelength-switched optical network provides fault tolerance for single failures only
C. a wavelength-switched optical network takes linear and nonlinear optical impairment calculation into account
D. a wavelength-switched optical network assigns routing and wavelength information
E. a wavelength-switched optical network eliminates the need for dispersion compensating units in a network

Answer: CD

NEW QUESTION 10
A large enterprise network running IS-IS wants to deploy IGP traffic engineering, but they are concerned that the IS-IS default metrics are not flexible enough.
Which feature must be enabled to provide traffic engineering with the minimum amount of changes?

A. IS-IS Narrow Metrics
B. IS-IS DIS
C. IS-IS Wide Metrics
D. IS-IS Multitopology

Answer: C

NEW QUESTION 13
A network designer wants to improve a company network design due to multiple network crashes.
Which technology would allow for the restore of a network connection without informing the Layer 3 protocol?

A. Bidirectional Forwarding Detection
B. automatic protection switching
C. UDLD
D. Ethernet OAM

Answer: B

NEW QUESTION 14
Refer to the exhibit,
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Which two design considerations should be implemented on the pseudowire between N-PE and U-
PE routers for a loop-free hierarchical VPLS service? (Choose two)

A. Disable split horizon towards the U-PE router.
B. Disable MAC learning on the U-PE router.
C. Enable split horizon towards the N-PE routers.
D. Disable MAC learning on the U-PE routers.
E. Disable MAC learning on the U-PE routers.
F. Enable split horizon towards the U-PE routers.
G. Disable split horizon toward the N-PE routers.

Answer: AC

NEW QUESTION 15
A Company has these requirements for access to their wireless and wired corporate LANs using
802.1x Clients devices that corporate assets and have joined the active directory domain are allowed access Personal devices must be not allowed access
Clients and access servers must be mutually authenticated. Which solution meets these requirements?

A. Protected EAP/Microsoft CHAP v2 with user authentication
B. EAP-TLS with machine authentication
C. EAP-TLS with user authentication
D. Protected EAP/Microsoft CHAP v2 with Machine authentication

Answer: B

NEW QUESTION 20
A customer has a DMVPN network with EIGRP as the overlay protocol. EIGRP timers cannot be
shortened, yet the customer requires the detection of lost connectivity between neighbors in less than three seconds. Which action achieves this requirement?

A. Adjust the GRE keepalive timers
B. Enable BFD
C. Deploy IPsec dead peer detection
D. Adjust the NHRP timers.

Answer: B

NEW QUESTION 23
When designing a network .Which method can be used to control the exit point for traffic an autonomous system, at the layer 3 control plane?

A. Prepending AS path.
B. Tuning the multi-exit discriminator.
C. Setting the site of Origin extended community.
D. Tuning the metric of the under-tying IGP.

Answer: D

NEW QUESTION 25
Why is a redundant PIM stub router topology a bad network design decision?

A. Multicast convergence takes long
B. Multicast traffic duplication will occur
C. It interferes with IGMP snooping
D. It interfaces with PIM snooping

Answer: B

NEW QUESTION 26
Which two general SDN characteristics? (Choose two)
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A. Southbound interfaces are interfaces used between the control plane and the date plane
B. OpenFlow is considered one of the first Northbound APIs used by SDN controllers
C. Northbound interfaces are open interfaces used between the control plane and the data plane
D. The separation of the control plane from the data plane
E. OVSDB is an application database management protocol

Answer: AD

NEW QUESTION 29
You are designing a new multisite data center network within the same city. You are using the newest
routers that run OSPF and DWDM point-to-point interfaces for site-to-site connectivity. Your primary objective is to use the fastest possible method for interface
failure detection. Which method achieves this objective?

A. UDLD
B. Interface event dampening
C. LoS/AIS event faults
D. Fast-hello timers

Answer: C

NEW QUESTION 31
Refer to the exhibit.

A new IPv4 multicast-based video-streaming service is being provisioned. During the design- validation tests, you realize that the link between the two buildings is
carrying multicast traffic even when there are no receivers connected to the switch in Building B and despite IGMP snooping being enabled on both Layer 2
switches and IGMPv2 runs on the hosts. Which design change will prevent the multicast traffic from being unnecessarily flooded throughout the campus network?

A. Enable PIM snooping on both Layer 2 switches.
B. Enable multicast storm control on the link between Switch 1 and Switch 2.
C. Use static Layer 2 MAC forwarding entries on Switch 1.
D. Change the IPv4 multicast group address such that it excludes the usage of link-local MAC addresses.
E. Ensure that Switch 1 is an IGMP querier.

Answer: D

NEW QUESTION 35
Which two options are design considerations when introducing FCoE into an existing network? (Choose two)

A. The FCoE QoS markings may overlap with call signaling QoS markings
B. Optical cabling is needed to transmit FCoE traffic between a server and its directly connected Ethernet switch
C. The existing network must support a MTU of 3280 bytes
D. Twinaxial cabling can be used to transmit FCoE traffic between a server and its directly connected Ethernet switch, if it is less than 10 meters
E. All the servers in the data center must be retrofitted with converged Network Adapters

Answer: AE

NEW QUESTION 36
Company ABC grew organically and now their single-area OSPF network has an unacceptably slow
convergence time after a topology change. To address the slow convergence time, they want to introduce a multiarea OSPF design and implement address
summarization at the area border routers, which option should be their main concern about this redesign?

A. Routing is suboptimal
B. SPF calculation takes longer
C. Operations complexity is increased
D. More memory is needed across the routers on the network
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Answer: A

NEW QUESTION 40
You must make IGP redesign recommendations for a client that has old equipment, with low CPU power and memory, that they do not have budget replace. They
are very concerned about CPU load on routers. They are using IS-IS as the IGP in a single l1 area and all routers are connected to each other with point-to-point
links. Which method do you recommend to reduce or limit CPU overhead caused by IS-IS?

A. Use mesh groups to limit flooding of LSAs
B. Implement wide style metrics for IS-IS on all routers
C. Select a router to act as a pseudowire to limit topology synchronization
D. Divide the router into multiple areas and implement address summarization

Answer: A

NEW QUESTION 41
Which two options describe the advantages of using DWDM over traditional optical networks?
(Choose two)

A. Inherent topology flexibility with intelligent chromatic dispersion
B. Inherent topology flexibility and service protection provided without penalty through intelligent oversubscription of bandwidth reservation
C. Inherent topology flexibility with built-in service protection
D. Inherent topology flexibility with a service protection provided through a direct integration with an upper layer protocol
E. Ability to expand bandwidth over existing optical infrastructure

Answer: AE

NEW QUESTION 45
What two options are significant drivers for 5G in IoT networks? (Choose two)

A. Energy Efficiency
B. Lower Latency
C. Mass Connectivity
D. Programmability
E. Higher data rates

Answer: BC

NEW QUESTION 46
As a part of a network design, you should tighten security to prevent man-in-the-middle. Which two security options ensure that authorized ARP responses take
place according to know IP-to-MAC address mapping? (Choose two)

A. DHCP snooping
B. ARP spoofing
C. ARP rate limiting
D. Dynamic ARP Inspection
E. Port security

Answer: AD

NEW QUESTION 50
A DMVPN network is being deployed for 10 branch sites to connect to the central headquarters over the Internet. Each branch site connects to the internet via a
1.5 Mb/s ADSL line, and the headquarters connects to the Internet over a 100Mb/s circuit limited to 20 Mb/s by the service provider. Which QoS mechanism if any,
do you recommend at the headquarters location?

A. Rate-limiting the 100 Mb/s circuit to 20 Mb/s
B. Applying hierarchical QoS with parent policy for the overall circuit and child policy for the spokes
C. Traffic shaping the 100 Mb/s circuit to 20 Mb/s
D. QoS is not required in this instance due to maximum traffic being received by the branches being 15 Mb/s

Answer: B

NEW QUESTION 51
The service provider that you work for wants to offer IPv6 internet service to its customers without upgrading all of its access equipment to support IPv6, which
transition technology do you recommend?

A. NAT64
B. CGN
C. Dual-stack CPE
D. 6RD

Answer: D

NEW QUESTION 53
Which network topology is characterized by a link fate-sharing situation?
A)
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B)

C)

D)

The Leader of IT Certification visit - https://www.certleader.com



100% Valid and Newest Version 352-001 Questions & Answers shared by Certleader
https://www.certleader.com/352-001-dumps.html (269 Q&As)

A. Exhibit A
B. Exhibit B
C. Exhibit C
D. Exhibit D

Answer: B

NEW QUESTION 54
What is a design aspect regarding multicast transport for MPLS Layer 3 VPNs using the Rosen Draft
implementation?

A. LDP is the multicast control plane protocol.
B. Multicast traffic is forwarded over GRE tunnels.
C. Multicast traffic is forwarded over LDP or RSVP signaled LSPs.
D. Using the MDT SAFI in BGP ensures that PIM can be disabled in the core.

Answer: B

NEW QUESTION 56
Which two functions are performed at the distribution layer of the three-layer hierarchical network design model? (Choose two).

A. Fault isolation
B. QoS classification and marking boundary
C. Fast transport
D. Reliability
E. Load balancing

Answer: AE

NEW QUESTION 60
Refer to the exhibit.

As part of your design to monitor reachable services, a route health injector has just been deployed on the network. The route health injector injects /32 host routes
into BGP with the next hop of 192.18.0.2, but the /32 routes are not being installed into the RIB or FIB of Router

A. Which BGP feature must be deployed to make be deployed to make the design to work?
B. BGP community attributes
C. MP-BGP
D. BGP AS-Path prepending
E. eBGP multihop attribute
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Answer: A

NEW QUESTION 64
Refer to the exhibit.

An enterprise has three sites over a Layer 2 Metro Ethernet ELAN service. 100Mb/s and 10 Mb/s links have been provisioned to provide redundancy for the head
office. When OSPF routing enabled to provide connectivity and the correct bandwidth statement has been applied to each interface, the branch sites observe two
equal-cost routes to the head office. The enterprise wants to send all traffic through the 100 Mb/s link and use the 10Mb/S link strictly as a backup. Which OSPF
network type must be set to ensure that the head office 100 Mb/s circuit is preferred over the 10 Mb/s circuit, at the same time minimize the amount of
configuration required on all of the routers throughout the network?

A. NBMA
B. Point-to-multipoint
C. Point-to-point
D. Broadcast

Answer: C

NEW QUESTION 66
A retail company connects its 250 branches across the globe to the core using MPLS Layer 3 VPN. The company is planning to migrate its traditional telephony
services to VoIp, in order to reduce the cost of international calls. What are the two primary concerns when implementing this migration? (Choose two)

A. Jitter
B. Call routing design
C. SRST
D. MTU
E. Available bandwidth

Answer: AE

NEW QUESTION 71
Which four resources does Cisco Cloud Center provision in an ACL environment? (Choose four)

A. VLAN Pool
B. Contracts
C. End point Group (EPG)
D. VRF
E. Subject/Filters
F. Application Network Profile (ANP)

Answer: BCEF

NEW QUESTION 76
How must queue sizes be designed to ensure that an application functions correctly?

A. The default queue sizes are good for any deployment
B. Each individual device queuing delay in chain must be less than or equal to the application required delay
C. The queuing delay on every device in chain must be exactly the same
D. The sum of the queuing delay of all devices in chain must be less than or equal to the application required delay

Answer: D

NEW QUESTION 77
Your customer asked you to redesign there is-IS network to reduce to a minimum the number of
adjacencies because the network has several routers running L1/L2 mode on the sme Ethernet segment. Which action do you recommend?

A. Define only one router on the segment to be DIS
B. Make the interface priority on the backup DIS lower than the primary DIS
C. Change half the routers to L1 routers and half to L2 routers
D. Change all routers to a single-level area

Answer: D
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NEW QUESTION 82
A data center deign requires monitoring of their business critical voice and video services accessed by remote locations. Which two items are applicable? (Choose
two)

A. If multiple applications share the same DSCP or CoS values, NBAR can be utilized
B. The applications being monitored must be assigned a unique CoS value
C. If multiple applications share the same the same DSCP or CoS values, IPFIX can be utilized
D. The applications being monitored must be assigned a unique QoS profile
E. The applications being monitored must be assigned unique DSCP values
F. The reporting data must be assigned to a QoS profile to ensure accurate statistics

Answer: CF

NEW QUESTION 83
Which DCI technology utilizes a “flood and learn” technique to populate the Layer 2 forwarding
table?

A. OTV
B. E-VPN
C. VPLS
D. LISP

Answer: A

NEW QUESTION 85
A Mobile Service Provider would like to design and deploy an Ethernet service which has similar
physical link failover/failback characteristics on the active/backup links as the APS/MSP SONET properties. Which Layer 2 service addresses should be
considered to address this design feature?

A. Port-Channel
B. MLPPP
C. Flex Link
D. Ethernet Pseudowire

Answer: C

NEW QUESTION 86
A new video multicast application is deployed in the network. The application team wants to use the
239.0.0.1 multicast group to stream the video to users. They want to know if this choice will impact the existing multicast design. What impact will their choice have
on the existing multicast design?

A. Because 239.0.0.1 is a private multicast range, a flood of PIM packets that have to be processed by the CPU and hosts will be sent by the routers in the
network.
B. Because 239.0.0.1 is a private multicast range, the rendezvous point has to send out constant group updates that will have to be processed by the CPU and
hosts.
C. The multicast application sends too many packets into the network and the network infrastructure drops packets.
D. The 239.0.0.1 group address maps to a system MAC address, and all multicast traffic will have to be sent to the CPU and flooded out all ports.

Answer: B

NEW QUESTION 89
When designing fast convergence on a network using loop-free alternate, on which two basis can the next-hop routes be precomputed? (Choose two)

A. Per neighbor
B. Per network type
C. Per link
D. Per prefix
E. Per failure type

Answer: CD

NEW QUESTION 94
A company requires to connect two data center sites using a hub-and-spoke design. There are 2000
remote sites. It is required to transfer MPLS labeled packets over the public Internet using one router at each remote site. These MPLS labeled packets must be
encapsulated inside IP packets. Which solution must be used to simplify this network design?

A. GET VPN encrypts the MPLS packets with IPsec.
B. DMVPN dynamically builds GRE tunnels with MPLS encapsulation inside.
C. Site-to-site IPsec without GRE encapsulates the MPLS packets.
D. PPPoE encapsulates the MPLS packets
E. L2TPv3 encapsulated the MPLS packets

Answer: B

NEW QUESTION 98
Which are two open-source SDN controllers? (Choose two)
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A. Big Cloud Fabric
B. OpenContrail
C. Application Policy Infrastructure Controller
D. Virtual Application Networks SDN controller
E. OpenDaylight

Answer: BE

NEW QUESTION 99
A service provider must provide Internet connectivity to an MPLS Layer 3 VPN customer. Which
solution allows this customer to have Internet access?

A. Implement a global default route with a next hop in the VRF late on PE
B. Implement policy-based routing between PE and CE
C. Implement a default route in the VRF with a next hop in the global routing table of PE
D. Implement destination NAT between the VRF and the global RIB of PE

Answer: C

NEW QUESTION 104
As part of network design, two geographically separated data centers must be interconnected using
Ethernet-over-MPLS pseudowire. The link between the sites is stable, the topology has no apparent
loops, and the root bridges for the respective VLANs are stable and unchanging. Which aspect must be the part of the design to mitigate the risk of connectivity
issues between the data centers?

A. Enable Spanning Tree on one data center, and Rapid Reconfiguration of Spanning tree on the other
B. Ensure that the spanning tree diameter for one or more VLANs is not too large.
C. Enable UDLD on the link between the data centers.
D. Enable root guard on the link between the data centers.

Answer: B

NEW QUESTION 108
Which are two data plane hardening techniques? (Choose two)

A. Infrastructure ACLs
B. Control Plane Policing
C. Redundant AAA servers
D. Disable unused services
E. Routing protocol authentication
F. SNMPv3
G. Warning banners

Answer: AB

NEW QUESTION 110
A network engineering team is in the process of designing a lab network for a customer demonstration. The design engineer wants to show that the resiliency of
the MPLS traffic Engineering Fast Reroute solution has the same failover/failback times as a traditional SONET/SDH network (around 50MSEC). In order to
address both link failure and node failure within the lab typology network, which type of the MPLS TE tunnels must be considered for this demonstration?

A. TE backup tunnel
B. Next-hop (NHop) tunnel
C. FRR Backup tunnel
D. next-next-hop (NNHop) tunnel

Answer: D

NEW QUESTION 114
Which statement about SDN framework environment is true?

A. The control plane functions is split between a SDN controller and the networking element
B. The data plane is pulled from the networking element and put in a SDN controller
C. The data plane is controlled by a centralized SDN element
D. The control plane is pulled from the networking element and put in a SDN controller
E. The control plane and data plane is pulled from the networking element and put in a SDN controller and SDN agent

Answer: D

NEW QUESTION 119
How can jitter be compensated on an IP network that carries real-time VoIP traffic with acceptable
voice transmission quality?

A. Set up VAD to replace gaps on speech with comfort noise
B. Change CODEC from G.729 to G.711
C. Deploy RSVP for dynamic VoIP packet classification
D. Set up a playout buffer to play back the voice stream
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Answer: D

NEW QUESTION 121
A large enterprise network has a partial mesh network with multiples redundant links. OSPF is used
as IGP and it is implemented in a single-area. The network has slow convergence times and there is a high CPU utilization on the routers. Which solution can
address these issues while ensuring that the network scales?

A. Break the routing domain into separate OSPF areas
B. Make it a hub-and-spoke topology
C. Replace OSPF with BGP
D. Reduce the number of links between routers in the network
E. Upgrade the routers with higher CPU and memory resources

Answer: A

NEW QUESTION 126
In a network with dynamic mutual redistribution between multiple OSPFv2 and EIGRP boundaries, which two mechanisms avoid suboptimal routing? (Choose two)

A. Route filtering
B. AD manipulation
C. Matching EIGRP process ID
D. Matching OSPF external routes
E. Route tagging

Answer: AE

NEW QUESTION 130
Which two conditions are required for successful route aggregation? (Choose two)

A. Contiguous prefix allocation
B. Logical separation between zones or layers within networks
C. Matching traffic aggregation with route aggregation locations
D. Consistent prefix allocations per network
E. Physical separation between zones or layers within networks

Answer: BD

NEW QUESTION 132
Refer to the exhibit.

A customer currently has a large EIGRP-based network with several remote sites attached. All remote sites connect to the two corporate data centers, depicted as
10.1.1.0 and 10.1.2.0. The customer has experienced several network-wide failures where neighbors were stuck-in-active and had other network stability issues
due to some links flapping. Which two redesign options increase stability and reduce the load on the remote site routers, still maintaining optimal routing between
remote sites and the two data centers? (Choose two)

A. Set the data center routers as stub-routers
B. Perform summarization at the data centers, selectively leaking routes sent to the remote sites
C. Perform summarization at the remote sites, selectively leaking routes sent to the data centers
D. Set the hello interval timer to be larger than the hold interval
E. Increase the hold interval to accommodate lost hello packets on error-prone links

Answer: AB

NEW QUESTION 136
DRAG DROP
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 139
DRAG DROP

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 142
DRAG DROP
A small local business recently had an outage after an employee plugged a switch into the corporate network, which caused the traffic pattern in the network to
change. You have been tasked to redesign the network so that this does not happen again. From the left side to the right side, drag the PVRST+ features that
should be implemented to prevent the corresponding root cause. Not all sources will be used.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 143
......
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