Welcome to download the Newest 2passeasy PCNSA dumps

Q 2 P QsseaQs lJ https://lwww.2passeasy.com/dumps/PCNSA/ (115 New Questions)

Exam Questions PCNSA

Palo Alto Networks Certified Network Security Administrator

https:/lwww.2passeasy.com/dumps/PCNSA/

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy PCNSA dumps

@ 2 P QsseaQs ":J https://www.2passeasy.com/dumps/PCNSA/ (115 New Questions)

NEW QUESTION 1
How many zones can an interface be assigned with a Palo Alto Networks firewall?

A. two
B. three
C. four
D. one

Answer: BC

Explanation:

Palo Alto Networks User-ID Agent Setup

Enable Secunty Log .

Server Log Monitor Frequency (sec) 15
Enable Session

Server Session Read Frequency (sec) 10

Novell eDirectory Query Interval (sec) 30
Syslog Service Profile
Enable Probing

Probe Interval (min) 20
Enable User Identification Timeout

User [dentification Timeout (min) 45
Allow matching usemames without domains
Enable NTLM
NTLM Domain

User-ID Collector Name 5. Which two configuration settings shown are not the default? (Choose two.)

A. Enable Security Log

B. Server Log Monitor Frequency (sec)
C. Enable Session

D. Enable Probing

NEW QUESTION 2
Which option shows the attributes that are selectable when setting up application filters?

A. Category, Subcategory, Technology, and Characteristic

B. Category, Subcategory, Technology, Risk, and Characteristic
C. Name, Category, Technology, Risk, and Characteristic

D. Category, Subcategory, Risk, Standard Ports, and Technology

Answer: B

NEW QUESTION 3

DRAG DROP

Match the Cyber-Attack Lifecycle stage to its correct description.
Select and Place:

[ stage where the attacker has
| motivation for attacking a network to
Reconnaissance Drag answer here | deface web property

stage where the attacker scans for
netwiork vulnerabilities and services
Installation Drag answer here that can be exploited

| stage where the attacker will explore '
methods such as a root kit (o
Command and Control Drag answer here establish persistence

stage where the attacker has access o
a specific server so they can

Drag answer here communicate and pass data to and
from infected devices within a
network

Act on the Objective

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Beconnaissance

Installation

Command and Control

Act on the Objective

stage where the attacker scans for
network vulnerabilities and services
that can be exploited

stage where the attacker has
motivation for altacking a network to
deface web property

stage where the attacker will explore
methods such as a root kit to
establish persistence

stage where the attacker scans for
network vulnerabilities and services
that can be exploited

stage where the anacker has access 1o
a specific server so they can
communicale and pass data to and
from mfected devices within a

nefwork

stage where the attacker will explore
methods such as a root kit to
cstablish persistence

NEW QUESTION 4

stage where the attacker has
maotivation for attacking a network to
deface web property

stage where the attacker has access to
a specific server so they can
coOmmuamicale and pass data 1o and
from infected devices within a
network

An administrator needs to allow users to use their own office applications. How should the administrator configure the firewall to allow multiple applications in a

dynamic environment?

A. Create an Application Filter and name it Office Programs, the filter it on the business-systems category, office-programs subcategory
B. Create an Application Group and add business-systems to it

C. Create an Application Filter and name it Office Programs, then filter it on the business-systems category
D. Create an Application Group and add Office 365, Evernote, Google Docs, and Libre Office

Answer: B

NEW QUESTION 5

Which interface does not require a MAC or IP address?

A. Virtual Wire
B. Layer3

C. Layer2

D. Loopback

Answer: A

NEW QUESTION 6

A company moved its old port-based firewall to a new Palo Alto Networks NGFW 60 days ago. Which utility should the company use to identify out-of-date or
unused rules on the firewall?

A. Rule Usage Filter > No App Specified

B. Rule Usage Filter >Hit Count > Unused in 30 days

C. Rule Usage Filter > Unused Apps

D. Rule Usage Filter > Hit Count > Unused in 90 days

Answer: D

NEW QUESTION 7

What are two differences between an implicit dependency and an explicit dependency in App- ID? (Choose two.)

A. An implicit dependency does not require the dependent application to be added in the security policy
B. An implicit dependency requires the dependent application to be added in the security policy
C. An explicit dependency does not require the dependent application to be added in the security policy
D. An explicit dependency requires the dependent application to be added in the security policy

Answer: AD

NEW QUESTION 8

Recently changes were made to the firewall to optimize the policies and the security team wants to see if those changes are helping. What is the quickest way to
reset the hit counter to zero in all the security policy rules?

A. At the CLI enter the command reset rules and press Enter

B. Highlight a rule and use the Reset Rule Hit Counter > Selected Rules for each rule

C. Reboot the firewall

D. Use the Reset Rule Hit Counter > All Rules option

Answer: D

NEW QUESTION 9

Which User-ID agent would be appropriate in a network with multiple WAN links, limited network bandwidth, and limited firewall management plane resources?
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A. Windows-based agent deployed on the internal network

B. PAN-OS integrated agent deployed on the internal network
C. Citrix terminal server deployed on the internal network

D. Windows-based agent deployed on each of the WAN Links

Answer: A

NEW QUESTION 10

Identify the correct order to configure the PAN-OS integrated USER-ID agent.
3. add the service account to monitor the server(s)

2. define the address of the servers to be monitored on the firewall

4. commit the configuration, and verify agent connection status

1. create a service account on the Domain Controller with sufficient permissions to execute the User- ID agent

A. 2-3-4-1
B. 1-4-3-2
C.3-1-24
D. 1-3-2-4

Answer: D

NEW QUESTION 10

Users from the internal zone need to be allowed to Telnet into a server in the DMZ zone. Complete the security policy to ensure only Telnet is allowed.

Security Policy: Source Zone: Internal to DMZ Zone services “Application defaults”, and action = Allow

A. Destination IP: 192.168.1.123/24
B. Application = ‘Telnet’

C. Log Forwarding

D. USER-ID = ‘Allow users in Trusted’

Answer: B

NEW QUESTION 15

An administrator notices that protection is needed for traffic within the network due to malicious lateral movement activity. Based on the image shown, which traffic

would the administrator need to monitor and block to mitigate the malicious activity?

i’

| - e %

A. branch office traffic
B. north-south traffic
C. perimeter traffic

D. east-west traffic

Answer: D

NEW QUESTION 16
What are three differences between security policies and security profiles? (Choose three.)

A. Security policies are attached to security profiles

B. Security profiles are attached to security policies

C. Security profiles should only be used on allowed traffic
D. Security profiles are used to block traffic by themselves
E. Security policies can block or allow traffic

Answer: BCE

NEW QUESTION 21
Which file is used to save the running configuration with a Palo Alto Networks firewall?

A. running-config.xml

B. run-config.xml

C. running-configuration.xml
D. run-configuratin.xml
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Answer: A

NEW QUESTION 22
Which two Palo Alto Networks security management tools provide a consolidated creation of policies, centralized management and centralized threat intelligence.
(Choose two.)

A. GlobalProtect
B. Panorama

C. Aperture

D. AutoFocus

Answer: BD

NEW QUESTION 24
Which five Zero Trust concepts does a Palo Alto Networks firewall apply to achieve an integrated approach to prevent threats? (Choose five.)

A. User identification

B. Filtration protection

C. Vulnerability protection
D. Antivirus

E. Application identification
F. Anti-spyware

Answer: ACDEF

NEW QUESTION 26
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