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NEW QUESTION 1
What would be a good use case for the Replicate module?

A. Recovery Time Objectives or Recovery Point Objectives are at or near zero
B. Integration with an Enterprise Backup Solution is required.
C. Off site replication is required.
D. PSM is used

Answer: C

NEW QUESTION 2
The PrivateArk clients allows a user to view the contents of the vault like a filesystem.

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 3
Name two ways of viewing the ITAlog

A. Log into the vault locally and navigate to the Server folder under the PrivateArk install location.
B. Log into the PVWA and go to the Reports tab.
C. Access the System Safe from the PrivateArk client.
D. Go to the Thirdpary log directory on the CPM

Answer: AC

NEW QUESTION 4
At what point is a transparent user provisioned in the vault?

A. When a directory mapping matching that user id is created.
B. When a vault admin runs LDAP configuration wizard.
C. The first time the user logs in.
D. During the vault's nightly LD|^P refresh

Answer: A

NEW QUESTION 5
When configuring RADIUS authentication, which utility is used to create a file containing an encrypted version of the RADIUS secret?

A. CAVaultManager
B. CACert
C. CreateAuthFile
D. CreateCredFile

Answer: C

NEW QUESTION 6
CyberArk User Neil is trying to connect to the Target Linux server 192.168.1.164 using a domain account ACME/linuxuser01 on domain acme.corp using PSM for
SSH server 192.168.65.145.
What is the correct syntax?

A. ssh neil@linuxuser01:acme.corp@192.168.1.164@192.168.65.145
B. ssh neil@linuxuser01#acme.corp@192.168.1.164@192.168.65.145 Most Voted
C. ssh neil@linuxuser01@192.168.1.164@192.168.65.145
D. ssh neil@linuxuser01@acme.corp@192.168.1.164@192.168.65.145

Answer: B

NEW QUESTION 7
You want to change the name of the PVWAappuser of the second PVWA server. Which steps are part of the process? (Choose two.)

A. Update PVWA.ini with new user name
B. Update Vault.ini with new user name
C. Create new user in PrivateArk
D. Rename user in PrivateArk
E. Create new cred file for user

Answer: DE

NEW QUESTION 8
What is determined by the "MaxConcurrentConnections" setting within a platform?
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A. maximum number of concurrent connections that can be opened between the CPM and the remote machines for the platform
B. maximum number of concurrent connections that can be between the PSM and the remote machines for the platform
C. maximum number of concurrent connections allowed for a specific account on the platform through the PSM
D. maximum number of concurrent connections to the Vault allowed for sending audit activities relating to the platform

Answer: A

NEW QUESTION 9
In which file must the attribute ‘SignAuthnRequest=”true”’ be added to the PartnerIdentityProvider element to support signed SAML requests?

A. saml.config
B. samlconfig.ini
C. PVWAConfig.xml
D. PVConfiguration.xml

Answer: C

NEW QUESTION 10
Which method can be used to directly authenticate users to PSM for SSH? (Choose three.)

A. CyberArk authentication Most Voted
B. LDAP authentication Most Voted
C. RADIUS authentication Most Voted
D. Windows authentication
E. SAML authentication
F. OpenID Connect (OIDC) authentication

Answer: ABC

NEW QUESTION 10
In addition to bit rate and estimated total duration of recordings per day, what is needed to determine the amount of storage required for PSM recordings?

A. retention period
B. number of PSMs
C. number of users
D. number of targets

Answer: A

NEW QUESTION 14
When performing “In Domain” hardening of a PSM server, which steps must be performed? (Choose two.)

A. Import CyberArk policy settings from the provided file into a new GP
B. Most Voted
C. Apply advanced audit on the PSM server.
D. Link GPO to a dedicated OU containing CyberArk PSM server
E. Most Voted
F. Import an INF file to the local machine.
G. Configure AppLocker rules to block running unknown executables.

Answer: AC

NEW QUESTION 15
The connect button requires PSM to work.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 19
Your customer wants to store the Safes Data on Vault Drive D instead of Drive C. Which file should you edit?

A. TSparm.ini Most Voted
B. Vault.ini
C. DBparm.ini
D. user.ini

Answer: A

NEW QUESTION 23
As Vault Admin, you have been asked to enable your organization's CyberArk users to authenticate using LDAP.
In addition to Audit Users, which permission do you need to complete this task?

A. Add Network Areas
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B. Manage Directory Mapping
C. Add/Update Users
D. Activate Users

Answer: B

NEW QUESTION 25
Which CyberArk component changes passwords on Target Devices?

A. Vault
B. CPM
C. PVWA
D. PSM
E. PrivateArk
F. OPM
G. AIM

Answer: BCD

NEW QUESTION 29
A customer's environment has three data centers consisting of 5,000 servers in Germany, 10,000 servers in Canada, and 1,500 servers in Singapore. You want to
manage target servers and avoid complex firewall rules. How many CPMs should you deploy?

A. 1
B. 3 total, 1 per data center
C. 15
D. 6 total, 2 per data center

Answer: B

NEW QUESTION 34
A vault admin received an email notification that a password verification process has failed Which service sent the message?

A. The PrivateArk Server Service on the Vault.
B. The CyberArk Password Manager service on the Components Server.
C. The CyberArk Event Notification Engine Service on the Vault
D. The CyberArk Privileged Session Manager service on the Vault.

Answer: C

NEW QUESTION 38
Which file would you modify to configure the vault to send SNMP traps to your monitoring solution?

A. dbparm ini
B. paragent.ini
C. ENEConf.ini I
D. padr ini

Answer: B

NEW QUESTION 42
Which of the following are supported authentication methods for CyberArk? Check all that apply

A. CyberArk Password (SRP)
B. LDAP
C. SAML
D. PKI
E. RADIUS
F. OracleSSO
G. Biometric

Answer: BDE

Explanation: 
Reference: https://training.cyberark.com/instructor-led-training/cyberark-privileged-account-security-pas-install-and-configure

NEW QUESTION 45
When a DR vault server becomes an active vault, it will automatically fail back to the original state once the primary vault comes back online.

A. True, this is the default behavior
B. False, this is not possible
C. True, if the 'AllowFailback' setting is set to yes in the PADR.ini file.
D. True if the 'AllowFailback' setting is set to yes in the dbparm mi file

Answer: C
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NEW QUESTION 46
Which of the following are secure options for storing the contents of the Operator CD, while still allowing the contents to be accessible upon a planned Vault
restart? Choose all that apply

A. Store the CD in a physical safe and mount the CD every time vault maintenance is performed.
B. Copy the contents of the CD to the System Safe on the vault
C. Copy the contents of the CD to a folder on the vault server and secure it with NTFS permissions.
D. Store the server key in a Hardware Security Module.
E. Store the server key in the Provider cache

Answer: CD

NEW QUESTION 51
A first PSM server has been installed.
What should you confirm before installing any additional PSM servers?

A. The PSM ID of the first installed PSM server was changed and the additional PSM server can use the same PSM ID.
B. The user performing the installation is a direct owner in the PSMUnmanagedSessionAccounts Safe, PSM safe and member of PVWAMonitor group.
C. The user performing the installation is not a direct owner in the PSMUnmanagedSessionAccounts Saf
D. Most Voted
E. The path of the Recordings Folder must be different on all PSM installations.

Answer: C

NEW QUESTION 52
What is the PRIMARY reason for installing more than 1 active CPM?

A. Installing CPMs in multiple sites prevents complex firewall rules to manage devices at remote sites.
B. Multiple instances create fault tolerance.
C. Multiple instances increase response time.
D. Having additional CPMs increases the maximum number of devices CyberArk can manage

Answer: D

NEW QUESTION 57
Which parameter must be identical for both the Identity Provider (IdP) and the PVWA?

A. IdP “EntityID” and “PartnerIdentityProvider Name” in PVWA saml.config file
B. IdP “User name” and “SingleSignOnServiceUrl” in PVWA saml.config file
C. IdP “Audience” and “ServiceProviderName” in the PVWA saml.config file
D. IdP “Secure hash algorithm” and “Certificate” in the PVWA saml.config file

Answer: C

NEW QUESTION 60
After installing the first PSM server and before installing additional PSM servers, you must ensure the user performing the installation is not a direct owner of which
safe?

A. PSMUnmanagedSessionAccounts Safe
B. PSMRecordingsSessionAccounts Safe
C. PSMUnmanagedApplicationAccounts Safe
D. PSMSessionBackupAccounts Safe

Answer: A

NEW QUESTION 62
DRAG DROP
The installCyberArkSSHD parameter on the PSM for SSH can be set to multiple values. Match each value to the correct condition.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 67
What are the operating system prerequisites for installing CPM? Select all that apply.

A. NET 3.51 Framework Feature
B. Web Services Role
C. Remote Desktop Services Role
D. Windows 2008 R2 or higher.

Answer: A

Explanation: 
Reference: https://www.cse-cst.gc.ca/en/system/files/pdf_documents/cyberark-v91-sec- eng.pdf (11)

NEW QUESTION 71
In order to avoid conflicts with the hardening process, third party applications like Antivirus and Backup Agents should be installed on the Vault server before
installing the Vault.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 73
Which statement is correct about CPM behavior in a distributed Vault environment?

A. CPMs should only access the primary Vaul
B. When it is unavailable, CPM cannot access any Vault until another Vault is promoted as the new primary Vault.
C. CPMs should access only the satellite Vaults.
D. CPMs should only access the primary Vaul
E. When it is unavailable, CPM cannot access any Vault until the original primary Vault is operational again.
F. CPM should access all Vaults - primary and the satellite.

Answer: A
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NEW QUESTION 75
......
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