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NEW QUESTION 1

A user connected to Prisma Access reports that traffic intermittently is denied after matching a Catch-All Deny rule at the bottom and bypassing HIP-based
policies. Refreshing VPN connection restores the access.

What are two reasons for this behavior? (Choose two.)

A. "Collect HIP data' needs to be enabled in the configuration.

B. User mapping is learned from sources other than gateway authentication.
C. Firewall loses user mapping due to missed HIP report checks.

D. HIP-enforced policy is scheduled for certain hours of the day.

Answer: BC

NEW QUESTION 2
Which policy configuration in Prisma Access Browser (PAB) will protect an organization from malicious BYOD and minimize the impact on the user experience?

A. One that blocks file exchange

B. One for session recording

C. One that blocks elements such as screen scrapers

D. One that allows access to applications with data masking or watermarking

Answer: D

NEW QUESTION 3
Which feature can help address a customer concern about the length of time it takes to update their SaaS-allowed IP addresses while onboarding to Prisma
Access?

A. Dynamic IP pooling

B. DNS-based load balancing
C. Traffic steering

D. Dedicated IP addresses

Answer: C

NEW QUESTION 4
Based on the image below, which two statements describe the reason and action required to resolve the errors? (Choose two.)

A. The client is misconfigured.

B. Create a do not decrypt rule for the hostname ??google.com.??

C. The server has pinned certificates.

D. Create a do not decrypt rule for the hostname ?7?certificates.godaddy.com.??

Answer: BC

NEW QUESTION 5

A company has a Prisma Access deployment for mobile users in North America and Europe. Service connections are deployed to the data centers on these
continents, and the data centers are connected by private links.

With default routing mode, which action will verify that traffic being delivered to mobile users traverses the service connection in the appropriate regions?

A. Configure BGP on the customer premises equipment (CPE) to prefer the assigned community string attribute on the mobile user prefixes in its respective
Prisma Access region.
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B. Configure each service connection to filter out the mobile user pool prefixes from the other region in the advertisements to the data center.
C. Configure BGP on the customer premises equipment (CPE) to prefer the MED attribute on the mobile user prefixes in its respective Prisma Access region.
D. Configure each service connection to prepend the BGP ASN five times for mobile user pool prefixes originating from the other region.

Answer: B

NEW QUESTION 6

All mobile users are unable to authenticate to Prisma Access (Managed by Strata Cloud Manager) using SAML authentication through the Cloud Identity Engine.
Users report that after entering their credentials on the Identity Provider (IdP) login page, they are redirected to the Prisma Access portal without successful
authentication, and they receive this error message:

Error: Prisma Access Portal Authentication Failed using CIE-SAML with message ??400 Bad Request??

Which action will identify the root cause of this error?

A. Verify the SAML metadata configuration in both Strata Cloud Manager and the IdP portal to confirm that the endpoint URLs and certificates are correctly
configured.

B. Examine the Security policy rules in Prisma Access to ensure that traffic from the IdP is allowed and not blocked.

C. Verify the SAML metadata configuration in both the Cloud Identity Engine and the IdP portal to confirm that the endpoint URLs and certificates are correctly
configured.

D. Review the Authentication logs in Strata Cloud Manager to check for any SAML error messages or authentication failures.

Answer: C

NEW QUESTION 7
Which two configurations must be enabled to allow App Acceleration for SaaS applications? (Choose two.)

A. Acceleration agent for the client machines

B. QoS for user traffic

C. Trusted Root CA for the CA certificate

D. Forward Trust Certificate for the CA certificate

Answer: CD

NEW QUESTION 8
What is the flow impact of updating the Cloud Services plugin on existing traffic flows in Prisma Access?

A. They willexperience latency during the plugin upgrade process.

B. They will automatically terminate when the upgrade begins.

C. They will be unaffected because the plugin upgrade is transparent to users.

D. They will be unaffected only if Panorama is deployed in high availability (HA) mode.

Answer: C

NEW QUESTION 9
How can a network security team be granted full administrative access to a tenant's configuration while restricting access to other tenants by using role-based
access control (RBAC) for Panorama Managed Prisma Access in a multitenant environment?

A. Create an Access Domain and restrict access to only the Device Groups and Templates for the Target Tenant.

B. Create a custom role enabling all privileges within the specific tenant's scope and assign it to the security team's user accounts.
C. Create a custom role with Device Group and Template privileges and assign it to the security team's user accounts.

D. Set the administrative accounts for the security team to the "Superuser" role.

Answer: A

NEW QUESTION 10
In an Explicit Proxy deployment where no agent can be used on the endpoint, which authentication method is supported with mobile users?

A. LDAP

B. Kerberos
C. SAML

D. SSO

Answer: C

NEW QUESTION 10

In addition to creating a Security policy, how can an Al Access Security be used to prevent users from uploading financial information to ChatGPT?
A. Apply File Blocking to stop file uploads containing financial information.

B. Configure an Enterprise DLP rule to block uploads containing financial information.

C. Add the ChatGPT domains using URL Filtering to block uploads containing financial information.

D. Apply a vulnerability profile to stop attempts to exploit system flaws or gain unauthorized access to financial systems.

Answer: B

NEW QUESTION 11
Where are tags applied to control access to Generative Al when implementing Al Access Security?
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A. To Generative Al applications for identifying sanctioned, tolerated, or unsanctioned applications
B. To security rules for defining which types of Generative Al applications are allowed orblocked
C. To user devices for identifying and controlling which Generative Al applications they can access
D. To Generative Al URL categories for classifying trusted and untrusted Generative Al websites

Answer: A

NEW QUESTION 16

An engineer configures User-ID redistribution from an on-premises firewall connected to Prisma Access (Managed by Panorama) using a service connection. After
committing the configuration, traffic from remote network connections is still not matching the correct user- based policies.

Which two configurations need to be validated? (Choose two.)

A. Ensure the Remote_Network_Template is selected when adding the User-ID Agent in Panorama.

B. Confirm there is a Security policy configured in Prisma Access to allow the communication on port 5007.
C. Confirm the Collector Pre-Shared Keys match between Prisma Access and the on- premises firewall.

D. Ensure the Service_Conn_Template is selected when adding the User-ID Agent in Panorama.

Answer: AD

NEW QUESTION 20
How can role-based access control (RBAC) for Prisma Access (Managed by Strata Cloud Manager) be used to grant each member of a security team full
administrative access to manage the Security policy in a single tenant while restricting access to other tenants in a multitenant deployment?

A. Add the team to the Parent Tenant, select the Prisma Access Configuration Scope, and set the role to Security Administrator.
B. Add the team to the Child Tenant, select All Apps & Services, and set the role to Security Administrator.

C. Add the team to the Parent Tenant, select Prisma Access & NGFW Configuration, and set the role to Security Administrator.
D. Add the team to the Child Tenant, select Prisma Access & NGFW Configuration, and set the role to Security Administrator.

Answer: D

NEW QUESTION 21
How can an engineer verify that only the intended changes will be applied when modifying Prisma Access policy configuration in Strata Cloud Manager (SCM)?

A. Review the SCM portal for blue circular indicators next to each configuration menu item and ensure only the intended areas of configuration have this indicator.
B. Compare the candidate configuration and the most recent version under "Config Version Snapshots/

C. Select the most recent job under Operations > Push Status to view the pending changes that would apply to Prisma Access.

D. Open the push dialogue in SCM to preview all changes which would be pushed to Prisma Access.

Answer: D

NEW QUESTION 24
An engineer has configured IPSec tunnels for two remote network locations; however, users are experiencing intermittent connectivity issues across the tunnels.
What action will allow the engineer to receive notifications when the IPSec tunnels are down or experiencing instability?

A. Create a new natification profile specifying conditions for remote network IPSec tunnels.

B. Create a tunnel log notification rule to alert on specified remote network IPSec tunnel conditions.

C. Set up the operational health dashboard to email alerts for remote Network IPSec tunnel issues.

D. Select the IPSec tunnel monitoring and notifications checkbox when configuring the remote network IPSec tunnels.

Answer: A

NEW QUESTION 26
Which feature will fetch user and group information to verify whether a group from the Cloud Identity Engine is present on a security processing node (SPN)?

A. SASE Health Dashboard
B. User Activity Insights

C. Prisma Access Locations
D. Region Activity Insights

Answer: A

NEW QUESTION 27
Which feature within Strata Cloud Manager (SCM) allows an operations team to view applications, threats, and user insights for branch locations for both NGFW
and Prisma Access simultaneously?

A. Command Center

B. Log Viewer

C. Branch Site Monitor

D. SASE Health Dashboard

Answer: A

NEW QUESTION 30
An engineer has configured a new Remote Networks connection using BGP for route advertisements. The IPSec tunnel has been established, but the BGP peer is
not up.
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Which two elements must the engineer validate to solve the issue? (Choose two.)

A. Secret

B. MRAI Timers

C. Peer AS Number

D. Advertise Default Route Checkbox

Answer: AC

NEW QUESTION 32
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