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NEW QUESTION 1

An administrator has a FortiGate-HQ device with VDOMs—root, HR and Facilities, currently managed under the FortiManager ADOM—Sitel. They try to move
VDOM HR to the FortiManager ADOM—Site2, but it does not work.

Why is the administrator not able to move FortiGate-HQ VDOM HR to FortiManager ADOM—Site2?

A. The FortiGate-HQ must be managed under the FortiManager ADOM—root to allow moving its VDOMSs to different ADOMSs.

B. The administrator must have full access in the device layer of FortiGate-HQ VDOM-root before they can VDOMs to different ADOMSs.

C. FortiManager must be in ADOM normal mode, which does not allow VDOMs to be managed separately.

D. The administrator must delete the FortiGate-HQ device from FortiManager and add it again using the Add Device wizard before moving the VDOM.

Answer: A

Explanation:
FortiGate devices must be managed under the FortiManager ADOM corresponding to the root VDOM to allow their individual VDOMs to be moved and managed
in different ADOMs. Managing the root VDOM in a different ADOM prevents moving subordinate VDOMs across ADOMs.

NEW QUESTION 2
Which is recommended when you are managing a high volume of logs in your network?

A. Store logs on FortiManager and use FortiView.

B. Add and manage FortiAnalyzer from FortiManager.

C. Enable advanced ADOM mode on FortiManager.

D. Forward logs from FortiAnalyzer to FortiManager daily.

Answer: B

Explanation:
Adding and managing FortiAnalyzer from FortiManager is recommended for handling a high volume of logs, as FortiAnalyzer is designed specifically for
centralized log management, analysis, and reporting, which offloads this workload from FortiManager.

NEW QUESTION 3
Refer to the exhibit.

FortiManager policy package

Import Device - HQ-NGFW-1 - Interface Mapping & Policy (2/5) -

Create a new policy package for import.

Policy Package Name HQ-NGFW-1

Folder root -

Policy Selection [T URISE Sclect Policies to Import
Object Selection import only policy dependent objects RIS EFIR TS S

Device Interface = Mapping Type = Normalized Interface < u
B port2 m Per-Platform LAN
- portd Per-Device Port4
& porté Per-Device porté
3

Add mappings forallunused @@

device interfaces

An administrator added a FortiGate device to FortiManager with the default object settings at the ADOM layer.
What can you conclude from the import policy package process of the HQ-NGFW- 1 device?

A. The administrator must select Per Platform for all interfaces to correctly detect all interfaces from HQ- NGFW-1.
B. The administrator must manually create the port4 interface on the ADOM layer to avoid import policy errors.

C. FortiManager will create LAN, port4, and port6 as normalized interfaces at the ADOM layer.

D. FortiGate may not work as expected when the administrator does not import all objects.

Answer: C

Explanation:
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The import process shows that FortiManager will create normalized interfaces named LAN, port4, and port6 at the ADOM layer, mapping them to the
corresponding device interfaces based on the import settings.

NEW QUESTION 4
An administrator must create a policy and install it on a FortiGate device within an ADOM in backup mode. How can the administrator perform this task?

A. Use the Install Wizard located on the device manager.

B. Enable workflow mode to allow policy creation and approval.

C. Make sure the ADOM and FortiGate firmware versions match and use the ADOM policy package.
D. Use a FortiManager script to apply the configuration changes.

Answer: D

Explanation:
In backup mode, FortiManager does not directly manage policy installation via the usual ADOM policy packages; instead, administrators use FortiManager scripts
to push configuration changes, including policies, to FortiGate devices.

NEW QUESTION 5
Refer to the exhibit.

FortiManager—HQ-NGFW-1 install preview

Install Preview of HQ-NGFW-1 = 6
Ass gned Devices & HQ-NCGFW-1 -
- ; l‘\ :_)F '|'|' :
SrEMTH * A

=== Preview rosult -=--
conflg system central-minipement
config server-list
edit 1
18T server-type update rating
noxt
end
end
conflg vpn certificate ca
edit “root CAY”
wt ca - BEGIN CERYIFICATI
MITDUZCCAJupAXTRAGT EQT 1 FOTIAQ T BGNT IxN § IGNIKIWRDOWNE TGN JY 2N 2 18Q 2o
DQVY )Xol Ihwe NAQEF BOAWK? ERMBOQGA JUECWINRmGYdG L uZXOg THRK L JE RMABGA L UE
LOM [ RS G ] U2 XQuWH ™ N QMDD ABMT guhiDQ 1 Wh c A (AMDASHMT D DQ 1 JArMR Y
FAYDVQOK Ew 1G 3 )@aS ] 0C BMAGQUAR EvOMYDVOQQOEWRGD 3 )8aWS 1 dDCCAS IWOQY)
KeZIMv¢ NAQEBBQAD R EPADC CAQOC g EBA ) /MK HOMUONWG 2y ) TQpdmduubo LWTU L
rHO 1 BXCuDa IYE JINRALST T pF /nOg R7TX+ x088 ) 7L xuuyC SdaS 0K 7SF A aNk s
BYM{ ) 2eM@ucArSCLEQ/aFg /I M/ IRy {bdmpas 2602y 1u/ cCon 9B TN FTC FI13F §
IBEFNIIARr eI/ S fuzyniCcQladaTTS9F o /VATLATDEHND 3B 1 T {UUICT fqieM )0
UNNIYSO A8 ] 1Mee ) 39ZX52 SupINyreGgC AN 20D/ 0F05 #UAL | rvmah 3xp 2uDCDE0C
eI FEPR2CESION) ISK/GSFEM] /WMOPS/vPucte ] [EgVIy ¢ ABMNBAR T ADC Ak AAINY
MGE HOYDVROOBEYE F AOHEN ] F 2 FaVvBABROBYOVIXE T | T LMBSGA 1UG I uQVME JAF Aok
w1 F 2f @VRARGOLYOVE xE 11 TEMARGA 1UdEué B/ uQF MAMRA f RUOZYDVRES AQH/ RAQD
AGGGMADGCSQGS IDIDQERAQUAAS TRAQARA 1 TaQ ) phxxq2 1/ §67 ) JqIveu2BgtaIx
Prfstind 1wSulu i CVGMF wNE agldQu) ] 0SSO0 VE IQNe y T ridVL bd o f Sqe g0 T o6PmD

An administrator assigned a new policy package to FortiGate HQ-NGFW-1. In the installation preview, they noticed some settings they did not modify and are
unsure about the changes.
Based on the exhibit, which two things will happen if they continue with the installation? (Choose two.)

A. FortiGate HQ-NGFW-1 can use FortiManager firmware templates to upgrade firmware and ratings.

B. FortiGate HQ-NGFW-1 can contact the FortiManager acting as FortiGuard Distribution Server (FDS) to download FortiGuard updates.

C. FortiGate HQ-NGFW-1 will use the root_CA3 certificate in firewall address objects or policies.

D. FortiManager will install the CA certificate named root_CAS3 to authenticate FortiGate-to-FortiManager communication protocol (FGFM) tunnel connections with
FortiGate HQ- NGFW-1.

Answer: BD
Explanation:
The configuration includes a server-list with server-type set to "update rating," which enables FortiGate HQ- NGFW-1 to contact FortiManager as a FortiGuard

Distribution Server (FDS) for FortiGuard updates.
The installation includes a root_CA3 certificate, which FortiManager will install on FortiGate HQ-NGFW-1 to authenticate FGFM tunnel connections between the
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devices.

NEW QUESTION 6
An administrator has assigned a global policy package to a new ADOM named ADOML1.
What will happen if the administrator tries to create a new policy package in ADOM1?

A. The administrator will be able to select the option to assign the global policy package to the new policy package.
B. FortiManager will automatically assign the global policy package to the new policy package.

C. FortiManager will automatically install policies on the policy package in ADOML1.

D. The administrator will have to assign the global policy package from the global ADOM.

Answer: A

Explanation:
When a global policy package is assigned to an ADOM, administrators creating new policy packages within that ADOM have the option to select and assign the
global policy package to the new policy package if desired.

NEW QUESTION 7
What is the best explanation of how FortiManager helps with mass provisioning?

A. It upgrades the OS of each FortiGate device.

B. It provides local FortiGuard Distribution Server (FDS) services to the network.

C. It uses templates to configure the same settings on many devices simultaneously.
D. It sends email alerts when new devices connect.

Answer: C
Explanation:

FortiManager helps with mass provisioning by using templates that allow administrators to configure the same settings on multiple FortiGate devices
simultaneously, streamlining deployment and management.

NEW QUESTION 8
Refer to the exhibit.

Start to import config from device(Remote-FortiGate) vdom(root) to
adom(root), package(Remote-FortiGate_root)

"firewall address",SKIPPED,"(name=all, 0id=2309, DUPLICATE)"

"firewall address”,FAIL,"(name=REMOTE_SUBNET, oid=2311,

reason=interface((firewall address:REMOTE_SUBNET) any<-port6) binding
fail)”

"firewall policy",FAIL,"(name=1, 0id=3070, reason=interface(interface binding
contradiction. detail: (firewall address:REMOTE_SUBNET) any<-port6) binding
fail)“

What can you conclude from the downloaded import report?

A. FortiManager does not support per-device mapping for firewall addresses.

B. The administrator will see a new policy package named Remote-FortiGate_root in the FortiManager ADOM database.

C. FortiManager will change the configuration of REMOTE_SUBNET to match the interface mapping coming in from Remote-FortiGate.

D. As a result of this policy import process, FortiManager will create a new firewall address called REMOTE_SUBNET in the ADOM database.

Answer: B

Explanation:
The import report shows that a new policy package named Remote-FortiGate_root will be created in the FortiManager ADOM database, but some firewall
addresses and policies failed to import due to interface binding conflicts.

NEW QUESTION 9
What is the purpose of ADOM revisions?

A. ADOM revisions find unused, duplicate, and unnecessary firewall policies and objects.

B. ADOM revisions show specific changes in a policy package when it is installed.

C. ADOM revisions compare previous snapshots of the Policy Package and ADOM-level objects with the device-level database.
D. ADOM revisions save the current state of all policy packages and objects for an ADOM.
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Answer: D

Explanation:

ADOM revisions save the current state of all policy packages and objects within an ADOM, allowing administrators to track changes over time and revert to
previous configurations if needed.

NEW QUESTION 10
Refer to the exhibits.

Device Revision Diff wizard

Device Revision Diff
Revision 1D 11 Revision 1D: 9
Total 12696 Tota 12704
Deleted 0 Added 8
Modified 0 Modifed 0
end end
config vser local
AL Support.
st lype Dasecd
S8t _two-factor emall )
et eeadl-to “supportimall.com”
next
£0d
config user group config user group
set service "ALL" 1 set service "ALL”
S8 _JSers _support
$et comments “test’ set comments “test”
2 C
Save Diff as Script Show Full Diff Cancel

An administrator needed to recover all the configurations related to the user, Support. The configurations were saved in configuration revision ID 9.

The administrator reverted the configuration using theConfiguration Revision Historywindow and received the CLI output shown in the exhibit.
What can you conclude from the CLI output?

A. The administrator set the flag to 0 to prevent configuration overrides.

B. The administrator reinstalled the policy package.

C. The administrator needs to retrieve the device to correctly detect the FortiGate firmware version.
D. The administrator installed only the device-level configuration.

Answer: C

Explanation:

The CLI output shows the status "dev-db: not modified; conf: in sync; cond: OK; dm: installed," but the firmware version for the device is listed as "[unknown]." This
indicates that FortiManager has not properly detected the FortiGate firmware version, likely because the device needs to be retrieved to update its information.

NEW QUESTION 10

Which output is displayed right after moving the ISFW device from one ADOM to another?
A)

FortiManager # dlagnose dvm device list ISFW
--=- There are currently 4 devices/vdoms managed
—-- Thaere are currently 4 devices/vdoms count for license ---

[IYPE 01D SN HA 1P NAME ADOM I1PS FIRMWARE
fmgfaz-managed 325 FGUVM010000077646 - 10.0.1.200 ISFW ADOMT6 7.00741 (regular) 7.0 MRE (2463)
|- STATUS: dev-db: not modified; conf: in sync; cond: OK; dm: autoupdated; conn: up

|- wdom: [3]root flags:1 adom:ADOM76 pkg:[out-of-sync|ISFW

B)

FortiManager # diagnose dvm device list ISFW
--- There are currently 4 devices/vdoms managed ---
-~~~ There are currently 4 devices/vdoms count for license ---

TYPE 0ID SN HA Ip NAME ADOM IPs FIRMWARE
fmgfaz managed 325 FGVM010000077646 - 10.0.1.200 ISFW ADOM76 7.00741 (regular) 7.0 MR6 (2463)
|- STATUS: dev-db: not modified; conf: in sync; cond: OK; dm: installed; conn: up

| = wdom: [3]root flags:0 adom:ADOM76 pkg: [imported] ISFW

C)
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FortiManager ¥ diagnose dvm device list ISFW
-~~~ There are ourrently 4 devices/vdoms managed ---
--- There are currently 4 davices/vdoms count for license =---

TYPE 01D SN HA 1P NAME ADOM IPS F IRMWARE
fmgfaz-managed 3265 FGYM010000077646 - 10.0.1.200 ISFW ADOMT6 7.00741 (regular) 7.0 MR6 (2463)
|- STATUS: dev-db: not modified; conf: in syno; cond: OK; dm: installed; conn: up

|- vdom: [3] root flags:0 adom:ADOM76 pkg: [never-installed]

D)

FortiManager # diagnose dvm device 1ist ISFW
--- There are currently 4 devicaes/vdoms managed ---
-=-- There are currently 4 devices/vdoms count for license ---

TYPE 01D SN HA IP NAME ADOM IPS FIRMWARE
fmgfaz-managed 325 FGVMO010000077646 - 10.0.1.200 ISFW ADOMT6 7.00741 (regular) 7.0 MR6 {2463)
|- STATUS: dav-db: not modified; conf: in sync; cond: OK; dm: ratrieved; conn: up
| - vdom: [3] root flags:0 adom:AnoM?é pkg:[unknown] ISFW

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
Explanation:

Right after moving the ISFW device to a new ADOM, the status typically shows the policy package as never-installed, indicating that the device has been assigned
to the new ADOM but no policy package has yet been installed in that ADOM.

NEW QUESTION 13
Refer to the exhibit.
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FortiManager address cbject
Edit Address - LAN v
Category v
Name LAN
Color E Change |
Type @ Subnet -
IP/Netmask @ 172.16.5.0/255.255.255.0 Q, Resolve from name
Interface ] any -
Static Route Configuration e |
Comments
0/255
Add To Groups Click to select

Advanced Options >

Per-Device Mapping v

% Create New | |# Edit

[ Mapped Device <
BR1-FGT-1 [root)
HQ-NGFW:-1 [root]

000

@ Remote-Firewall [root]

i Delet Search...

Details =

IP/Netmask: 10.10.10.5/255.255.255.255
IP/Netmask: 172.16.5.20/255.255.255.255
IP/Netmask: 21.21.2.5/255.255.255.255

«Q ,*

An administrator has created a firewall address object that is used in multiple policy packages for multiple FortiGate devices in an ADOM.
After the installation operation is performed, which IP/netmask will be installed on Remote-Firewall [VDOM1] for the LAN firewall address object?

A. 21.21.2.5/255.255.255.255
B. 172.16.5.20/255.255.255.255
C. 172.16.5.0/255.255.255.0

D. 10.10.10.5/255.255.255.255

Answer: A
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Explanation:
The per-device mapping overrides the global IP/netmask setting for the firewall address object. For the device "Remote-Firewall," the mapped IP/netmask is
21.21.2.5/255.255.255.255, so this value will be installed on Remote-Firewall [VDOM1].

NEW QUESTION 15
Refer to the exhibit.

FortiManager VIP
100.65.0.120

FortiManager WAN FortiGate

10.0.13.120/24 254 BN 100.65.0.101 100.65.0.111/24

" “ FortiManager NATed IP address

config system admin setting
set mgmt-addr 100.65.0.120
end

FortiManager is operating behind a network address translation (NAT) device, and the administrator configured the FortiManager NATed IP address under the
FortiManager system administration settings.
What is the expected result during discovery?

A. FortiManager sets both the 100.65.0.120 IP address and 10.0.13.120 IP address on FortiGate.
B. FortiManager sets both the 100.65.0.120 IP address and 100.65.0.101 IP address on FortiGate.
C. FortiManager sets the 100.65.0.101 IP address on FortiGate.

D. FortiManager sets the 100.65.0.120 IP address on FortiGate.

Answer: D

Explanation:
When FortiManager is behind a NAT device, setting the NATed IP address (100.65.0.120) in the system admin settings causes FortiManager to use that NATed IP
address for communication and configuration with FortiGate during discovery and management operations.

NEW QUESTION 16

An administrator configures a new BGP peer in the FortiManager device-level database of FortiGate. They reinstall the policy package to the managed FortiGate
device without any errors. However, when the administrator logs in to FortiGate, they do not see the BGP configuration changes.

What is the most likely reason why FortiManager did not push the BGP peer changes to FortiGate?

A. The administrator must run a sanity check on FortiManager to make sure the database is not corrupted.
B. Fortigate has a BGP template assigned on the FortiManager database.

C. The administrator must use the Install Wizard and select Install device settings only to push BGP settings
D. The FortiGate firmware version is different from the FortiManager ADOM version.

Answer: B
Explanation:

If a BGP template is assigned to the FortiGate device on FortiManager, device-level BGP configurations made directly in the device-level database are overridden
by the template settings, so the changes do not get pushed to the device.

NEW QUESTION 19

Refer to the exhibits.
Firewall policies

&y Insta
\7 ' Q + New v [Z‘.'n., i ’ B Policy Block v I} Policy Lookug [&] Coltapse A " Full Screes .\
02 HQ-NGFW-1 0O » Name From To Source Destination Schedule
|
Installation Targets 0O 1 Internet B porta £ port2 : ::;‘f:j' = all (8 atwarrs
0 A default
[ Pokicy Blocks (0) 0 2 FMG Adminsstration B pont2 £ portés Eall g VIP-FMG fo atways
o 3 Internal FMG access B port4 3 porté = all S all f8 atwany
D FMG outside access ) porté £l port2 & HQ-FMG-1 = all 08 Aways
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Installation target

B Policy Paciage » b instai Wizard « & ADOM Revisions @ Tools » ADOM:My ADOM @~ [\ -

i

IF  Search Q [5[‘1-. | o texth

82 HQ-NGFW-1 [  Installation Target Config Status = Policy Package Status =
Firewall Polcy

Installation Tarpets

BR1-FGT-1 FortiTokens

g BRY-FGT -

"1’) D‘"'hm.‘c ’ Create r.j 8 Refreah o “Search

0 #HQ-NGFW-1 + Synchronized & HQ-NGFW-1

i+ Network

n Type & Serial Number © Status © User 5
Policy & Objects
0 Motsie Token FTKMOB4ASACSCS6D Avallabie .
& Security Profiles
0 [0 Mobile Token FTKMOB4AF 1BEB&0Y Avaliatie

- '!‘pN »
2 User & Authentication

User Definition

An administrator needs to push a FortiToken Mobile to assign it to HR_user in the HQ-NGFW-1.
However, when installing the policy package, they receive the following error message:

Copy device global obijects

Vdom copy failed:
error -999 -

Copy objects for vdem root

“firewall policy", "1", 1d=5532, COMMIT FAIL - invalid value - propluser fortitoken]:
Mobile FortiToken FTKMOB4ASACSCS6D used by user local HR_user could not be found at
device

“user local”, "FTKMOB4ASACSCS6D™, id=5586, COMMIT FAIL - invalid value - prop[user
fortitoken!: Mobile FortiToken FTRMOB4AYACSCS56D used by user local HR user could not

ba found at device
Why is the administrator not able to install the FortiToken on the HQ-NGFW-1 firewall?

A. The administrator must use a user local meta field to assign FortiToken.

B. The administrator must use a valid FortiToken that exists on HQ-NGFW-1.

C. The administrator must use a metadata variable to assign the same FortiToken to multiple users in FortiManager.
D. The administrator must use per-device mapping to assign the FortiToken to HQ-NGFW-1.

Answer: B
Explanation:

The error occurs because the FortiToken used (FTKMOB4A9AC5C56D) must already exist and be registered on the FortiGate device HQ-NGFW-1. FortiManager
cannot push or create new FortiTokens on the device; the token must be valid and present on the FortiGate before it can be assigned to a user.

NEW QUESTION 22
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