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NEW QUESTION 1
Refer to the exhibit.

Rule Subpattern
Edit SubPattern B x
Hame: DomainAcctlLockeout
Filters: Paren Attribute Operator Value Paren Next Row
@ @ Event Type IN v EventTypes: Domain Account Lex @ © AND OR 4
Aggregate: Paren Attribute Operataor Value Paren Hext Raw
= © COUNT(matched Events) - v 1 () @ AND OR 4 T
Group By: Attribute Row Move

User

Reporting Device

Repaorting IP

o

Which section contains the subpattern configuration that determines how many matching events are needed to trigger the rule?

A. Aggregate
B. Group By
C. Actions

D. Filters

Answer: A

NEW QUESTION 2
Refer to the exhibit.

Which two lookup types can you reference as the subquery in a nested analytics query? (Choose two.)

A. LDAP Query
B. CMDB Query
C. SNMP Query
D. Event Query

Answer: BD

NEW QUESTION 3
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Refer to the exhibit.

Automation Policy

Automation Policy =] x

Name  Automation

Severity: []Low [] Medium High

Rules: Group:Network -

Time Range: ANY -
Affected Items: ANY -
Affected Orgs: Rule: Aviation -

Action: [£) Send Email/SMS/Webhook ta the target users. [&F
E7] Run Remediation/Script. Q
D Invoke an Integration Policy. Run: no policy m
D Create Casze when an incident is created. [E
D Send SNMP me:sage to the destination set in Admin > Settings > Analytics.
[C] Send XML file over HTTP(S) to the destination set in Admin > Settings > Analytics.
[(] Open Remedy ticket using the configuration set in Admin > Settings > Analytics.

D Invake Fortidl and update Comments

Settings: [[] Do not notify when an incident is cleared automatically.
[(] Do net notify when an incident is cleared manually.

[[] Do not notify when an incident is cleared by system.

Remediation/Script Options
Autocmation Policy > Define Script/Remediation -
Type: O Legacy Script
@ Remediation Seript
Script:  Fortinet FortiOS - Block Source IP FortiOS via AP v
Protocal: HTTPS
Enforce On: Device:FortiGateS0B, Device:FortiGate900 v

Run On:  Supervisor ¥

VDOM:
£ Save £ Cancel

If a rule containing the automation policy shown in the exhibit triggers, what will happen?

A. Associated source IP addresses will be blocked on devices in the Aviation organization.
B. Associated source IP addresses will be blocked on all FortiGate firewalls.
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C. Associated source IP addresses will be blocked on devices in the Network CMDB group.
D. Associated source IP addresses will be blocked on two FortiGate firewalls.

Answer: D
Explanation:

The automation policy is configured to run a remediation script named " Fortinet FortiOS - Block Source IP FortiOS via APl " . It specifies enforcement on two
FortiGate devices: FortiGate508 and FortiGate90D. Therefore, associated source IP addresses will be blocked on those two FortiGate firewalls only.

NEW QUESTION 4

What are two required components of a rule? (Choose two.)
A. Exception policy

B. Subpattern

C. Detection Technology

D. Clear policy

Answer: BC

NEW QUESTION 5
Refer to the exhibit.
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Machine Learning - Train Configuration

* Run Mode: Local

* Task: Regression

» Algorithm: DecisionTreeRegressor

* Fields to use for Prediction:

v] AVG (Memory Util)

[v] AVG(Sent Bytesé4d)

AVG(Received Bytes64)

* Field to Predict:

(&) AVG(CPU Util)

—

O #G(Sent Byte

* Train factor

0%  enenie—  100%

30

The configuration shown in the exhibit is incorrect.
What must you change to allow this configuration to be successfully applied to FortiSIEM?

A. The Train factor must be 70% or greater.

B. Run Mode must be set to ML.

C. Only one AVG type field must be selected under Fields to use for Prediction.
D. The selection in Fields to use for Prediction and Field to Predict must match.

Answer: A

NEW QUESTION 6
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Refer to the exhibit.

Analytics Search

Filter By: Etvent Keywords Event Attribute CMDB Attribute Clear All Load Save
Paren  Attribute Operator  Value Paren Next Row

@ O User IN v Device IP: Server Inventory [ O AND OR 4 T
@ O Event Type N v Group: Logon Failure o O AND OR 4+ i

Time Range: Real-time Relative Absolute

Last 10 Days =

The analyst is troubleshooting the analytics query shown in the exhibit. Why is this search not producing any results?

A. The Time Range is set incorrectly.

B. The inner and outer nested query attribute types do not match.

C. You cannot reference User and Event Type attributes in the same search.
D. The Boolean operator is wrong between the attributes.

Answer: B

NEW QUESTION 7
Refer to the exhibit.
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Subpattern 1
Edit SubPattern - x
Name: RDP_Connection
Filters: Paren Attribute Operator Value Paren Mext Row
@ © Destination TCP/UDP Port - v 3389 e © AND OR 4 T
=] © Event Type - v  FortiGate-traffic-forward =] © AND OF 4 Tj
Aggregate: Paren Attribute Operator Value Paren Next Row
= © COUNT(Matched Events) - v i ® © AND OR 4 @
Group By:  Attribute Row Move
User o © * |+
Source IP e © + <+
- I
Subpattern 2
Edit SubPattern - x
Name: Failed_Logon
Filters: Paren Attribute Operator Value Paren Hext Row
=] © Event Type IN v Group: Logon Failure e © AND OF 4 @
Aggregate: Paren Attribute Operator Value Paren MNext Row
= © COUNT(Matched Events) = v 3 =) © AND OR 4
Group By:  Attribute Row Move
User o 9 * <+
Source IP o o * 3
Destination IP e © +* 4
- I
Rule Conditions
Step 1: General >  Step 2: Define Condition >  Step 3: Define Action
Cendition: If this Pattern occurs within any 300 second time window
Paren Subpattern Paren Hext Row
[+ B - | RDE_Connection w s O O FOLLOWED_BY v~ 0 0
o @ Falled_Logon v s O @ v 0 @
Given these Subpattern relationships:
Subpattern Attribute Operator Subpattern Attribute Hext Row
RDP_Connection v  User v o= W Falled_Logon v Usaer v  AND w o ©
RDP_Connection v  Source IP v = ¥ Failed_Logen v  Source IP » v =
=

Which two conditions will match this rule and subpatterns? (Choose two.)

A. A user using RDP over SSL VPN fails to log in to an application five times.
B. A user runs a brute force password cracker against an RDP server.

C. A user fails twice to log in when connecting through RDP.

D. A user connects to the wrong IP address for an RDP session five times.
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Answer: AB

Explanation:

The user initiates an RDP session (Subpattern 1) and then fails to log in multiple times (Subpattern 2 with COUNT(Matched Events) > = 3) - both from the same
Source IP and User within 300 seconds.

The brute force attempts typically involve a successful RDP connection followed by multiple failed logins, satisfying the sequence and grouping conditions in the
rule.

NEW QUESTION 8
Which items are used to define a subpattern?

A. Filters, Aggregate, Group By definitions
B. Filters, Aggregate, Time Window definitions
C. Filters, Group By, Threshold definitions
D. Filters, Threshold, Time Window definitions

Answer: A
Explanation:

A subpattern in FortiSIEM is defined using Filters to match specific events, Aggregate conditions to apply statistical thresholds (e.g., COUNT), and Group By
attributes to segment data for evaluation. These three components collectively determine how the subpattern functions.

NEW QUESTION 9
Refer to the exhibit.

Analytics
Filter BY: Event Keywords Event Attribute CMDB Attribute Clear All Load Save
Paren Attribute Qperatar Value Paren Next Row
& © SourcelP IN v Group: Windows (—] @ AND OR 4+ @@
(=] O User IN v Group: FortiSIEM Analysts (= O AND OR 4 ‘[Eﬁ

Time REHgE: Real-time Relative Absolute

Last 10 Minutes «
Trend Interval: Aute ~

Result Limit: 100 K rows

What is the Group: FortiSIEM Analysts value referring to?

A. FortiSIEM organization group

B. LDAP user group

C. CMDB user group

D. Windows Active Directory user group

Answer: C

NEW QUESTION 10
Refer to the exhibit.

= Expression Builder o
Expression: COUNT(jMatched Events Validate | Clear
Builder:  [JJ Vertical AMddtos B X

“count()matched events” is invalid

Select function

-

An analyst is trying to identify an issue using an expression based on the Expression Builder settings shown in the exhibit; however, the error message shown in
the exhibit indicates that the expression is invalid.
What is the correct syntax to create an expression that generates a total count of matched events?
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A. COUNT(Matched Events)
B. (COUNT) Matched Events
C. Matched Events (COUNT)
D. Matched Events COUNT()

Answer: A

NEW QUESTION 10

Which running mode takes the most time to perform machine learning tasks?
A. Local auto

B. Local

C. Forecasting

D. Regression

Answer: A

NEW QUESTION 13
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