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NEW QUESTION 1
Which NIST SP discusses protecting CUI in nonfederal systems and organizations?

A. NIST SP 800-37
B. NIST SP 800-53
C. NIST SP 800-88
D. NIST SP 800-171

Answer: D

NEW QUESTION 2
An Assessment Team is reviewing a practice that is documented and being checked monthly. When reviewing the logs, the practice is only being completed
quarterly. During the interviews, the team members say they perform the practice monthly but only document quarterly. Is this sufficient to pass the practice?

A. No, the work is not being done as stated.

B. Yes, the practice is being done as documented.

C. No, all three assessment methods must be met to pass.
D. Ye

E. the interview process is enough to pass a practice.

Answer: A

NEW QUESTION 3
Ethics is a shared responsibility between:

A. DoD and CMMC-AB.

B. OSC and sponsors.

C. CMMC-AB and members of the CMMC Ecosystem.

D. members of the CMMC Ecosystem and Lead Assessors.

Answer: C

NEW QUESTION 4

An OSC needs to be assessed on RA.L2-3.11.1: Periodically assess the risk to organizational operations (including mission, functions, image, or reputation),
organizational assets, and individuals, resulting from the operation of organizational systems and the associated processing, storage, or transmission of CUl. What
is in scope for a Level 2 assessment of RA.L2-3.11.17?

A. IT systems

B. Enterprise systems

C. CUI Marking processes

D. Processes, people, physical entities, and IT systems in which CUI processed, stored, or transmitted

Answer: D

NEW QUESTION 5
For CMMC Assessments, during Phase 1 of the CMMC Assessment Process, which are responsible for identifying potential conflicts of information?

A. C3PAO and OSC

B. OSC and CMMC-AB

C. CMMC-AB and C3PAO

D. Lead Assessor and Assessment Team Members

Answer: D

NEW QUESTION 6
Who will verify the adequacy and sufficiency of evidence to determine whether the practices and related components for each in-scope Host Unit. Supporting
Organization/Unit, or enclave has been met?

A. OSC

B. Assessment Team

C. Authorizing official

D. Assessment official

Answer: B

NEW QUESTION 7

In the CMMC Model, how many practices are included in Level 1?
A. 15 practices

B. 17 practices

C. 72 practices

D. 110 practices

Answer: B
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NEW QUESTION 8
During a CMMC readiness review, the OSC proposes that an associated enclave should not be applicable in the scope. Who is responsible for verifying this
request?

A. CCP

B. C3PAO

C. Lead Assessor
D. Advisory Board

Answer: C

NEW QUESTION 9
What is the BEST description of the purpose of FAR clause 52 204-217?

A. It directs all covered contractors to install the cyber security systems listed in that clause.

B. It describes all of the safeguards that contractors must take to secure covered contractor IS.

C. It describes the minimum standard of care that contractors must take to secure covered contractor IS.

D. It directs covered contractors to obtain CMMC Certification at the level equal to the lowest requirement of their contracts.

Answer: C

NEW QUESTION 10
Which domains are a part of a Level 1 Self-Assessment?

A. Access Control (AC), Risk Management <RM), and Media Protection (MP)

B. Risk Management (RM). Access Control (AC), and Physical Protection (PE)

C. Access Control (AC), Physical Protection (PE), and Identification and Authentication (I1A)
D. Risk Management (RM). Media Protection (MP), and Identification and Authentication (1A)

Answer: C

NEW QUESTION 10
An assessor is collecting affirmations. So far, the assessor has collected interviews, demonstrations, emails, messaging, and presentations. Are these appropriate
approaches to collecting affirmations?

A. No, emails are not appropriate affirmations.

B. No, messaging is not an appropriate affirmation.

C. Yes, the affirmations collected by the assessor are all appropriate.

D. Yes, the affirmations collected by the assessor are all appropriate, as are screenshots.

Answer: C

NEW QUESTION 15

A contractor provides services and data to the DoD. The transactions that occur to handle FCI take place over the contractor's business network, but the work is
performed on contractor-owned systems, which must be configured based on government requirements and are used to support a contract. What type of
Specialized Asset are these systems?

A. loT

B. Restricted IS

C. Test equipment

D. Government property

Answer: B

NEW QUESTION 20
When scoping the organizational system, the scope of applicability for the cybersecurity CUI practices applies to the components of:

A. federal systems that process, store, or transmit CUI.

B. nonfederal systems that process, store, or transmit CUI.
C. federal systems that process, store, or transmit CU

D. or that provide protection for the system components.
E. nonfederal systems that process, store, or transmit CU
F. or that provide protection for the system components.

Answer: D

NEW QUESTION 21

A contractor has implemented 1A.L2-3.5.3: Multifactor Authentication practice for their privileged users, however, during the assessment it was discovered that the
OSC's standard users do not require MFA to access their endpoints and network resources. What would be the BEST finding?

A. The process is running correctly.

B. It is out of scope as this is a new acquisition.

C. The new acquisition is considered Specialized Assets.

D. Practice is NOT MET since the objective was not implemented.

Answer:
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D

NEW QUESTION 23
Exercising due care to ensure the information gathered during the assessment is protected even after the engagement has ended meets which code of conduct
requirement?

A. Availability

B. Confidentiality

C. Information Integrity

D. Respect for Intellectual Property

Answer: B

NEW QUESTION 25
An OSC performing a CMMC Level 1 Self-Assessment uses a legacy Windows 95 computer, which is the only system that can run software that the government
contract requires. Why can this asset be considered out of scope?

A. It handles CUI

B. It is a restricted IS

C. It is government property
D. It is operational technology

Answer: B

NEW QUESTION 28
Which code or clause requires that a contractor is meeting the basic safeguarding requirements for FCI during a Level 1 Self-Assessment?

A. FAR 52.204-21
B. 22CFR 120-130
C. DFARS 252.204-7011
D. DFARS 252.204-7021

Answer: A

NEW QUESTION 31
A Lead Assessor is presenting an assessment kickoff and opening briefing. What topic MUST be included?

A. Gathering evidence

B. Review of the OSC's SSP

C. Overview of the assessment process

D. Examination of the artifacts for sufficiency

Answer: C

NEW QUESTION 36

A Lead Assessor has been assigned to a CMMC Assessment During the assessment, one of the assessors approaches with a signed policy. There is one
signatory, and that person has since left the company. Subsequently, another person was hired into that position but has not signed the document. Is this
document valid?

A. The signatory is the authority to implement and enforce the policy, and since that person is no longer with the company, the policy is not valid.

B. More research on the company policy of creating, implementing, and enforcing policies is neede

C. If the company has a policy identifying the authority as with the position or person, then the policy is valid.

D. The signatory does not validate or invalidate the polic

E. For the purpose of this assessment, ensuring that the policy is current and is being implemented by the individuals who are performing the work is sufficient.
F. The authority to implement and enforce lies with the position, not the perso

G. As long as that position's authority and responsibilities have not been removed from implementing that domain, it is still a valid policy.

Answer: B

NEW QUESTION 40
The Assessment Team has completed the assessment and determined the preliminary practice ratings. The preliminary practice ratings must be shared with the
OSC prior to being finalized for submission. Based on this information, the assessor should present the preliminary practice ratings:

A. During the final Daily Checkpoint

B. After discussing with the CMMC-AB

C. Via email after the final Daily Checkpoint

D. Over the phone after the final Daily Checkpoint

Answer: A
NEW QUESTION 43
A C3PAO is near completion of a Level 2 Assessment for an OSC. The CMMC Findings Brief and CMMC Assessment Results documents have been developed.

The Final Recommended Assessment Results are being generated. When generating these results, what MUST be included?

A. An updated Assessment Plan
B. Recorded and final updated Daily Checkpoint
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C. Fully executed CMMC Assessment contract between the C3PAO and the OSC
D. Review documentation for the CMMC Quality Assurance Professional (CQAP)

Answer: D

NEW QUESTION 45
In the Code of Professional Conduct, what does the practice of Professionalism require?

A. Do not copy materials without permission to do so.

B. Do not make assertions about assessment outcomes.

C. Refrain from dishonesty in all dealings regarding CMMC.

D. Ensure the security of all information discovered or received.

Answer: C

NEW QUESTION 47
Which phase of the CMMC Assessment Process includes developing the assessment plan?

A. Phase 1
B. Phase 2
C. Phase 3
D. Phase 4

Answer: A

NEW QUESTION 49
What service is the MOST comprehensive that the RPO provides?

A. Training services

B. Education services
C. Consulting services
D. Assessment services

Answer: C

NEW QUESTION 54
What is the MOST common purpose of assessment procedures?

A. Obtain evidence.

B. Define level of effort.

C. Determine information flow.

D. Determine value of hardware and software.

Answer: A

NEW QUESTION 57
Validation of findings is an iterative process usually performed during the Daily Checkpoints throughout the entire assessment process. As a validation activity, why
are the preliminary findings important?

A. It allows the OSC to comment and provide additional evidence.

B. It determines whether the OSC will be rated MET or NOT MET on their assessment.

C. It confirms that the Assessment Team's findings are right and cannot be changed.

D. It corroborates the Assessment Team's understanding of the CMMC practices and controls.

Answer: A

NEW QUESTION 58

What is a PRIMARY activity that is performed while conducting an assessment?
A. Develop assessment plan.

B. Collect and examine evidence.

C. Verify readiness to conduct assessment.

D. Deliver recommended assessment results.

Answer: B

NEW QUESTION 59

What is the BEST document to find the objectives of the assessment of each practice?
A. CMMC Glossary

B. CMMC Appendices

C. CMMC Assessment Process

D. CMMC Assessment Guide Levels 1 and 2

Answer: D
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NEW QUESTION 64
Regarding the Risk Assessment (RA) domain, what should an OSC periodically assess?

A. Organizational operations, business assets, and employees

B. Organizational operations, business processes, and employees

C. Organizational operations, organizational assets, and individuals

D. Organizational operations, organizational processes, and individuals

Answer: C

NEW QUESTION 66
Which training is a CCl authorized to deliver through an approved CMMC LTP?

A. CMMC-AB approved training

B. DoD DFARS and CMMC-AB approved training

C. NARA CuUI training and CMMC-AB approved training

D. DoD DFARS, NARA CUI, and CMMC-AB approved training

Answer: A

NEW QUESTION 70
What is objectivity as it applies to activities with the CMMC-AB?

A. Ensuring full disclosure

B. Reporting results of CMMC services completely

C. Avoiding the appearance of or actual, conflicts of interest

D. Demonstrating integrity in the use of materials as described in policy

Answer: C

NEW QUESTION 73
What are CUI protection responsibilities?

A. Shielding

B. Governing

C. Correcting

D. Safeguarding

Answer: D

NEW QUESTION 77
When planning an assessment, the Lead Assessor should work with the OSC to select personnel to be interviewed who could:

A. Have a security clearance

B. Be a senior person in the company

C. Demonstrate expertise on the CMMC requirements

D. Provide clarity and understanding of their practice activities

Answer: D

NEW QUESTION 79
Which words summarize categories of data disposal described in the NIST SP 800-88 Revision 1, Guidelines for Media Sanitation?

A. Clear, purge, destroy

B. Clear, redact, destroy

C. Clear, overwrite, purge
D. Clear, overwrite, destroy

Answer: A

NEW QUESTION 81

A company has a government services division and a commercial services division. The government services division interacts exclusively with federal clients and
regularly receives FCI. The commercial services division interacts exclusively with non-federal clients and processes only publicly available information. For this
company's CMMC Level 1 Self-Assessment, how should the assets supporting the commercial services division be categorized?

A. FCI Assets

B. Specialized Assets

C. Out-of-Scope Assets

D. Operational Technology Assets

Answer: C

NEW QUESTION 82
Prior to initiating an OSC's CMMC Assessment, the Lead Assessor briefed the team on the most important requirements of the assessment. The assessor also
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insisted that the same results of the findings summary, practice ratings, and Level recommendations must be submitted to the C3PAO for initial processes and
review. After several weeks of assessment, the C3PAO completes the internal review, the recommended results are then submitted through the C3PAO for final
quality review and rating approval. Which document stipulates these reporting requirements?

A. CMMC Assessment reporting requirements

B. DFARS 52.204-21 assessment reporting requirements

C. NISTSP 800-171 Revision 2 assessment reporting requirements
D. DFARS clause 252.204-7012 assessment reporting requirements

Answer: A

NEW QUESTION 86
Which assessment method describes the process of reviewing, inspecting, observing, studying, or analyzing assessment objects (i.e., specification, mechanisms,
activities)?

A. Test

B. Assess
C. Examine
D. Interview

Answer: C

NEW QUESTION 87
A server is used to store FCI with a cloud provider long-term. What is the server considered?

A. In scope, because the cloud provider will be storing the FCI data

B. Out of scope, because the cloud provider stores the FCI data long-term

C. In scope, because the cloud provider is required to be CMMC Level 2 certified

D. Out of scope, because encryption is always used when the cloud provider stores the FCI data

Answer: A

NEW QUESTION 88
Plan of Action defines the clear goal or objective for the plan. What information is generally NOT a part of a plan of action?

A. Completion dates

B. Milestones to measure progress

C. Ownership of who is accountable for ensuring plan performance
D. Budget requirements to implement the plan's remediation actions

Answer: D

NEW QUESTION 92
A client uses an external cloud-based service to store, process, or transmit data that is reasonably believed to qualify as CUI. According to DFARS clause
252.204-7012. what set of established security requirements MUST that cloud provider meet?

A. FedRAMP Low

B. FedRAMP Moderate
C. FedRAMP High

D. FedRAMP Secure

Answer: B

NEW QUESTION 94
Which words summarize categories of data disposal described in the NIST SP 800-88 Revision 1. Guidelines for Media Sanitation?

A. Clear, purge, destroy

B. Clear redact, destroy

C. Clear, overwrite, purge
D. Clear, overwrite, destroy

Answer: A

NEW QUESTION 98

Where can a listing of all federal agencies' CUI indices and categories be found?
A. 32 CFR Section 2002

B. Official CUI Registry

C. Executive Order 13556

D. Official CMMC Registry

Answer: B

NEW QUESTION 101
In late September. CA.L2-3.12.1: Periodically assess the security controls in organizational systems to determine if the controls are effective in their application is
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assessed. Procedure specifies that a security control assessment shall be conducted quarterly. The Lead Assessor is only provided the first quarter assessment
report because the person conducting the second quarter's assessment is currently out of the office and will return to the office in two hours. Based on this
information, the Lead Assessor should determine that the evidence is;

A. sufficient, and rate the audit finding as MET

B. insufficient, and rate the audit finding as NOT MET.

C. sufficient, and re-rate the audit finding after a quarter two assessment report is examined.
D. insufficient, and re-rate the audit finding after a quarter two assessment report is examined.

Answer: B

NEW QUESTION 102
Which term describes the prevention of damage to. protection of, and restoration of computers and electronic communications systems/services, including
information contained therein, to ensure its availability, integrity, authentication, confidentiality, and nonrepudiation?

A. Cybersecurity

B. Data security

C. Network security

D. Information security

Answer: A

NEW QUESTION 103
An Assessment Team is conducting interviews with team members about their roles and responsibilities. The team member responsible for maintaining the
antivirus program knows that it was deployed but has very little knowledge on how it works. Is this adequate for the practice?

A. Yes, the antivirus program is available, so it is sufficient.

B. Yes, antivirus programs are automated to run independently.

C. No, the team member must know how the antivirus program is deployed and maintained.

D. No, the team member's interview answers about deployment and maintenance are insufficient.

Answer: C

NEW QUESTION 106

The Lead Assessor interviews a network security specialist of an OSC. The incident monitoring report for the month shows that no security incidents were reported
from OSC's external SOC service provider. This is provided as evidence for RA.L2-3.11.2: Scan for vulnerabilities in organizational systems and applications
periodically and when new vulnerabilities affecting those systems and applications are identified. Based on this information, the Lead Assessor should conclude
that the evidence is:

A. inadequate because it is irrelevant to the practice.

B. adequate because it fits well for expected artifacts.

C. adequate because no security incidents were reported.

D. inadequate because the OSC's service provider should be interviewed.

Answer: A

NEW QUESTION 111
What type of criteria is used to answer the question "Does the Assessment Team have the right evidence?"

A. Adequacy criteria
B. Objectivity criteria
C. Sufficiency criteria
D. Subjectivity criteria

Answer: A

NEW QUESTION 116
A Lead Assessor is preparing to conduct a Readiness Review during Phase 1 of the Assessment Process. How much evidence MUST be gathered for each
practice?

A. A sufficient amount

B. At least 2 Assessment Objects

C. Evidence that is deemed adequate

D. Evidence to support at least 2 Assessment Methods

Answer: A

NEW QUESTION 120

While conducting a CMMC Level 2 Assessment, a CCP is reviewing an OSC's personnel security process. They have a policy that describes screening individuals
prior to authorizing access to CUI, but it does not mention what organizations should be looking for in an individual. There is no link to a process or procedural
document. What should the OSC evaluate when screening individuals prior to accessing CUI?

A. They are trusted and well liked

B. They are a hard and loyal worker

C. Their conduct, integrity, and loyalty

D. Their functionality, reliability, and ability to adapt
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Answer: C

NEW QUESTION 123
A defense contractor needs to share FCI with a subcontractor and sends this data in an email. The email system involved in this process is being used to:

A. manage FCI.
B. process FCI.
C. transmit FCI.
D. generate FCI

Answer: C

NEW QUESTION 128
During the review of information that was published to a publicly accessible site, an OSC correctly identifies that part of the information posted should have been
restricted. Which item did the OSC MOST LIKELY identify?

A. FCI

B. Change of leadership in the organization

C. Launching of their new business service line

D. Public releases identifying major deals signed with commercial entities

Answer: A

NEW QUESTION 130
In accordance with NARA directives and Chapter 33 of Title 44 (Records Management Directive), which types of data MUST have policies and procedures for
disposal?

A. All recorded digital documents

B. All digital and recorded paper documents

C. All digital documents and recorded media

D. All recorded information, regardless of form or characteristics

Answer: D

NEW QUESTION 132
While developing an assessment plan for an OSC. it is discovered that the certified assessor will be interviewing a former college roommate. What is the MOST
correct action to take?

A. Do not inform the OSC and the C3PAO of the possible conflict of interest, and continue as planned.

B. Inform the OSC and the C3PAO of the possible conflict of interest, and start the entire process over without the conflicted team member.

C. Inform the OSC and the C3PAO of the possible conflict of interest but since it has been an acceptable amount of time since college, no conflict of interest exists,
and continue as planned.

D. Inform the OSC and the C3PAO of the possible conflict of interest, document the conflict and mitigation actions in the assessment plan, and if the mitigation
actions are acceptable, continue with the assessment.

Answer: D

NEW QUESTION 134
In CMMC High-Level scoping, which definition BEST describes an HQ organization?

A. The entity that carries out the tasks under a contract

B. The unit to which a CMMC Level is applied for each contract

C. The teams, services, and technologies that provide support to a Host Unit

D. The entity legally responsible for the delivery of products or services under a contract

Answer: D

NEW QUESTION 137
Who makes the final determination of the assessment method used for each practice?

A. CCP

B. osc

C. Site Manager
D. Lead Assessor

Answer: D

NEW QUESTION 141
At which CMMC Level do the Security Assessment (CA) practices begin?

A. Level 1
B. Level 2
C. Level 3
D. Level 4
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Answer: B

NEW QUESTION 146
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