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NEW QUESTION 1

- (Exam Topic 1)

You need to configure the MFA settings for users who connect from the Boston office. The solution must meet the authentication requirements and the access
requirements.

What should you configure?

A. named locations that have a private IP address range
B. named locations that have a public IP address range
C. trusted IPs that have a public IP address range

D. trusted IPs that have a private IP address range

Answer: B

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

Location offer your country set, IP ranges MFA trusted IP and corporate network VPN gateway IP address: This is the public IP address of the VPN device for your
on-premises network. The VPN device requires an IPv4 public IP address. Specify a valid public IP address for the VPN device to which you want to connect. It
must be reachable by Azure Client Address space: List the IP address ranges that you want routed to the local on-premises network through this gateway. You
can add multiple address space ranges. Make sure that the ranges you specify here do not overlap with ranges of other networks your virtual network connects to,
or with the address ranges of the virtual network itself.

NEW QUESTION 2

- (Exam Topic 1)

You need to create the LWGroupl group to meet the management requirements.

How should you complete the dynamic membership rule? To answer, drag the appropriate values to the correct targets. Each value may be used once, more than
once, or not at all. You many need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Answer Area
({=er.objeceld -ne "Guest™ yoand (useor.userTyps | "Guest”
“sember Bl by =
mull i
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Null “Member”

NEW QUESTION 3
- (Exam Topic 1)
You need to configure the detection of multi staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add an Azure Sentinel playbook.

D. Add Azure Sentinel data connectors.

Answer: D

NEW QUESTION 4

- (Exam Topic 2)

You create a Log Analytics workspace.

You need to implement the technical requirements for auditing. What should you configure in Azure AD?

A. Company branding
B. Diagnostics settings
C. External Identities
D. App registrations

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring

NEW QUESTION 5
- (Exam Topic 2)
You need to meet the planned changes and technical requirements for Appl. What should you implement?

A. a policy set in Microsoft Endpoint Manager
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B. an app configuratifon policy in Microsoft Endpoint Manager
C. an app registration in Azure AD
D. Azure AD Application Proxy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app

NEW QUESTION 6

- (Exam Topic 3)

You implement the planned changes for SSPR.

What occurs when User3 attempts to use SSPR? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Mumber of authentication methods required: bt
Authentication methods that can be used: w
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Mumber of authentication methods required: | 2 -
Authentication methods that can be used: | Email and phone only X

NEW QUESTION 7
- (Exam Topic 3)
You need to implement the planned changes for litware.com. What should you configure?

A. Azure AD Connect cloud sync between the Azure AD tenant and litware.com
B. Azure AD Connect to include the litware.com domain
C. staging mode in Azure AD Connect for the litware.com domain

Answer: C

NEW QUESTION 8
- (Exam Topic 3)
You need implement the planned changes for application access to organizational data. What should you configure?

A. authentication methods
B. the User consent settings
C. access packages

D. an application proxy

Answer: B

NEW QUESTION 9

- (Exam Topic 3)

You need to resolve the recent security incident issues.

What should you configure for each incident? To answer, drag the appropriate policy types to the correct

issues. Each policy type may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Policy Types Answer Arca
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Policy Types Answer Area

S E] cranEntiale A LT TSk

ES0UNCES ACOessed ITom an andmymaous IF ag

NEW QUESTION 10

- (Exam Topic 3)

You need to modify the settings of the User administrator role to meet the technical requirements. Which two actions should you perform for the role? Each correct
answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Select Require justification on activation

B. Set all assignments to Active

C. Set all assignments to Eligible

D. Modify the Expire eligible assignments after setting.
E. Select Require ticket information on activation.

Answer: AB

NEW QUESTION 10

- (Exam Topic 4)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure AD, you create an assignment for the Insights at administrator role. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 14

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory domain.

The on-premises network contains a VPN server that authenticates to the on-premises Active Directory

domain. The VPN server does NOT support Azure Multi-Factor Authentication (MFA). You need to recommend a solution to provide Azure MFA for VPN
connections.

What should you include in the recommendation?

A. Azure AD Application Proxy

B. an Azure AD Password Protection proxy
C. Network Policy Server (NPS)

D. a pass-through authentication proxy

Answer: C

NEW QUESTION 18

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name ™ | Admin review
Description (O
Start date * 12/18/2020 |
Frequency hMonthly =
Duraﬁﬂn tin da}rs} :5\ ——————:——-—-*:} 14
End () EEED) tndby  Occurrences )
W LET 1
s
Users
Scope (@) Everyone
Review role membership (permanent and eligible) *
Application Administrator and 72 others
Reviewers
Reviewers | (Preview) Manager el |

(Preview) Fallback reviewers ()

Megan Bowen

v ' Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You set Reviewers to Member (self).

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 23

- (Exam Topic 4)

You have a Microsoft 365 ES subscription that user Microsoft Defender for Cloud Apps and Yammer. You need prevent users from signing in to Yammer from high-
risk locations.

What should you do in the Microsoft Defender for Cloud Apps portal?

A. Create an access Policy.

B. Create an activity policy.

C. Unsanction Yammer.

D. Create an anomaly detection policy.

Answer: A

NEW QUESTION 26

- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following table. You need to configure access to Vaultl. The solution must meet the
following requirements:

* Ensure that Userl can manage and create keys in Vaultl.

* Ensure that User2 can access a certificate stored in Vaultl.

* Use the principle of least privilege.

Which role should you assign to each user? To answer select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area
uUserl. | Key Vault Certificates Officer  f
Vaull Certifica

| Key Vauit Crypto Officer

| Key Vault Secrets Officer
User?:  Key Vault Certificates Officer w

Key Vault Certificates Officer
Key Vault Crypto Officer
| Key Vault Secrets Officer
A. Mastered

B. Not Mastered
Answer: A

Explanation:
A screenshot of a computer Description automatically generated

NEW QUESTION 27
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in The following table.

| Name " Role
User1 User Administrator
User?2 Password Administrator
User3 Security Reader
User4 User

You enable self-service password reset (SSPR) for all the users and configure SSPR to require security questions as the only authentication method.
Which users must use security questions when resetting their password?

A. User4 only

B. User3and User4only

C. Userl and User4only

D. Userl, User3, and User4 only
E. Userl, User2, User3. and User4

Answer: B

NEW QUESTION 30

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that uses conditional access policies.

You plan to use third-party security information and event management (SIEM) to analyze conditional access usage.

You need to download the Azure AD log that contains conditional access policy data. What should you export from Azure AD?

A. sign-ins in JSON format
B. sign-ins in CSV format

C. audit logs in JSON format
D. audit logs in CSV format

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-audit-logs

NEW QUESTION 35

- (Exam Topic 4)

You have a Microsoft Exchange organization that uses an SMTP' address space of contoso.com.

Several users use their contoso.com email address for self-service sign up to Azure Active Directory (Azure AD).

You gain global administrator privileges to the Azure AD tenant that contains the self-signed users.

You need to prevent the users from creating user accounts in the contoso.com Azure AD tenant for self-service sign-up to Microsoft 365 services.
Which PowerShell cmdlet should you run?

A. Set-MsolCompanySettings

B. Set-MsolDomainFederationSettings
C. Update-MsolfederatedDomain
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D. Set-MsolDomain
Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-self-service-signup

NEW QUESTION 40

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com that contains a group named All Company and has the following Identity Governance settings:
* Block external users from signing in to this directory: Yes

* Remove external user Yes

* Number of days before removing external user from this directory: 30

On March 1, 2022, you create an access package named Packagel that has the following settings:
» Resource roles

o Name: All Company

o Type: Group and Team o Role: Member

* Lifecycle

0 Access package assignment expire: On date o Assignment expiration date: April 1, 2022

On March 1, 2022, you assign Packagel to the guest users shown in the following table.

Name Email address

7 st 9 7 . |

On March 2, 2022, you assign the Reports reader role to Guestl.
On April 1(2022, you invite a guest user named Guest3 to contoso.com. On April 4, 2022, you add Guest3 to the All Company group.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo

On May 5, 2022, the Guest1 account is In contoso.com

On May 5, 2022, the Guest2 account 1$ in contoso.com

On May 5, 2022 the Guests account is in contoso.com

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated

NEW QUESTION 41

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

Users authorize third-party cloud apps to access their data.

You need to configure an alert that will be triggered when an app requires high permissions and is authorized by more than 20 users.
Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. anomaly detection policy
B. OAuth app policy

C. access policy

D. activity policy

Answer: C

NEW QUESTION 42

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Fraud alert
settings for multi-factor authentication (MFA). Does this meet the goal?

A. Yes
B. No

Answer: A

The Leader of IT Certification visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version SC-300 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/SC-300-dumps.html (192 Q&AS)

Explanation:

The fraud alert feature lets users report fraudulent attempts to access their resources. When an unknown and suspicious MFA prompt is received, users can report
the fraud attempt using the Microsoft Authenticator app or through their phone.

The following fraud alert configuration options are available:

> Automatically block users who report fraud.

> Code to report fraud during initial greeting. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 46

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to identify users who have leaked credentials. The solution must meet the following requirements.

« Identity sign-Ins by users who ate suspected of having leaked credentials.

» Rag the sign-ins as a high risk event.

» Immediately enforce a control to mitigate the risk, while still allowing the user to access applications. What should you use? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

To classify leaked credentials as high-risk, use: v
Azure Active Directory (Azure AD) Identity Protection

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Identity Governance

Self-service password reset (SSPR)

To trigger remediation, use v
Client apps not using Modern authentication
Device state

Sign-in risk

User location

User risk

To mitigate the nsk, select: v
Apply app enforced restrictions

Block access

Grant access but require app protection policy
Grant access but require password change

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION 48

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

Description ()

Start date * 12/18/2020 [
Frequency Monthly v
DU!’ﬂtin‘l {in d:"l}"i}- (Y ___—__—_-—-—0 14
End (O Mever End by  Orccurrences

&
Usaers
Scope ® | Everyone

Review role membership (permanent and eligible) *

Ao il Al bt mbomibn o moa el Ty bl = s
Apphcabon Administrator and /2 others

Reviewers

Reviewers (Preview) Manager %

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You modify the properties of the IT administrator user accounts. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 51

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Account
lockout settings for multi-factor authentication

(MFA).

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 55
- (Exam Topic 4)
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You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you.

Solution: From Azure monitor, you create a data collection rule. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 58

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)

Create an access review

A 5% ' | 3 ars B Atte<t 1 Rether e it 1 1y s
AL CESS NaYIEWs a A revieEweers (o atté<st 1o wih ¥ 5% 2Ll 22l 1o § T

HEVie name
Descript
Start date * i |
Fregquency
Duration (in d'\.""_q'.' _—-——__—-——{j
s
Scope & Everyone
i f
Raviewers Y iy
gt

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You add each manager as a fallback reviewer. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 62

- (Exam Topic 4)

You have a Microsoft 36S subscription. The subscription contains users that use Microsoft Outlook 2016 and Outlook 2013 clients. You need to implement tenant
restrictions. The solution must minimize administrative effort. What should you do first?

A. Upgrade the Outlook 2013 clients to Outlook 2016.

B. Configure the Outlook 2013 clients to use modem authentication.
C. Upgrade all the Outlook clients to Outlook 2019.

D. From the Exchange admin center, configure Organization Sharing.

Answer: A
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NEW QUESTION 63

- (Exam Topic 4)

You have an Azure AD tenant that has multi-factor authentication (MFA) enforced and self-service password reset (SSPR) enabled.

You enable combined registration in interrupt mode. You create a new user named Userl.

Which two authentication methods can Userl use to complete the combined registration process? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. a FID02 security key

B. a hardware token

C. a one-time passcode emalil

D. Windows Hello for Business

E. the Microsoft Authenticator app

Answer: AE

NEW QUESTION 68

- (Exam Topic 4)

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company has a business partner named Fabrikam, Inc.

Fabrikam uses Azure AD and has two verified domain names of fabrikam.com and litwareinc.com. Both domain names are used for Fabrikam email addresses.
You plan to create an access package named packagel that will be accessible only to the users at Fabrikam. You create a connected organization for Fabrikam.
You need to ensure that the packagel will be accessible only to users who have fabrikam.com email addresses. What should you do? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

To allow access for users who have fabnkam.com email
addresses, configure v

An access package assignment in ldentity Governance
An access package policy in Identity Governance

A conditional access policy in Azure AD

The External collaboration settings in Azure AD

To block access for users who have litwareinc.com email
addresses, configure a4

An access package assignment in Identity Governance
An access package policy in Identity Governance

A conditional access policy in Azure AD

The External collaboration seftings in Azure AD

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-package-re https://docs.microsoft.com/en-us/azure/active-
directory/governance/entitlement-management-access-package-cr

NEW QUESTION 70

- (Exam Topic 4)

A user named Userl receives an error message when attempting to access the Microsoft Defender for Cloud Apps portal.
You need to identify the cause of the error. The solution must minimize administrative effort. What should you use?

A. Log Analytics

B. sign-in logs

C. audit logs

D. provisioning logs

Answer: B

NEW QUESTION 74

- (Exam Topic 4)

You create a conditional access policy that blocks access when a user triggers a high-seventy sign-in alert. You need to test the policy under the following
conditions;

* A user signs in from another country.

* A user triggers a sign-in risk.

What should you use to complete the test?

A. the Conditional Access What If tool

B. sign-ins logs in Azure AD

C. access reviews in Azure AD

D. the activity logs in Microsoft Defender for Cloud Apps

Answer: A
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NEW QUESTION 76
- (Exam Topic 4)
You have an Azure subscription that contains the users shown in the following table.

— — == o =
Name Role
| _ves 1 . . e ~ )
\aminl | A It Administraton
- _'I ) & |- b wed - = — a r‘ . T I._'. a1
-
= - 1 I“_ - -'|\- 1‘_:* b t l'--‘ll-I | I _."‘... '.. ] i

You need to implement Azure AD Privileged Identity Management (PIM). Which users can use PIM to activate their role permissions?

A. Admin! only

B. Admin2 only

C. Admin3 only

D. Adminl and Admin2 only

E. Admin2 and Admin3 only

F. Adminl, Admin2, and Admin3

Answer: D

NEW QUESTION 78

- (Exam Topic 4)

Your company recently implemented Azure Active Directory (Azure AD) Privileged Identity Management (PIM).

While you review the roles in PIM, you discover that all 15 users in the IT department at the company have permanent security administrator rights.
You need to ensure that the IT department users only have access to the Security administrator role when required.

What should you configure for the Security administrator role assignment?

A. Expire eligible assignments after from the Role settings details
B. Expire active assignments after from the Role settings details
C. Assignment type to Active

D. Assignment type to Eligible

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

NEW QUESTION 81

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named db1.

You deploy an Azure App Service web app named Appl that provide product information to users that connect to Appl anonymously.
You need to provide Appl with Access to dbl. The solution must meet the following requirements:

* Credentials must only be available to Appl.

* Administrative effort must be minimized. Which type of credentials should you use?

A. a user-assigned managed identity

B. an Azure AD user account

C. A SQL Server account

D. a system-assigned managed identity

Answer: D

NEW QUESTION 84

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. security questions

C. voice

D. an app password

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app

NEW QUESTION 88
- (Exam Topic 4)
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You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

You plan to create an emergency-access administrative account named Emergencyl. Emergencyl will be assigned the Global administrator role in Azure AD.
Emergencyl will be used in the event of Azure AD functionality failures and on-premises infrastructure failures.

You need to reduce the likelihood that Emergencyl will be prevented from signing in during an emergency. What should you do?

A. Configure Azure Monitor to generate an alert if Emergencyl is modified or signs in.

B. Require Azure AD Privileged Identity Management (PIM) activation of the Global administrator role for Emergencyl.
C. Configure a conditional access policy to restrict sign-in locations for Emergencyl to only the corporate network.

D. Configure a conditional access policy to require multi-factor authentication (MFA) for Emergencyl.

Answer: A

NEW QUESTION 93

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl and a registered app named Appl. Userl deletes the app registration of Appl.
You need to restore the app registration.

What is the maximum number of days you have to restore the app registration from when it was deleted?

A. 14
B. 30
C. 60
D. 180

Answer: B

NEW QUESTION 94

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named conto.so.com that has Azure AD Identity Protection enabled. You need to Implement a sign-in risk
remediation policy without blocking access.

What should you do first?

A. Configure access reviews in Azure AD.

B. Enforce Azure AD Password Protection.

C. implement multi-factor authentication (MFA) for all users.
D. Configure self-service password reset (SSPR) for all users.

Answer: C

Explanation:

MFA and SSPR are both required. However, MFA is required first. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate- https://docs.microsoft.com/en-us/azure/active-
directory/authentication/howto-sspr-deployment

NEW QUESTION 98
- (Exam Topic 4)
You have an Azure subscription that contains the custom roles shown in the following table.

Name Type

- . a -
+ .
| - = MTLIrE L [ i

You need to create a custom Azure subscription role named Role3 by using the Azure portal. Role3 will use the baseline permissions of an existing role. Which
roles can you clone to create Role3?

A. Role2 only

B. built-in Azure subscription roles only

C. built-in Azure subscription roles and Role2 only

D. built-in Azure subscription roles and built-in Azure AD roles only

E. Rolel, Role2 built-in Azure subscription roles, and built-in Azure AD roles

Answer: C

NEW QUESTION 103
- (Exam Topic 4)
You have a hybrid Microsoft 365 subscription that contains the users show in the following table.

. _Na.rnc J .R_nl«c

= — e Bl SR — —

! Ill. f |

You plan to deploy an on-premises appl. Appl will be registered in Azure AD and will use Azure AD Application Proxy.

You need to delegate the installation of the Application Proxy connector and ensure that Userl can register Appl in Azure AD. The solution must use the principle
of least privilege.

Which user should perform the installation, and which role should you assign to Users1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Arca

User that shouid perform the installation: | Admn v |

! L]
Admin

Admin,

Admin<

Assign User1 the role of. | Apphcation Developer v |

Apphcation Administraton

Cloud Apphcation Admanistrator

(lobal Adrmanestrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

User that should perform the installation A Amin -

. o
HOIMIN=

ASS Gn Jser] the role of | j__l- WLON Lo Dty v I

L T R p———
Py i1 L A i ETE 5t
...-"rl - I.-II.’. ._I 'i._l.. I

N hon L ek
al
wid Apphcation Administraton

siobal Adminstratos

NEW QUESTION 104

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a Microsoft Defender for Cloud Apps session policy. What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, select User monitoring.

B. From the Microsoft Defender for Cloud Apps portal, select App onboarding/maintenance
C. From the Azure Active Directory admin center, create a Conditional Access policy.

D. From the Microsoft Defender for Cloud Apps portal, create a continuous report.

Answer: A

NEW QUESTION 106

- (Exam Topic 4)

Your company has a Microsoft 365 tenant.

All users have computers that run Windows 10 and are joined to the Azure Active Directory (Azure AD)

tenant.

The company subscribes to a third-party cloud service named Servicel. Servicel supports Azure AD authentication and authorization based on OAuth. Servicel is
published to the Azure AD gallery.

You need to recommend a solution to ensure that the users can connect to Servicel without being prompted for authentication. The solution must ensure that the
users can access Servicel only from Azure AD-joined computers. The solution must minimize administrative effort.

What should you recommend for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Ensure that the users can connect to Service
without being prompted for authentication; v

An app registration in Azure AD
Azure AD Application Proxy

An enterprise application in Azure AD
A managed identity in Azure AD

Ensure that the users can access Service1 only
from the Azure AD-joined computers: v

Azure AD Application Proxy

A compliance policy

A conditional access policy

An OAuth palicy

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added https://docs.microsoft.com/en-us/azure/active-
directory/conditional-access/require-managed-devices

NEW QUESTION 110

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains the following:

* An Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium P2 license

* A Microsoft SharePoint Online site named Sitel

*» A Microsoft Teams team named Team1

You need to create an entitlement management workflow to manage Sitel and Teaml1. What should you do first?

A. Create an access package.
B. Create a catalog.

C. Create an administrative unit.
D. Configure an app registration.

Answer: A

NEW QUESTION 114
- (Exam Topic 4)
Your company has an Azure Active Directory (Azure AD) tenant named contosri.com. The company has the business partners shown in the following table.

Name Description |

users can request access by using package 1.

Users at Fabrikam and Litware use ail then respective domain names for email addresses.

You plan to create an access package named packagel that will be accessible only to the Fabrikam and Litware users.

You need to configure connected organizations for Fabrikam and litware so that any of their users can request access by using packagel.
What is the minimum of connected organization that you should create.

00w
A WDN PP

Answer: C

NEW QUESTION 115

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You configure a conditional access policy as shown in the Conditional Access policy exhibit. (Click the Conditional Access policy tab.)
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You view the User administrator role assignments as shown in the Role assignments exhibit. (Click the Role assignments lab.)
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Ay

i ‘rﬂﬂll ! 1

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Yes Yes Yes

NEW QUESTION 118
- (Exam Topic 4)
You have the Azure resources show in the following table.
Name Description
User User account
Group1 | Security group that uses the Dynamic user membership type
VM1 Virtual machine with a system-assigned managed igentity
App Enterpnise application
RG1 Resource group

To Which identities can you assign the Contributor role for RG1?

A. Userl only

B. Userl and Groupl only

C. Userl and VW1 only

D. Userl, VM1, and Appl only

E. Userl, Groupl, Vm1, and Appl

Answer: E

NEW QUESTION 122

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com that has Email one-time passcode for guests set to Yes.
You invite the guest users shown in the following table.

Guest1 adatum.com Azure AD account
Guest2 outlook.com Microsoft account
Guest3 mail.com Personal Google account

Which users will receive a one-time passcode, and how long will the passcode be valid? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Users:

Valid for:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Users:

Valid for:

‘4

Guest1 only

Guest2 only

Guest3 only

Guest1 and GuestZ2 only
Guest2 and Guest3 only
Guest1, Guest2, and Guest3

"'
30 minutes
60 minutes
24 hours
48 hours

‘{

Guest1 only
Guest2 only
Guest3 only
Guest1 and GuestZ only
Guest2 and Guest3 only
Guest1, GuestZ, and Guest3
-
30 minutes
60 minutes

24 hours
48 hours

NEW QUESTION 123

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains an Azure AD enterprise application named Appl.
A contractor uses the credentials of userl@outlook.com.
You need to ensure that you can provide the contractor with access to Appl. The contractor must be able to authenticate as userl@outlook.com.
What should you do?

A. Run the New-AzADUser cmdlet.
B. Configure the External collaboration settings.
C. Add a WS-Fed identity provider.
D. Create a guest user account in contoso.com.

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-usersportal

NEW QUESTION 124

- (Exam Topic 4)

You have a custom cloud app named App1l that is registered in Azure Active Directory (Azure AD). Appl is configured as shown in the following exhibit.
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Sawe K Discard [@] Delete 7 ot feadback?

Enabled for users to sign-in? (&)

Mame* (1)
Homepage URL ) T
Logo ()

AP
User access URL. (D | htt.ps:,-f.-’T;;appa.m|-:.'rc:.-l:lFt.~:.'-urn,“j-l:_fn.ln,-fip:p 5II]‘?:IISRcJﬁ-dE?rd_-fl_]:_Je_-bUd SR
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Terms of Service Url T D,_;t:u,_lmrddr\m prc.rlcte .'H"-IE L s _‘“‘
Privacy Statement Lirl (T ﬂub_lfn:._l-i_-L@-I_E!Ej.rtde this information _____:.
Reply URL () !:H::n.:r;_::n:!f\_t;:_vﬁg:c-n;jﬂ;a; ;Iugmr' . -___‘
Lser assignment required? | Wi m

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

[answer choice] can access App1 from the v
homepage URL. | Al users

No one

Only users listed an the Owners blade

Only users listed on the Users and groups blade

App1 will appear in the Microsoft Office 365 app -
launcher for [answer choice]. all USers

no one

only users listed on the Owners blade

only users listed on the Users and groups blade

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

NEW QUESTION 127

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl.

You need to ensure that Userl can create new catalogs and add resources to the catalogs they own. What should you do?

A. From the Roles and administrators blade, modify the Service support administrator role.

B. From the identity Governance blade, modify the Entitlement management settings.

C. From the Identity Governance blade, modify the roles and administrators for the General catalog
D. From the Roles and administrators blade, modify the Groups administrator role.

Answer: B

NEW QUESTION 131

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Sign-ins activity report shows that an external contractor signed in to the Exchange admin center. You need to review access to the Exchange admin center at
the end of each month and block sign-ins if required.

What should you create?

A. an access package that targets users outside your directory
B. an access package that targets users in your directory
C. a group-based access review that targets guest users
D. an application-based access review that targets guest users

Answer: C
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Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

NEW QUESTION 133
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains a user named Userl.

You need to ensure that Userl can create access reviews for Azure AD roles. The solution must use the principal of least privilege.

Which role should you assign to User1?

A. Privileged role administrator

B. Identify Governance administrator
C. User administrator

D. User Access Administrate

Answer: B

NEW QUESTION 135
- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that sync to an Azure Active Directory (Azure AD) tenant. The tenant contains the shown in the

following table.

Name Type Directory synced
User1 User No
User?2 User Yes
User3 Guest No

All the users work remotely.
Azure AD Connect is configured in Azure as shown in the following exhibit.

PROVISION FROM ACTIVE DIRECTORY

4 Azure AD Connect cloud provisionin
-— P g

This feature allows you to manage provisioning from the cloud.

Y
-

I’ |

m

view

Ll |

Azure AD Connect sync

Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN IN
-

eamle

w
oy
i
[1a]

le sig

ass-through auth

ederation Disabled 0 domains
n-on Disabled 0 domains
ntication Enabled 2 agents

Connectivity from the on-premises domain to the internet is lost. Which user can sign in to Azure AD?

A. Userl only

B. Userl and User 3 only
C. Userl, and User2 only
D. Userl, User2, and User3

Answer: B

NEW QUESTION 138
- (Exam Topic 4)

You have an Azure subscription that contains the key vaults shown in the following table.

Name In resource Number of days to Purge protection
group retain deleted key
vaults
KeyVaultl RG1 15 Enabled
KeyVault2 RG1 10 Disabled

The subscription contains the users shown in the following table.
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Name Role
Adminl Key Vault Administrator
Admin2 Key Vault Contributor
Admin3 Key Vault Certificates Officer
Admin4 Owner

On Junel, Admin4 performs the following actions:

* Deletes a certificate named Certificate! from Key Vaultl

* Deletes a secret named Secretl from KeyVault2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

Adminl can recover Secretl on June 7.
Admin2 can purge Certificatel on June 12.

Admin3 can purge Certificatel on June 14.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

Adminl can recover Secretl on June 7.

Admin2 can purge Certificatel on June 12. |j

Admin3 can purge Certificatel on June 14. 3

NEW QUESTION 141

- (Exam Topic 4)

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant that contains Azure AD Privileged Identity Management (PIM) role settings for the User administrator role
as shown in the following exhibit.
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.+ . ContosoAzureAD > Identity Governance » Privileged Identity Management > ContosoAzureAD > User Administrator :

Role setting details - User Administrator
Privileged Identity Management | Azure AD roles

# Edit

Activation
SETTING STATE
Activation maximum duration (hours) 8 hour(s)
Require justification on activation Yes
Require ticket information on activation No
On activation, require Azure MFA Yes
Require approval to activate Yes
Approvers None

Assignment
SETTING STATE
Allow permanent eligible assignment No
Expire eligible assignments after 15 day(s)
Allow permanent active assignment No
Expire active assignments after 1 month(s)
Require Azure Multi-Factor Authentication on active assignment No
Require justification on active assignment No

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

A user who requires access to the User administration role must perform v
multi-factor authentication (MFA) every [answer choice]. [ hours

15 days
1 month

Before an eligible user can perform a task that requires the User v
administratar role, the activation must be approved by a [answer choice]. | giobal administrator only
global administrator or privileged role administrator
permanently assigned user administrator
privileged role administrator only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION 145
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.
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‘ Name | Member of

The tenant has the authentication methods shown in the following table.

| Method Target Enabled
FIDOZ Sroupe

' roup A

SMS Sroup3
Which users will sign in to cloud apps by matching a number shown in the app with a number shown on their phone?

A. Userl only
B. User2 only
C. User3 only
D. Userl and User2 only
E. User2 and User3 only

Answer: D

NEW QUESTION 149

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have computers that run Windows 10. Most computers are company-owned and joined to Azure Active Directory (Azure AD). Some computers are user-
owned and are only registered in Azure AD.

You need to prevent users who connect to Microsoft SharePoint Online on their user-owned computer from downloading or syncing files. Other users must NOT
be restricted.

Which policy type should you create?

A. a Microsoft Cloud App Security activity policy that has Microsoft Office 365 governance actions configured
B. an Azure AD conditional access policy that has session controls configured

C. an Azure AD conditional access policy that has client apps conditions configured

D. a Microsoft Cloud App Security app discovery policy that has governance actions configured

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/proxy-intro-aad

NEW QUESTION 154

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by using their Active Directory credentials.
You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Application Insights in Azure Monitor

B. access reviews in Azure AD

C. Cloud App Discovery in Microsoft Cloud App Security
D. enterprise applications in Azure AD

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports#using-traffic-logs

NEW QUESTION 157
- (Exam Topic 4)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.

The Leader of IT Certification visit - https://www.certleader.com



100% Valid and Newest Version SC-300 Questions & Answers shared by Certleader
https://www.certleader.com/SC-300-dumps.html (192 Q&ASs)

CertLeader:

Leader of IT Certifications

Name Type In organizational Description
unit (OU)

User1 User Ou1 User1 is a member of Group1

User2 User ou User2 is not a member of any
qroups.

Group1 | Security group | QU2 User1 and Group2 are members
of Group1.

Group2 | Security group | OU1 Group2 is a member of Group1.

You install Azure AD Connect. You configure the Domain and OU filtering settings as shown in the Domain and OU Filtering exhibit. (Click the Domain and OU
Filtering tab.)

i Microsoft Azure Active Directory Connect

Domain and OU filtering

Tasks I you change the OU-filtering configuration for a grven directory, the next sync cycle will automatically
Cannected 1o Azuse AD perform full import on the directony.
Sync Lhrecian” | contosa.com L Refrish Ou/Damain [7]

Connect Directories 7 Syne all domains and Ol

Domain/OU Filtering

2 Syne selected domains and OUs

Filtering

Configure

Optional Features

5 1

. contoso.com

Builtin
Camputiers
Domain Controllers

ForeignSecurityPrincipals
L Infrastructure
LostAndFound
Managed Service Accounts
ou
ou2
Program Data
System
Users

| [l &)

You configure the Filter users and devices settings as shown in the Filter Users and Devices exhibit. (Click the Filter Users and Devices tab.)

Mext

g Microsoft Azure Active Directory Connect

Filter users and devices

Tasks
Connectad o Azura AD For a pilot deployment, specity a group containing your users and devices that will be synchronzied. Mested
groups aré not supported and will be ignared,
Sync
Connect Directories

Domain/OU Filtering ) Synchronize all users and devices

Filtering

Optional Features

® Synchronize selected @

FOREST GROUP

Configuse Confos0.Com |CN=Gr¢up1.E}U=GULD{= contaso, D =0om Resalve &

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

User1 syncs to Azure AD. O O

User2 syncs to Azure AD.

Group?2 syncs to Azure AD

A. Mastered
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B. Not Mastered
Answer: A

Explanation:

Graphical user interface, application Description automatically generated

Only direct members of Groupl are synced. Group2 will sync as it is a direct member of Groupl but the members of Group2 will not sync.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

NEW QUESTION 161

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel. You need to be notified if a user downloads more than 50
files in one minute from Sitel.

Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. session policy

B. anomaly detection policy
C. activity policy

D. file policy

Answer: C

NEW QUESTION 166

- (Exam Topic 4)

You have an Azure Active Directory Premium P2 tenant. You create a Log Analytics workspace.

You need to ensure that you can view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Set-AzureADTenantDetail cmdlet.

B. Create an Azure AD workbook.

C. Modify the Diagnostics settings for Azure AD.

D. Run the Get-AzureADAuditDirectoryLogs cmdlet.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/howto-integrate-activity-logs-with-lo

NEW QUESTION 167

- (Exam Topic 4)

You have a Microsoft 365 tenant and an Active Directory domain named adatum.com. You deploy Azure AD Connect by using the Express Settings.
You need to configure self-service password reset (SSPR) to meet the following requirements:

> When users reset their password, they must be prompted to respond to a mobile app notification or answer three predefined security questions.

> Passwords must be synced between the tenant and the domain regardless of where the password was reset.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

From the Password reset blade in the Azure Active v
Directory admin center, configure Authentication methods
Notifications
Properties
Registration
From Azure AD Connect enable v

Federation with Active Directory Federation Services (AD FS)
Pass-through authentication

Password hash synchronization

Password wnteback

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment https://docs.microsoft.com/en-us/azure/active-
directory/authentication/concept-authentication-security-questions
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NEW QUESTION 171

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the groups shown in the following table.

Name Type Membership type
Group1 Security Assigned
Group? Security Dynamic User
Groupd Security Dynamic Device
Group4d Microsoft 365 Assigned
Groups Microsoft 365 Dynamic User

For which groups can you create an access review?

A. Groupl only

B. Groupl and Group4 only
C. Groupl and Group2 only
D. Groupl, Group2, Group4, and Group5 only

E. Groupl, Group2, Group3, Group4 and Group5

Answer: D

Explanation:

You cannot create access reviews for device groups. Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 174

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. as a result, these questions will not appear in the review screen.
You have an Amazon Web Services (AWS) account a Google Workspace subscription, and a GitHub account You deploy an Azure subscription and enable
Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.
Solution: From the Microsoft 365 Defender portal, you add the GitHub app connector Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 179
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