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NEW QUESTION 1
How many Endpoint Security Client Package types exist?

A. There are two main package types: Initial Client Package and Endpoint Security Client Packages.
B. There are two packages: one for Windows and one for MacOS.

C. The administrator has to download all the appropriate packages from the UserCenter.

D. There is only the initial package.

Answer: A

NEW QUESTION 2
The Check Point Harmony Product Suite is a suite of security products that includes?

A. Quantum Spark

B. Harmony Mobile (On-Premises)

C. Quantum Endpoint (Cloud)

D. Harmony Endpoint (Cloud and On-Premises)

Answer: D

NEW QUESTION 3
Where are quarantined files stored?

A. On client computer, under C:\ProgramData\CheckPoint\Endpoint Security\Remediation\quarantine
B. On client computer, under C:\ProgramData\CheckPoint\Harmony Endpoint Security\quarantine

C. On Management server, under $FWDIR\sba\Remediation\quarantine

D. On client computer, under C:\Program Files\CheckPoint\Endpoint Security\Remediation\quarantine

Answer: A

NEW QUESTION 4
What information does the Endpoint Client provide end users?

A. Overview summary of all machines and their status.

B. Overview summary of the protections deployed on the machines and the status of each protection.
C. Overview summary of security breaches.

D. Overview summary of traffic logs.

Answer: B

NEW QUESTION 5
Where are the Endpoint Policy Servers located?

A. Between the Endpoint clients and the EPS
B. Between the Endpoint clients and the EMS
C. Between the Endpoint clients and the NMS
D. Between the Endpoint clients and the SMS

Answer: B

NEW QUESTION 6
What is the time interval of heartbeat messages between Harmony Endpoint Security clients and Harmony Endpoint Security Management?

A. 60 milli-seconds
B. 60 minutes
C. 60 seconds
D. 30 seconds

Answer: C

NEW QUESTION 7
In the POLICY Tab of the Harmony Endpoint portal for each software capability (Threat Prevention, Data Protection, etc.), rules can be created to protect endpoint
machines. Choose the true statement.

A. The default rule is a global rule that only applies to Computer

B. Rules for Users must be added manually by the administrator.

C. There are no rules to start with, and administrators must create rules in order to deploy the capability policies, actions, and behavior.
D. There are only rules for the Harmony Endpoint Firewall capabilit

E. All other capabilities only includeActions.

F. The default rule is a global rule which applies to all users and computers in the organization.

Answer: D
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NEW QUESTION 8
You are facing a lot of CPU usage and high bandwidth consumption on your Endpoint Security Server. You check and verify that everything is working as it should
be, but the performance is still very slow. What can you do to decrease your bandwidth and CPU usage?

A. The management High Availability sizing is not correc

B. You have to purchase more servers and add them to the cluster.

C. Your company's size is not large enough to have a valid need for Endpoint Solution.

D. Your company needs more bandwidt

E. You have to increase your bandwidth by 300%.

F. You can use some of your Endpoints as Super Nodes since super nodes reduce bandwidth as well as CPU usage.

Answer: D

NEW QUESTION 9
One of the Data Security Software Capability protections included in the Harmony Endpoint solution is

A. Data Leak Firewall

B. Memory Encryption

C. Dynamic Data Protection
D. Remote Access VPN

Answer: D

NEW QUESTION 10
External Policy Servers are placed between the Endpoint clients and the Endpoint Security Management Server. How many Policy Servers are supported per
environment?

A. From 1 to 25 Policy Servers are supported
B. From 1 to 15 Policy Servers are supported
C. From 1 to 20 Policy Servers are supported
D. From 1 to 5 Policy Servers are supported

Answer: C

NEW QUESTION 10
Which command in a CLI session is used to check installed licenses on the Harmony Endpoint Management Server?

A. cplic print -x

B. show licenses all

C. cplic add <license filename=""><br>
D. cplic print +x</license>

Answer: A

NEW QUESTION 14
Which Harmony Endpoint environment is better choice for companies looking for more control when deploying the product?

A. On-premises environment, because it offers more options for client deployments and features, same control over the operations as in Cloud environment but is
more costly to support.

B. Both On-premises and Cloud environment is the right choic

C. Both offer same control over the operations, when deploying the product only difference is in support cost.

D. Cloud environment, because it offers easier deployment of servers, offers same control over operations as in On-premises environments, but is not as costly to
support.

E. On-premises environment, because it offers more options for deployment, greater control over operations, but is also more costly to support.

Answer: D

NEW QUESTION 16
What do Push Operations allow?

A. Allows the Endpoint Security Management Server to operate independently of the Security Management Server
B. Allow the Management Console to operate without installing policy

C. Allow the Endpoint Security Management Server to push operations to client computers without installing policy
D. Allow the Endpoint clients to push operations to other client computers without installing policy

Answer: C

NEW QUESTION 20

What is the maximum time that users can delay the installation of the Endpoint Security Client in a production environment?
A. 2 Hours

B. 30 minutes

C. 48 Hours

D. 8 Hours

Answer: C
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NEW QUESTION 23
What blades have to be enabled on the Management Server for the Endpoint Security Management Server to operate?

A. You can enable all gateway-related blades

B. The administrator has to enable Compliance and Network Policy Management

C. Logging & Status, SmartEvent Server, and SmartEvent Correlation unit must be enabled
D. The SmartEndpoint super Node on the Management

Answer: B

NEW QUESTION 27
If there are multiple EPS in an environment, what happens?

A. One Endpoint client automatically communicates with the server
B. Each Endpoint client automatically communicates with the EMS
C. Each Endpoint client does an analysis to find which EPS is "closest" and automatically communicateswith that server.
D. Each Endpoint client automatically communicates with the SMS

Answer: C

NEW QUESTION 29
An innovative model that classifies new forms of malware into known malware families based on code and behavioral similarity is called

A. Sanitization (CDR)
B. Polymorphic Model
C. Behavior Guard

D. Anti-Ransomware

Answer: C

NEW QUESTION 34
What communication protocol does Harmony Endpoint management use to communicate with the management server?

A. SIC

B. CPCOM
C.TCP

D. UDP

Answer: A

NEW QUESTION 35

Which permissions apply the same access level to the entire organization?
A. Organization-wide permission settings

B. Regional user permission settings

C. Universal user permission settings

D. Global user permission settings

Answer: A

NEW QUESTION 40

What does the Data Protection/General rule contain?

A. Actions that define user authentication settings only

B. Actions that define decryption settings for hard disks

C. Actions that restore encryption settings for hard disks and change user authentication settings
D. Actions that define port protection settings and encryption settings for hard disks and removable media
Answer: D

NEW QUESTION 45

What does the Endpoint Security Homepage offer useful resources for?

A. Complicated Practices

B. Best Practices

C. Unix Client OS Support

D. Quantum Management

Answer: B

NEW QUESTION 47

What does Unauthenticated mode mean?

A. Computers and users might present a security risk, but still have access.
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B. Computers and users are trusted based on their IP address and username.
C. Computers and users have credentials, but they are not verified through AD.
D. Computers and users are trusted based on the passwords and usernames only.

Answer: C

NEW QUESTION 48
When you are facing a technical problem and you need help, what resource is recommended for all technical information about Check Point products?

A. You can use an online search engine like Google and you will find the answer in the first results.
B. Check Point SecureKnowledge, CheckMates, and Check Point Customer Support.

C. You can use any infosec-related online sources.

D. Press F1 in the SmartConsole and write down the problem.

Answer: B

NEW QUESTION 50

Which of the following is not protected by the Full Disk Encryption (FDE) software?
? Client's user data

? Operating system files

? Temporary files

? Erased files

A. Temporary and erased files

B. All of these are protected with FDE
C. Erased files

D. Temporary files

Answer: C

NEW QUESTION 52
What does pre-boot protection prevent?

A. Unauthorized access to the Remote Help bypass tools or alternative boot technical support methods
B. Unauthorized passwords or alternative "forgot passwords" methods during pre-boot

C. Unauthorized users using post-boot methods

D. Prevents unauthorized access to the operating system or bypass of boot protection

Answer: D

NEW QUESTION 54
In a Standalone installation, the EMS is installed on the same computer or a different one than the NMS?

A. Same

B. Half on one and half on another computer
C. Both

D. Different

Answer: A

NEW QUESTION 56

What connection options does Connection Awareness support?

A. There are two options: Connected and Disconnected

B. Master and Slave Endpoint Security Management Server

C. Client and Server model based on LDAP mode

D. The supported ports are 389 and 636

E. There are two options: Connected to Management and Connected to a List of Specified Targets
Answer: D

NEW QUESTION 57

When can administrators prepare the client for the FDE software package installation and deployment?
A. Once a client meets the maximum system requirements

B. Once the policy is installed

C. Once the client system volumes have 32 MB of space

D. Once a client machine meets the minimum system requirements

Answer: D

NEW QUESTION 61

Which User Roles are on the Endpoint Security Management Server for On-Premises servers?

A. Primary Administrator and Read-Only
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B. Super Admin, Primary Administrator, User Admin, Read-Only
C. Admin and Read-Only
D. Super Admin, Read-Write All, Read-Only

Answer: C

NEW QUESTION 65

You're going to prepare a Deployment Scenario of an Endpoint Security Client on a Windows machine in an On-Prem environment. You choose one of two basic
deployments

- which is typical for a local deployment?

A. Agent (Initial Client) package only

B. Agent (Initial Client) and Software Blades packages
C. Agent-less (no Client) and Software Blades packages
D. Agent (free Client) package only

Answer: B

NEW QUESTION 67

External Endpoint Policy Servers (EPS) decrease X and reduce X between sites?
A. Decrease policies and reduce traffic between sites

B. Decrease power and reduce accidents between sites

C. Decrease clients and reduce device agents between sites

D. External Endpoint Policy Servers (EPS) decrease the load of the EMS and reduce the bandwidth required between sites

Answer: D

NEW QUESTION 70
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