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NEW QUESTION 1
Which is an example of a cross-site scripting (XSS) attack?

A. SELECT username FROM accounts WHERE username='admin';-- ' AND password='password';
B. <img src="http://badfile/nothere" onerror=alert(document.cookie);>
C. SELECT username FROM accounts WHERE username='XSS' ' AND password='alert("http://badurl.com")';
D. <IMG SRC="xss.png">

Answer: B

NEW QUESTION 2
Which high availability (HA) mode uses gratuitous Address Resolution Protocol (ARP) to advertise a failover event to neighboring network devices?

A. Passive-Passive
B. Active-Passive
C. Active-Active
D. Passive-Active

Answer: B

NEW QUESTION 3
Review the following configuration:

What are two routing behaviors that you can expect on FortiWeb after this configuration change? (Choose two.)

A. Non-HTTP traffic routed through the FortiWeb is allowed.
B. IPv6 routing is enabled.
C. Non-HTTP traffic destined to the FortiWeb virtual server IP address is dropped.
D. Only ICMP traffic is allowe
E. All other traffic is dropped.

Answer: AC

NEW QUESTION 4
Review the following configuration:
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Which result would you expect from this configuration setting?

A. When machine learning (ML) is in its running phase, FortiWeb will accept a set number of samples from the same source IP address.
B. When ML is in its running phase, FortiWeb will accept an unlimited number of samples from the same source IP address.
C. When ML is in its collecting phase, FortiWeb will accept an unlimited number of samples from the same source IP address.
D. When ML is in its collecting phase, FortiWeb will not accept any samples from any IP addresses.

Answer: B

NEW QUESTION 5
Which high availability mode is commonly used to integrate with a traffic distributer like FortiADC?

A. Cold standby
B. Load sharing
C. Active-Active
D. Active-Passive

Answer: C

NEW QUESTION 6
An attacker attempts to send an SQL injection attack containing the known attack string 'root'; -- through an API call.
Which FortiWeb inspection feature will be able to detect this attack the quickest?

A. API gateway rule
B. Known signatures
C. Machine learning(ML)-based API protection—anomaly detection
D. ML-based API protection—threat detection

Answer: B

NEW QUESTION 7
An administrator notices multiple IP addresses attempting to log in to an application frequently, within a short time period. They suspect attackers are attempting to
guess user passwords for a secure application.
What is the best way to limit this type of attack on FortiWeb, while still allowing legitimate traffic through?

A. Blocklist any suspected IPs.
B. Configure a brute force login custom policy.
C. Rate limit all connections from suspected IP addresses.
D. Block the IP address at the border router.

Answer: B

NEW QUESTION 8
When is it possible to use a self-signed certificate, rather than one purchased from a commercial certificate authority?

A. If you are an enterprise whose employees use only mobile devices
B. If you are a small business or home office
C. If you are an enterprise whose computers all trust the active directory or CA server that signed the certificate
D. If you are an enterprise whose resources do not need security or https connections

Answer: C

NEW QUESTION 9
Refer to the exhibit.
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Which statement is true?

A. FortiWeb cannot perform content inspection on the traffic because it is encrypted.
B. FortiWeb is decrypting and re-encrypting the traffic.
C. The server is not performing any cryptography on the traffic.
D. The server is encrypting traffic being sent to the client.

Answer: B

NEW QUESTION 10
......
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