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NEW QUESTION 1
In a FortiSASE secure web gateway (SWG) deployment, which three features protect against web-based threats? (Choose three)

A. Intrusion prevention system (IPS) for web traffic

B. SSL deep inspection for encrypted web traffic

C. Malware protection with sandboxing capabilities

D. Data loss prevention (DLP) for web traffic

E. Web application firewall (WAF) for web applications

Answer: ABD

NEW QUESTION 2
Which two components are part of onboarding a secure web gateway (SWG) endpoint? (Choose two)

A. FortiSASE CA certificate

B. proxy auto-configuration (PAC) file
C. FortiSASE invitation code

D. FortiClient installer

Answer: AB

NEW QUESTION 3
Refer to the exhibit.

Profile configuration
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Based on the configuration shown, in which two ways will FortiSASE process sessions that require FortiSandbox inspection? (Choose two.)

A. All infected files that FortiSandbox detects as malicious will be quarantined.

B. Only endpoints assigned with profile for Sandbox Detection will be processed by the sandbox feature.
C. All files detected on a LSE drive will be sent to FortiSandbox for analysis

D. All infected files will be sent to a on-premises FortiSandbox for inspection

Answer: AC

NEW QUESTION 4
When viewing the daily summary report generated by FortiSASE, the administrator notices that the report contains very little data.
What is a possible explanation for this almost empty report?
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A. Log allowed traffic is set to Security Events for all policies.
B. There are no security profile groups applied to all policies.
C. The web filter security profile is not set to Monitor.

D. Digital experience monitoring is not configured.

Answer: A

NEW QUESTION 5
Which two deployment methods are used to connect a FortiExtender as a FortiSASE LAN extension? (Choose two.)

A. Connect FortiExtender to FortiSASE using FortiZTP

B. Enable Control and Provisioning Wireless Access Points (CAPWAP) access on the FortiSASE portal.
C. Enter the FortiSASE domain name in the FortiExtender GUI as a static discovery server

D. Configure an IPsec tunnel on FortiSASE to connect to FortiExtender.

Answer: AC

NEW QUESTION 6

Which two additional components does FortiSASE use for application control to act as an inline-CASB? (Choose two.)
A. intrusion prevention system (IPS)

B. SSL deep inspection

C. DNS filter

D. Web filter with inline-CASB

Answer: AB

NEW QUESTION 7
Refer to the exhibits.

Managed Endpoints

Secure Internet Access Policy
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WiMO-Pro and Win7-Pro are endpoints from the same remote location. WiMO-Pro can access the internet though FortiSASE, while Wm7-Pro can no longer
access the internet
Given the exhibits, which reason explains the outage on Wm7-Pro?

A. The Win7-Pro device posture has changed.

B. Win7-Pro cannot reach the FortiSASE SSL VPN gateway

C. The Win7-Pro FortiClient version does not match the FortiSASE endpoint requirement.
D. Win-7 Pro has exceeded the total vulnerability detected threshold.

Answer: A

NEW QUESTION 8

Which two advantages does FortiSASE bring to businesses with multiple branch offices? (Choose two.)
A. It offers centralized management for simplified administration.

B. It enables seamless integration with third-party firewalls.

C. it offers customizable dashboard views for each branch location

D. It eliminates the need to have an on-premises firewall for each branch.

Answer: AD

NEW QUESTION 9
What access point communication protocol does FortiAP use to communicate with FortiSASE in a micro branch deployment?
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A. Wireless Application Protocol (WAP)

B. Control and Provisioning of Wireless Access Points (CAPWAP)
C. Lightweight Access Point Protocol (LWAPP)

D. Inter-Access Point Protocol (IAPP)

Answer: B

NEW QUESTION 10
Which three configurations must you perform to set up FortiGate as a FortiSASE LAN extension? (Choose three.)

A. Connect FortiGate to FortiSASE using FortiZTP.

B. Enter the FortiSASE domain name in the FortiGate GUI as the access controller address.
C. Configure VXLAN-over-IPsecon the FortiSASE portal

D. Create a LAN extension VDOM on the edge FortiGate

E. Authorize the edge FortiGate device on FortiSASE portal.

Answer: BDE

NEW QUESTION 10
Which secure internet access (SIA) use case minimizes individual endpoint configuration?

A. Site-based remote user internet access
B. Agentless remote user internet access
C. SIA for SSL VPN remote users

D. SIA using ZTNA

Answer: B

NEW QUESTION 11
Which event log subtype captures FortiSASE SSL VPN user creation?

A. Endpoint Events

B. VPN Events

C. User Events

D. Administrator Events

Answer: C

NEW QUESTION 13
How does FortiSASE hide user information when viewing and analyzing logs?

A. By hashing data using Blowfish

B. By hashing data using salt

C. By encrypting data using Secure Hash Algorithm 256-bit (SHA-256)
D. By encrypting data using advanced encryption standard (AES)

Answer: B

NEW QUESTION 14
Which role does FortiSASE play in supporting zero trust network access (ZTNA) principles9

A. It offers hardware-based firewalls for network segmentation.

B. It integrates with software-defined network (SDN) solutions.

C. It can identify attributes on the endpoint for security posture check.
D. It enables VPN connections for remote employees.

Answer: C

NEW QUESTION 15
When viewing the daily summary report generated by FortiSASE. the administrator notices that the report contains very little data. What is a possible explanation
for this almost empty report?

A. Digital experience monitoring is not configured.

B. Log allowed traffic is set to Security Events for all policies.
C. The web filter security profile is not set to Monitor

D. There are no security profile group applied to all policies.

Answer: B

NEW QUESTION 19

In The Secure Private Access (SPA) use case, which two FortiSASE features facilitate access to corporate applications? (Choose two.)
A. SD-WAN

B. Thin edge
C. Cloud access security broker (CASB)
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D. Zero trust network access (ZTNA)

Answer: AD

NEW QUESTION 22

Your organization is currently using FortiSASE for its cybersecurity. They have recently hired a contractor who will work from the HQ office and who needs
temporary internet access in order to set up a web-based point of sale (POS) system.

What is the recommended way to provide internet access to the contractor?

A. Use FortiClient on the endpoint to manage internet access.

B. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy.
C. Use zero trust network access (ZTNA) and tag the client as an unmanaged endpoint.

D. Configure a VPN policy on FortiSASE to provide access to the internet.

Answer: B

NEW QUESTION 25
A customer wants to ensure secure access for private applications for their users by replacing their VPN Which two SASE technologies can you use to accomplish
this task? (Choose two.)

A. zero trust network access (ZTNA)

B. next-generation firewall (NGFW)

C. secure SD-WAN

D. secure web gateway (SWG) and cloud access security broker (CASB)

Answer: AC

NEW QUESTION 27
To complete their day-to-day operations, remote users require access to a TCP-based application that is hosted on a private web server. Which FortiSASE
deployment use case provides the most efficient and secure method for meeting the remote users' requirements?

A. SD-WAN private access

B. inline-CASB

C. zero trust network access (ZTNA) private access
D. next generation firewall (NGFW)

Answer: C

NEW QUESTION 28
What are two requirements to enable the MSSP feature on FortiSASE? (Choose two.)

A. Add FortiCloud premium subscription on the root FortiCloud account.

B. Configure MSSP user accounts and permissions on the FortiSASE portal.

C. Assign role-based access control (RBAC) to IAM users using FortiCloud IAM portal.
D. Enable multi-tenancy on the FortiSASE portal.

Answer: AC

NEW QUESTION 31
Which two statements describe a zero trust network access (ZTNA) private access use case? (Choose two.)

A. The security posture of the device is secure.

B. All FortiSASE user-based deployments are supported.
C. All TCP-based applications are supported.

D. Data center redundancy is offered.

Answer: AC

NEW QUESTION 33

Which technology is used with IPsec for spoke-to-spoke connectivity in a Secure Private Access (SPA) with SD-WAN deployment?
A. EVPN

B. EBGP

C. ADVPN

D. OVTEP

Answer: C

NEW QUESTION 35
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