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NEW QUESTION 1
Which license must you apply to a FortiMail device to enable the HA centralized monitoring features?

A. Cloud gateway license
B. Advanced Management and MSSP license
C. Office 365 protection license
D. Enterprise license

Answer: B

NEW QUESTION 2
Refer to the exhibit, which displays the domain configuration of a FortiMail device running in transparent mode.

Based on the exhibit, which two sessions are considered incoming sessions? (Choose two.)

A. DESTINATIONIP:192.163.54.10 MAIL FROM: accour.t3@exaraple.com RCPT TO:saleseexamplc.com
B. BDESTINATION IP:10.25.32.15 MAIL FROM: trainir.g@example.com RCPT TO:students@external.com
C. DESTINATIONIP:172.16.32.56 MAIL FROM: misfihosted.net RCPT TO:noc9example.com
D. DESTINATION IP:172.16.32.56 MAIL FROM: support@example.com RCPT TO:marketingeaxampla.com

Answer: AB

NEW QUESTION 3
A FortiMail administrator is investigating a sudden increase in DSNs being delivered to their protected domain. After searching the logs, the administrator identities
that the DSNs were not generated because of any outbound email sent from their organization.
Which FortiMail antispam technique can the administrator enable to prevent this scenario?

A. Spoofed header detection
B. Spam outbreak protection.
C. FortiGuard IP Reputation
D. Bounce address tag validation

Answer: D
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NEW QUESTION 4
Which two factorsare required for an active-active HA configuration of FortiMail in server mode? (Choose two.)

A. Devices must be deployed behind a load balancer.
B. Service monitoring must be configured for remote SMTP
C. A primary must be designated to initially process email.
D. Mail data must be stored on a NAS server.

Answer: AD

NEW QUESTION 5
In which two places can the maximum email size be overridden on FortiMail? (Choose two.)

A. IP Policy configuration
B. Protected Domain configuration
C. Resource Profile configuration
D. Session Profile configuration

Answer: BC

NEW QUESTION 6
Refer to the exhibit, which shows a topology diagram of two MTAs.

MTA-1 is delivering an email intended for User 1 to MTA-2. User 1 uses Outlook as an email client. Which two statements about protocol usage between these
devices are correct? (Choose two.)

A. User 1 will use IMAP or POP3 to download the email message from MTA-2.
B. MTA-2 will use IMAP to download the email message from MTA-1.
C. MTA-1 will use SMTP to deliver the email message to MTA-2.
D. MTA-1 will use POP3 to deliver the email message to User 1 directly.

Answer: AC

NEW QUESTION 7
Refer to the exhibit, which shows the Authentication Reputation list on a FortiMail device running in gateway mode.

Why was the IP address blocked?

A. The IP address had consecutive SMTPS login failures to FortiMail..
B. The IP address had consecutive IMAP login failures to FortiMail.
C. The IP address had consecutive administrative password failures to FortiMail.
D. The IP address had consecutive SSH login failures to FortiMail.

Answer: A

NEW QUESTION 8
While testing outbound MTA functionality, an administrator discovers that all outbound email is being processed using policy ID l: 2:0: SYSTEM. What are two
possible reasons why the third policy ID value is o? (Choose two.)
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A. IP policy ID 2 has the exclusive flag set.
B. There are no outgoing recipient policies configured.
C. Outbound email is being rejected.
D. There are no access delivery rules configured for outbound email.

Answer: AB

NEW QUESTION 9
A mail user wants the ability to subscribe or publish to and from their FortiMail calendar using Thunderbird as their mail user agent (MUA). What information does
this mail user need from their webmail User Preferences section?

A. Free busy URL
B. Service URLs
C. Secondary account configurations
D. Message tags

Answer: C

NEW QUESTION 10
Refer to the exhibit.

What does the Scan timeout value configure?

A. How long FortiMail will waitfor a scan result from FortiSandbox
B. How often the local scan results cache will expire on FortiMail
C. How often FortiMail will query FortiSandbox for a scan result
D. How long FortiMail will wait to send a file or URI to FortiSandbox

Answer: A

NEW QUESTION 10
Refer to the exhibit, which displays the Mail Settings page of a FortiMail device running in gateway mode.
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In addition to selecting Check External Domain in the MTA-STS service field, what else must an administrator do to enable MTA-STS?

A. Enable MTA-STS in the associated TLS profile.
B. Enable SMTPUTF8 support in the mail server settings.
C. Enable secure authentication in the associated SMTP authentication profile.
D. Enable MTA-STS action in the appropriate inbound recipient policy.

Answer: C

NEW QUESTION 12
Refer to the exhibit which displays a list of IBE users on a FortiMail device.

Which statement describes the pre-registered status of the IBE userextuser2@external.lab?

A. The user has received an IBE notification email, but has not accessed the HTTPS URL or attachment yet.
B. The user was registered by an administrator in anticipation of IBE participation.
C. The user account has been de-activated, and the user must register again the next time they receive an IBE email.
D. The user has completed the IBE registration process, but has not yet accessed their IBE email.

Answer: A

NEW QUESTION 14
Which three configuration steps must you set to enable DKIM signing for outbound messages on FortiMail? (Choose three.}

A. Generate a public/private key pair in the protected domain configuration.
B. Enable the DKIM checker in a matching session profile.
C. Publish the public key as a TXT record in a public DNS server.
D. Enable the DKIM checker in a matching antispam profile.
E. Enable DKIM signing for outgoing messages in a matching session profile.

Answer: ACE

NEW QUESTION 16
Refer to the exhibits showing SMTP limits (Session Profile — SMTP Limits), and domain settings (Domain Settings, andDomain Settings — Other) of a FortiMail
device.
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Which message size limit in KB will the FortiMail apply to outbound email?

A. 204300
B. There is no message size limit for outbound email from a protected domain.
C. 10240
D. 51200

Answer: D

NEW QUESTION 19
......
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