
Recommend!! Get the Full 156-536 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/156-536-exam-dumps.html (94 New Questions)

 CheckPoint
Exam Questions 156-536

Check Point Certified Harmony Endpoint Specialist - R81.20 (CCES)

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Recommend!! Get the Full 156-536 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/156-536-exam-dumps.html (94 New Questions)

NEW QUESTION 1
How many Endpoint Security Client Package types exist?

A. There are two main package types: Initial Client Package and Endpoint Security Client Packages.
B. There are two packages: one for Windows and one for MacOS.
C. The administrator has to download all the appropriate packages from the UserCenter.
D. There is only the initial package.

Answer: A

NEW QUESTION 2
On which search engines/web sites is the Safe Search feature supported in Harmony Endpoint?

A. Google, Bing, Yahoo! by default, and extra support for Baidu, Yandex, Lycos, and Excite if the Harmony Endpoint Management is deployed in Cloud
B. Google, Bing, and Yahoo!
C. Google and Bing if the Harmony Endpoint Management is On-Premises deployment
D. Google, Yahoo!, and OneSearch

Answer: B

NEW QUESTION 3
Endpoint Security Clients are applications installed on company-owned desktop and laptop computers which include the following:

A. Endpoint security software Capabilities and a device agent which operates as a container for the Capabilities and communicates with the Endpoint Management
Server
B. GUI client that connects to the Endpoint Security Management Server to manage the policy and other configuration for Endpoints
C. Endpoint Security software Capabilities and a GUI client to manage policies for all capabilities
D. GUI client that connects to the local Endpoint Capability Software to manage the policy and all other configuration for that Endpoint only

Answer: A

NEW QUESTION 4
Which information can we find on the Operational Overview dashboard?

A. Active Attacks, Deployment status, Pre-boot status, Anti-Malware update, Harmony Endpoint Version, and Operating system
B. Active Endpoints, Active Alerts, Deployment status, Pre-boot status, Encryption Status
C. Hosts under Attack, Active Attacks, Blocked Attacks
D. Desktops, Servers, Active Alerts, Anti-Malware update, Harmony Endpoint Version

Answer: B

NEW QUESTION 5
Media Encryption and Port Protection (MEPP) provide strong encryption for removable media, such as?

A. USB drives, CD/DVDs, and SD cards, and for external ports
B. Cables and Ethernet cords
C. External ports only
D. USB drives and CD/DVDs

Answer: A

NEW QUESTION 6
You must make a decision of which FDE algorithm to be used by one of your clients who specializes in multimedia video editing. What algorithm will you choose?

A. The implementation of a Secure VPN with very strong encryption will make your data invisible in cases of live internet transmission.
B. In multimedia applications you do not need to implement any kind of Full Disk Encryptio
C. You can use software like 7Zip in order to encrypt your data.
D. Any kind of data is very important and the Full Disk Encryption technique must be used with the strongest secret key possibl
E. Your client has to use strong encryption like XTS- AES 256 bit.
F. Video processing is a high bandwidth application which utilizes a lot of HDD access tim
G. You have to use a FDE algorithm with small secret key like XTS-AES 128 bit.

Answer: C

NEW QUESTION 7
Which solution encrypts various types of removable storage media including USB drives, backup hard drives, and SD cards?

A. Full Disk Encryption and File Recovery
B. Endpoint??s Media Encryption (ME) Software Capability
C. Media Encryption and Port Protection (MEPP)
D. Full Recovery with Media Encryption

Answer: C
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NEW QUESTION 8
The Push Operation Wizard allows users to select which three topics for Push Operations?

A. Anti-Malware, Forensics and Remediation, Agent Settings
B. Anti-Virus, Remediation, Agent Settings
C. Anti-Malware, Analysis, Agent Deployment
D. Anti-Ransomware, Forensics and Analysis, Agent Configurations

Answer: A

NEW QUESTION 9
You are facing a lot of CPU usage and high bandwidth consumption on your Endpoint Security Server. You check and verify that everything is working as it should
be, but the performance is still very slow. What can you do to decrease your bandwidth and CPU usage?

A. The management High Availability sizing is not correc
B. You have to purchase more servers and add them to the cluster.
C. Your company's size is not large enough to have a valid need for Endpoint Solution.
D. Your company needs more bandwidt
E. You have to increase your bandwidth by 300%.
F. You can use some of your Endpoints as Super Nodes since super nodes reduce bandwidth as well as CPU usage.

Answer: D

NEW QUESTION 10
Which command in a CLI session is used to check installed licenses on the Harmony Endpoint Management Server?

A. cplic print -x
B. show licenses all
C. cplic add <license filename=""><br>
D. cplic print +x</license>

Answer: A

NEW QUESTION 10
What does Port Protection protect, and why?

A. Activity on the ports of a client computer to help prevent data leakage
B. Activity on the ports of a client computer to review logs
C. Activity on the ports of a client computer to help unauthorized user access
D. Activity on the ports of a client computer to monitor devices

Answer: A

NEW QUESTION 12
Which Harmony Endpoint environment is better choice for companies looking for more control when deploying the product?

A. On-premises environment, because it offers more options for client deployments and features, same control over the operations as in Cloud environment but is
more costly to support.
B. Both On-premises and Cloud environment is the right choic
C. Both offer same control over the operations, when deploying the product only difference is in support cost.
D. Cloud environment, because it offers easier deployment of servers, offers same control over operations as in On-premises environments, but is not as costly to
support.
E. On-premises environment, because it offers more options for deployment, greater control over operations, but is also more costly to support.

Answer: D

NEW QUESTION 14
What does FDE software combine to authorize access to data on desktop computers and laptops?

A. Post-logon authentication and encryption
B. OS boot protection with pre-boot authentication and encryption
C. OS boot protection and post-boot authentication
D. Decryption

Answer: B

NEW QUESTION 16
In the OVERVIEW Tab of the Harmony Endpoint portal, which Overview shows the Active Alerts?

A. The Policy Overview
B. The Computer Management view
C. The Operational Overview
D. The Security Overview

Answer: C
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NEW QUESTION 20
How many digits are required in the FDE policy settings to enable a Very High- Security level for remote help on pre-boot?

A. 40 digits
B. Maximum 30 digits
C. 24 digits
D. Minimum 20 digits

Answer: B

NEW QUESTION 24
When deploying a policy server, which is important?

A. To have policies in place
B. To configure the heartbeat interval and define the amount of time that the client is allowed to connect to the server
C. To configure the EPS and define the amount of time that the client is allowed to connect to the SMS
D. To install the heartbeat server first

Answer: B

NEW QUESTION 29
How does Full Disk Encryption (FDE) add another layer of security?

A. By offering media encryption
B. By offering pre-boot protection
C. By offering port protection
D. By offering encryption

Answer: B

NEW QUESTION 34
What does Endpoint's Media Encryption (ME) Software Capability requiring authorization accomplish?

A. Protects sensitive data and encrypts storage media
B. Controls ports and encrypts storage media
C. Controls ports and manages ports
D. Decrypts and blocks access to specific ports

Answer: A

NEW QUESTION 39
How many security levels can you set when enabling Remote Help on pre-boot?

A. Four levels - Low security, Medium security, High security, Very High security
B. Two levels - Low and High security
C. Three levels - Low security, Medium security, High security
D. One and only level - enable or disable security

Answer: C

NEW QUESTION 41
An innovative model that classifies new forms of malware into known malware families based on code and behavioral similarity is called

A. Sanitization (CDR)
B. Polymorphic Model
C. Behavior Guard
D. Anti-Ransomware

Answer: C

NEW QUESTION 44
What communication protocol does Harmony Endpoint management use to communicate with the management server?

A. SIC
B. CPCOM
C. TCP
D. UDP

Answer: A

NEW QUESTION 49
Which permissions apply the same access level to the entire organization?

A. Organization-wide permission settings
B. Regional user permission settings
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C. Universal user permission settings
D. Global user permission settings

Answer: A

NEW QUESTION 52
What does the Data Protection/General rule contain?

A. Actions that define user authentication settings only
B. Actions that define decryption settings for hard disks
C. Actions that restore encryption settings for hard disks and change user authentication settings
D. Actions that define port protection settings and encryption settings for hard disks and removable media

Answer: D

NEW QUESTION 55
When is the heartbeat initiated?

A. During the first sync
B. After the last sync
C. Before the first sync
D. After the first sync

Answer: D

NEW QUESTION 59
Before installing the Endpoint Security Management Server, it is necessary to consider this:

A. A Network Security Management Server must be installed.
B. A Network Security Management Server must NOT be installed on the same machine.
C. An Endpoint Security Gateway must be installed.
D. MS SQL Server must be available with full admin access.

Answer: B

NEW QUESTION 61
Which command in CLI session is used to check status of Check Point processes on Harmony Endpoint Management server?

A. cpwd_admin list
B. ps -aux | grep EPM
C. show mgmt server state
D. cpwd state

Answer: A

NEW QUESTION 62
When you are facing a technical problem and you need help, what resource is recommended for all technical information about Check Point products?

A. You can use an online search engine like Google and you will find the answer in the first results.
B. Check Point SecureKnowledge, CheckMates, and Check Point Customer Support.
C. You can use any infosec-related online sources.
D. Press F1 in the SmartConsole and write down the problem.

Answer: B

NEW QUESTION 67
Harmony Endpoint offers Endpoint Security Client packages for which operating systems?

A. Unix, WinLinux and macOS
B. Windows, macOS and Linux operating systems
C. macOS, iPadOS and Windows
D. Windows, AppleOS and Unix operating systems

Answer: B

NEW QUESTION 69
Which of the following is not protected by the Full Disk Encryption (FDE) software?
? Client's user data
? Operating system files
? Temporary files
? Erased files

A. Temporary and erased files
B. All of these are protected with FDE
C. Erased files

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Recommend!! Get the Full 156-536 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/156-536-exam-dumps.html (94 New Questions)

D. Temporary files

Answer: C

NEW QUESTION 70
What does pre-boot protection prevent?

A. Unauthorized access to the Remote Help bypass tools or alternative boot technical support methods
B. Unauthorized passwords or alternative "forgot passwords" methods during pre-boot
C. Unauthorized users using post-boot methods
D. Prevents unauthorized access to the operating system or bypass of boot protection

Answer: D

NEW QUESTION 72
Before installing FDE on a client machine, what should administrators make sure of?

A. That system volumes include at least 32 MB of continuous space
B. That system volumes include at least 50 MB of continuous space
C. That system volumes include at least 36 MB of continuous space
D. That system volumes include at least 25 MB of continuous space

Answer: A

NEW QUESTION 73
In a Standalone installation, the EMS is installed on the same computer or a different one than the NMS?

A. Same
B. Half on one and half on another computer
C. Both
D. Different

Answer: A

NEW QUESTION 75
Name one way to install Endpoint Security clients:

A. Third-party deployment tools
B. Automatic using the server deployment rules
C. Package import
D. Manual deployment using the internet

Answer: B

NEW QUESTION 77
As an Endpoint Administrator, you are facing some errors related to AD Strong Authentication in the Endpoint Management Server. Where is the right place to look
when you are troubleshooting these issues?

A. $FWDIR/log/Authentication.log
B. $FWDIR/logs/Auth.log
C. $UEPMDIR/logs/Authentication.log
D. $UEMPDlR/log/Authentication.elg

Answer: C

NEW QUESTION 79
What connection options does Connection Awareness support?

A. There are two options: Connected and Disconnected
B. Master and Slave Endpoint Security Management Server
C. Client and Server model based on LDAP mode
D. The supported ports are 389 and 636
E. There are two options: Connected to Management and Connected to a List of Specified Targets

Answer: D

NEW QUESTION 84
You're going to prepare a Deployment Scenario of an Endpoint Security Client on a Windows machine in an On-Prem environment. You choose one of two basic
deployments
- which is typical for a local deployment?

A. Agent (Initial Client) package only
B. Agent (Initial Client) and Software Blades packages
C. Agent-less (no Client) and Software Blades packages
D. Agent (free Client) package only
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Answer: B

NEW QUESTION 86
......
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