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NEW QUESTION 1
You are analyzing connectivity problems caused by intermediate devices blocking traffic in SSL VPN environment.
In which two ways can you effectively resolve the problem? (Choose two.)

A. You can turn off IKE fragmentation to fix large certificate negotiation problems.

B. You should use IPsec to solve issues with fragment drops and large certificate exchanges.

C. You can use SSL VPN tunnel mode to prevent problems with blocked ESP and UDP ports (500 or 4500).
D. You can configure a hub-and-spoke topology with SSL VPN tunnels to bypass blocked UDP ports.

Answer: AC
Explanation:

Disabling IKE fragmentation helps resolve issues caused by intermediate devices blocking large fragmented packets during certificate negotiation.
Using SSL VPN tunnel mode encapsulates traffic over HTTPS, bypassing blocks on ESP and UDP ports commonly used by IPsec.

NEW QUESTION 2
Refer to the exhibits.

Network diagram
HQ-NGFW BR1-FGT
WAN(port2) Router
100.65.0.101 WAN(port2)
100.65.1.111 ¢
: 1 |
< 100.65.0.0/24 100.65.1.0/24
LAN(port4)
10.0.11.254/24
\ 10.0.11.50 172.20.1.60 \%
HQ-PC-1 BR1-PC-1
NAT IP pool configuration
= Name € External IP Range & Type & ARP Reply ¢
@ SNAT-Pool 100.65.0.49 - 100.65.0.49 Overload © Enabled
@ SNAT-Remote 100.65.0.149 - 100.65.0.149 Overload © Enabled
@ SNAT-Remote1 100.65.0.99 - 100.65.0.99 Overload © Enabled
Firewall policies
Policy Source Destination Schedule Service Action IP Pool NAT

[=] ™ LAN (port4) — ™ WAN (port2) €

TCP traffic (2) g a B BR1-FGT [ always (g} ALL_TCP ACCEPT @ SNAT-Pool O NAT
PING traffic(3) IJ all B an [0 always g PING ~ ACCEPT @ SNAT-Remotel © NAT
IGMP traffic(4) [ all g au (@ always 32 1IGMP .~ ACCEPT @ SNAT-Remote © NAT

The exhibits show a diagram of a FortiGate device connected to the network, as well as the IP pool configuration and firewall policy objects.
TheWAN (port2)interface has the IP address100.65.0.101/24.

TheLAN (portd)interface has the IP address10.0.11.254/24.

Which IP address will be used to source NAT (SNAT) the traffic, if the user on HQ-PC-1 (10.0.11.50) pings the IP address of BR-FGT (100.65.1.111)

A. 100.65.0.101
B. 100.65.0.49
C. 100.65.0.99
D. 100.65.0.149

Answer: C

Explanation:

The ping traffic policy uses the IP pool named SNAT-Remotel, which has the external IP range 100.65.0.99. Therefore, traffic matching this policy (ping from HQ-
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PC-1 to BR1-FGT) will use 100.65.0.99 for source NAT.

NEW QUESTION 3
Which statement correctly describes NetAPI polling mode for the FSSO collector agent?

A. The collector agent uses a Windows API to query DCs for user logins.
B. NetAPI polling can increase bandwidth usage in large networks.

C. The NetSessionEnum function is used to track user logouts.

D. The collector agent must search Windows application event logs.

Answer: B

Explanation:
NetAPI polling mode involves frequent queries to domain controllers, which can cause increased bandwidth usage, especially in large networks with many login
events.

NEW QUESTION 4
A FortiGate firewall policy is configured with active authentication, however, the user cannot authenticate when accessing a website.
Which protocol must FortiGate allow even though the user cannot authenticate?

A. LDAP

B. TACASC+
C. Kerberos
D. DNS

Answer: D
Explanation:

DNS traffic must be allowed so the user can resolve domain names and reach the authentication server or web resources, even if authentication initially fails.

NEW QUESTION 5
Refer to the exhibit, which shows a partial configuration from the remote authentication server.

Attribut Vaillt venaol AcCon

Training Fortinet <

Why does the FortiGate administrator need this configuration?

A. To set up a RADIUS server Secret.

B. To authenticate Any FortiGate user groups.

C. To authenticate and match the Training OU on the RADIUS server.
D. To authenticate only the Training user group.

Answer: D

Explanation:
The Fortinet-Group-Name attribute is used to restrict authentication to users who belong specifically to the "Training" user group on the RADIUS server.

NEW QUESTION 6
An administrator wants to analyze and manage digital certificates to prevent browser warnings when users connect to the SSL VPN portal.
Which two statements describe how to correctly do this? (Choose two.)

A. The administrator can rely on the default FortiGate self-signed certificate to prevent all security warnings in the browser.
B. The administrator must disable HTTPS administrative access entirely to avoid certificate warnings.

C. The administrator can use a publicly trusted certificate from a known certificate authority (CA) to stop browser warnings.
D. The administrator can import the FortiGate self-signed certificate into each user??s browser as a trusted certificate.

Answer: CD
Explanation:

Using a publicly trusted certificate from a known CA prevents browser warnings without additional user action.
Importing the FortiGate self-signed certificate into users?? browsers as trusted eliminates warnings caused by untrusted certificates.

NEW QUESTION 7
Refer to the exhibits.
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HA configuration

HQ-NGFW-1 # config system ha

HQ-NGFW-1 (ha) # show
config system ha
set group-id 5
set group-name “Training”
set mode a-p
set password ENC adfbyqY4iPexFmAnZgzDY
set hbdev "port7" @
set session-pickup enable
set override disable
set priority 200
set monitor “portl”
set memory-based-failover enable
set memory-failover-threshold 70
set memory-failover-monitor-period 50
set memory-failover-sample-rate 10
set memory-failover-flip-timeout 68
end

HQ-NGFW-1 System Performance output

HQ-NGFW-1 § get system performance status

CPU states: 0% user 0% system O% nice 100% idle 0% iowait 0% irq 0% softirg

CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirg

CPUl states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirg

Memory: 2042076k total, 1837868k used (90%), 104146k free (5.1%), 100062k freeable (4.9%)

Average network usage: 19/2 kbps in 1 minute, 19/4 kbps in 10 minutes, 19/3 kbps in 30 minutes

Maximal network usage: 36/18 kbps in 1 minute, 58/86 kbps in 10 minutes, 58/87 kbps in 30 minutes

Average sessions: 21 sessions in 1 minute, 22 sessions in 10 minutes, 21 sessions in 30 minutes

Maximal sessions: 22 sessions in 1 minute, 28 sessions in 10 minutes, 28 sessions in 30 minutes

Average session setup rate: 0 sessions per second in last 1 minute, 0 sessions per second in last 10 minutes
Maximal session setup rate: 0 sessions per second in last 1 minute, 1 sessions per second in last 10 minutes
Average NPU sessions: 0 sessions in last 1 minute, 0 sessions in lasit 10 minutes, 0 sessions in last 30 minutes
Maximal NPU sessions: 0 sessions in last 1 minute, 0 sessions in lasit 10 minutes, 0 sessions in last 30 minutes
Virus caught: 0 total in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 10 days, 22 hours, 50 minutes

HQ-NGFW-2 System Performance output

HQ-NGFW-2 § get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirg

CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPUl states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irg 0% softirqg

Memory: 2042076k total, 993836k used (48.7%), 690352k free (33.8%), 357888k freeable (17.5%)

Average network usage: 26/18 kbps in 1 minute, 25/18 kbps in 10 minutes, 24/18 kbps in 30 minutes

Maximal network usage: 91/27 kbps in 1 minute, 92/27 kbps in 10 minutes, 92/32 kbps in 30 minutes

Average sessions: 9 sessions in 1 minute, 9 sessions in 10 minutes, 9 sessions in 30 minutes

Maximal sessions: 11 sessions in 1 minute, 11 sessions in 10 minutes, 13 sessions in 30 minutes

Average session setup rate: 0 sessions per second in last 1 minute, 0 sessions per second in last 10 minutes
Maximal session setup rate: 0 sessions per second in last 1 minute, 1 sessions per second in last 10 minutes
Average NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Maximal NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Virus caught: 0 total in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 10 days, 10 hours, 50 minutes

An administrator has observed the performance status outputs on an HA cluster for 55 seconds. Which FortiGate is the primary?

A. HQ-NGFW-2 with the parameter memory-failover-threshold setting
B. HQ-NGFW-2 with the parameter priority setting

C. HQ-NGFW-1 with the parameter memory-failover-flip-timeout setting
D. HQ-NGFW-1 with the parameter override setting

Answer: D
Explanation
The HA configuration shows that override is disabled (set override disable), but despite this, HQ-NGFW-1 has the higher priority (200) and is acting as the primary,

as indicated by its higher resource usage and uptime.
Override allows the device with higher priority to take over as primary, so HQ-NGFW-1 is the primary device.

NEW QUESTION 8
Refer to the exhibit.
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What would be the impact of these settings on the Server certificate SNI check configuration on FortiGate?

A. FortiGate will accept and use the CN in the server certificate for URL filtering if the SNI does not match the CN or SAN fields.
B. FortiGate will accept the connection with a warning if the SNI does not match the CN or SAN fields.

C. FortiGate will close the connection if the SNI does not match the CN or SAN fields.

D. FortiGate will close the connection if the SNI does not match the CN and SAN fields

Answer: D

Explanation:
With the Server certificate SNI check set to Strict, FortiGate enforces that the SNI must match either the Common Name (CN) or Subject Alternative Name (SAN)
in the server certificate; otherwise, it closes the connection.

NEW QUESTION 9
A new administrator is configuring FSSO authentication on FortiGate using DC Agent Mode. Which step is NOT part of the expected process?

A. The DC agent sends login event data directly to FortiGate.

B. The user logs into the windows domain.

C. The collector agent forwards login event data to FortiGate.

D. FortiGate determines user identity based on the IP address in the FSSO list.

Answer: C

Explanation:
In DC Agent Mode, the DC agent sends login event data directly to FortiGate without involving a collector agent.

NEW QUESTION 10
An administrator notices that some users are unable to establish SSL VPN connections, while others can connect without any issues.
What should the administrator check first?

A. Ensure that the affected users are using the correct port number.

B. Ensure that user traffic is hitting the firewall policy.

C. Ensure that forced tunneling is enabled to reroute all traffic through the SSL VPN
D. Ensure that the HTTPS service is enabled on SSL VPN tunnel interface

Answer: B
Explanation:

If user traffic is not matching the appropriate firewall policy that permits SSL VPN, users will be unable to establish connections, making this the first aspect to
verify.

NEW QUESTION 10
Refer to the exhibits.
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FortiGate HA cluster topology
HQ-NGFW-1
port4 4:2’ port2
port? ports
ik port7 J . | ponts
portd port2
HQ-NGFW-2
Current HA status

HO-NGFW-1 # get system ha status

Contiguration Status:
FGVMB2TM24013423(updated @ seconds ago): in-sync
FGVMB2TM24013423 chksum dump: el 6@ 2¢ 42 b8 c1 c6 df 11 34 Bc 21 80 79 a4 9f
FGVMO2TM24013501 (updated 4 seconds ago): in-sync
FGVMB2TM240135081 chksum dump: el 6@ 2e 42 bB cl c6 df 11 34 Bc 21 680 79 a4 9f

number of member: 2

HQ-NGFN-1 , FGVMO2TM24013423, HA cluster index = 1
HQ- NGFW - 2 , FGVMA2TM24013501, HA cluster index = ©
number of vcluster: 1

veluster 1: work 169.254.0.2

Primary: FGVMO2TM24013423, HA operating index = 0
Secondary: FGVMO2TM24013501, HA operating index = 1

New FortiGate HA configuration

HQO-NGFwW-1

# config system ha
set group-id S
set group-name "Fortinet"”
set mode a-p
set password *
set hbdev "port7”™ 50 "port8"™ &0
set session-pick enable
set override disable
set priority 90
set monitor "porti”

HQ-NGFW-2

# config system ha
set group-id S
set group-name "Fortinet"”
set mode a-p
set password *
set hbdev "port7” 50 "porté®™ €0
set session-pick enable
set override enable
set priority 110
set monitor "porti®
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Based on the current HA status, an administrator updates theoverrideandpriorityparameters on HQ-NGFW-1 and HQ-NGFW-2 as shown in the exhibit.
What would be the expected outcome in the HA cluster?

A. HQ-NGFW-1 will synchronize the override disable setting with HQ-NGFW-2.

B. HQ-NGFW-2 will take over as the primary because it has the override enable setting and higher priority than HQ-NGFW-1.
C. HQ-NGFW-1 will remain the primary because HQ-NGFW-2 has lower priority.

D. The HA cluster will become out of sync because the override setting must match on all HA members.

Answer: B

Explanation:
With override enabled on HQ-NGFW-2 and its higher priority (110 vs. 90), HQ-NGFW-2 will become the primary device, preempting HQ-NGFW-1 despite the
current primary status.

NEW QUESTION 15
Which three statements about SD-WAN performance SLAs are true? (Choose three.)

A. They rely on session loss and jitter.

B. They can be measured actively or passively.

C. They are applied in a SD-WAN rule lowest cost strategy.
D. They monitor the state of the FortiGate device.

E. All the SLAtargets can be configured.

Answer: ABE

Explanation:
SD-WAN SLAs monitor metrics like packet loss and jitter to evaluate link performance. SLA measurements can be performed using active probing or passive
monitoring. Administrators can configure all SLA target parameters to define performance criteria.

NEW QUESTION 18
A network administrator is reviewing firewall policies in both Interface Pair View and By Sequence View. The policies appear in a different order in each view.
Why is the policy order different in these two views?

A. Policies in Interface Pair View are prioritized by security levels, while By Sequence View strictly follows the administrator??s manual ordering.
B. By Sequence View groups policies based on rule priority, while Interface Pair View always follows the order of traffic logs.

C. The firewall dynamically reorders policies in Interface Pair View based on recent traffic patterns, but By Sequence View remains static.

D. Interface Pair View sorts policies based on matching interfaces, while By Sequence View shows the actual processing order of rules.

Answer: D

Explanation:
Interface Pair View organizes policies grouped by source and destination interfaces, whereas By Sequence View displays policies in the exact order they are
processed by the firewall.

NEW QUESTION 23
Which two statements about equal-cost multi-path (ECMP) configuration on FortiGate are true? (Choose two.)

A. If SD-WAN is disabled, you can configure the parameter v4-ecmp-mode to volume-based.

B. If SD-WAN is enabled, you can configure routes with unequal distance and priority values to be part of ECMP.
C. If SD-WAN is disabled, you configure the load balancing algorithm in config system settings.

D. If SD-WAN is enabled, you control the load balancing algorithm with the parameter load-balance-mode.

Answer: AD

NEW QUESTION 27
Refer to the exhibit.

m— S S—

HO-NGFW-1 # diagnose test application ipsmonitor
pid 2044, engine count 0 (+1)
0 - p1d:2074:2074 cfg:1 master:0 run:

As an administrator you have created an IPS profile, but it is not performing as expected. While testing you got the output as shown in the exhibit.
What could be the possible reason of the diagnose output shown in the exhibit?

A. There is a no firewall policy configured with an IPS security profile.

B. FortiGate entered into IPS fail open state.

C. Administrator entered the command diagnose test application ipsmonitor 5.
D. Administrator entered the command diagnose test application ipsmonitor 99.

Answer: A

Explanation:
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The output shows the IPS engine count as 0, indicating no active IPS engines are running. This typically means no firewall policy is referencing the IPS security
profile, so the IPS profile is not being applied or triggered.

NEW QUESTION 31
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