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NEW QUESTION 1
Refer to the exhibit.

Craco vidanage

A network administrator is configuring OSPF advanced configuration pararmeters from a template using the vManager GUI for a branch WAN Edge router to

calculate the cost of summary routes to an ASBR. Which action achieves this configuration?

A. Disable RFC 1583 Compatiblt
B. Enable Originate
C. Enable RFC 1M3 Compatible
D. Disable Original

Answer: C

NEW QUESTION 2
Company E wants to deploy Cisco SD-WAN with controllers in AWS The company's existing WAN is on private MPLS without Internet access to controllers m
AWS An Internet circuit is added to a site in addition to the existing MPLS circuit. Which interface template establishes BFD neighbors over both transports?
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A. Option A
B. Option B
C. Option C
D. Option D
Answer: A
NEW QUESTION 3

What is the role of the Session Traversal Utilities for NAT server provided by the vBond orchestrator?

A. It facilitates SD-WAN toners and controllers to discover their own mapped or translated IP addresses and port numbers
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B. It prevents SD-WAN Edge routers from forming sessions with public transports among different service providers
C. It facilitates SD-WAN Edge routers to stay behind a NAT-enabled firewall while the transport addresses of the SD-WAN controller are unNAT-ed
D. It allows WAN Edge routers to form sessions among MPLS TLOCSs using only public IP addresses

Answer: C

NEW QUESTION 4
Refer to the exhibit.

(-1) (-1)
eth1
172.16.1.0/24
(-2) (-2)
eth1 eth0 ge0/0 _[.254}
ee— A
10.10.10.0/24 iy HQ
Mgmt
—_— ge0/1] (-254)
(-3)
eth0 g9
172.16.2.0/24
vManage vBond
system system

system-ip 10.10.10.101 system-ip 10.10.10.103

host-name vManage host-name vBond
site-id 1 gite-id 1

clock timezone Europe/London
vbond 172.16.2.1
organization-name Cisco.com

clock timezone Europe/Rome
vbond 172.16.2.1 local
organization-name Cisco.com

vpn O vpnﬂ
interface ethl interface ge0/0
ip address 172.16.1.1/24 ip address 172.16.2.1/24
no shut no shut
tunnel-interface tunnel-interface
allow-service all encapsulation ipsec

ip route 0.0.0.0/0 172.16.1.254 allow-service all
| ip route 0.0.0.0/0 172.16.1.254

commit -
commit

vManage and vBond have an issue establishing a connection to each other. Which configuration resolves the issue?

A. Configure the timezone on vBond to Europe/London.

B. Configure the encapsulation ipsec command under the tunnel interface on vManage.
C. Configure a default route on vBond pointing to 172.16.2.254.

D. Remove the encapsulation ipsec command under the tunnel interface of vBond.

Answer: C

NEW QUESTION 5
An organization wants to use the cisco SD-WAN regionalized service-chaining feature to optimize cost and user experience with application in the network, which
allows branch routers to analyze and steer traffic toward the required network function. Which feature meets this requirement?

A. Cloud Services Platform

B. VNF Service Chaning

C. Cloud onRamp for Colocation
D. Cloud onRamp for laaS

Answer: C

Explanation:
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-cisco-sd-wan-ebook
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The solution provides enterprises with multiple distributed branch offices that are clustered around major
cities or spread over several countries the ability to regionalize the routing services in colocation facilities.

NEW QUESTION 6
How many subnets are necessary in Azure VNet for a WAN Edge device to function in the cloud deployment?

A. CSR is the WAN Edge device that is supported in the Microsoft clou

B. The Microsoft underlay cloud fabric performs the management function.

C. There must be three subnets in VNet: management, public, and services.

D. One public subnet is required in VNe

E. The Microsoft underlay cloud fabric performs all of the routing functions for WAN Edge.
F. Public and services subnets are required in VNe

G. The Microsoft underlay cloud fabric performs the management function.

Answer: D

NEW QUESTION 7
An engineer is configuring a WAN Edge router for DIA based on matching QoS parameters. Which two actions accomplish this task? (Choose two.)

A. Apply a QoS map policy.

B. Configure a control policy.

C. Configure a centralized data policy.

D. Configure NAT on the transport interface.
E. Apply a data policy on WAN interface.

Answer: CD

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

NEW QUESTION 8
When software is upgraded on a vManage NMS, which two image-adding options store images in a local vManage software repository? (Choose two.)

A. To be downloaded over a SMTP connection
B. To be downloaded over a SNMP connection
C. To be downloaded over an out-of-band connection
D. To be downloaded over a control plane connection
E. To be downloaded over an ICMP connection

Answer: CD

NEW QUESTION 9
What is the default value (in milliseconds) set tor the poll interval in the BFD basic configuration?

A. 300,000
B. 600,000
C. 900,000
D. 1,200,000

Answer: B

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.2/Configuration/Templates/B

NEW QUESTION 10
Which set of platforms must he in separate VMS as of release 16.1?

A. vSmart and WAN Edge
B. WAN Edge and vBond
C. vManagc and vSmart
D. vBond and vSmart

Answer: D

NEW QUESTION 10
What are the two protocols redistributed into OMP? (Choose two.)

A. OSPF
B. RIP
C. LDP
D. RSVP
E. EIGRP

Answer: AE
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Explanation:

Supported Protocols

This section explains the protocols supported for unicast routing
« OMP Routing Protocol

+ BGP and OSPF Routing Protocols

« OSPFv3

e EIGRP

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-unicas

NEW QUESTION 11
Which API call retrieves a list of all devices in the network?

A. https://vmanage_IP_address/dataservice/system/device/{{model}}
B. http://vmanage_IP_address/dataservice/system/device/{{model}}
C. http://lvmanage_IP_address/api-call/system/device/{{model}}

D. https://lvmanage_IP_address/api-call/system/device/{{model}}

Answer: A

Explanation:

Display all available vEdge routers in the overlay network.
GET https://{vmanage-ip-address}/dataservice/system/device/vedges
NEW QUESTION 15

Refer to the exhibit.

vl arage

0 COMFIGURATION | boUCE

Cand-gare Trpniogy st
W L
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An administrator is configuring a policy in addition to an existing hub-and-spoke policy for two sites that should directly communicate with each other. How is this
policy configured?

A. hub-and-spoke

B. mesh

C. import existing topology

D. custom control (route and TLOC)

Answer: D
Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/controlpolicies

NEW QUESTION 17
Refer to the exhibit.

LAB-ROUTER#show 1p route vrf 100
Gateway of last resort 1s 10.1.9.2 to network 0.0.0.0

m* 0.0.0.0/0 ([251/0) via 10.1.9.2, 06:10:53
[251/0) via 10.1.9.3, 06:10:53
O 10.80.6.0/2¢
(110/300) wvia 172.19.75.78, 20:35:33, GigabitEthernet0/0/2.10
[(110/300] via 172.19.75.66, 1lwld, GigabitEthernet0/0/1.11
O 10.80.56.0/24
(110/300] via 172.19.75.78, 20:35:33, GigabitEthernet0/0/2.10
(110/300) via 172.19.75.66, 1lwdd, GigabitEthernet0/0/1.11

The network administrator has configured a centralized topology policy that results in the displayed routing table at a branch office. Which two configurations are
verified by the output? [Choose two.)

A. The routing table is for the transport VPN.
B. The default route is learned via OMP.
C. This routing table is from a cEdge router.
D. The default route is configured locally.
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E. The configured policy is adding a route tag of 300 to learned routes.

Answer: BC

NEW QUESTION 20
What is the minimum Red Hat Enterprise Linux operating system requirement for a Cisco SD-WAN controller deployment via KVM?

A. RHEL7.5
B. RHEL 6.5
C. RHEL4.4
D. RHEL 6.7

Answer: D
NEW QUESTION 21

An engineer is adding a tenant with location ID 399533345 in vManage. What is the maximum number of alphanumeric characters that is accepted in the tenant
name filed?

D

4
28
56

cow>
NP

Answer: B

Explanation:
In the Add Tenant window:

a. Enter a name for the tenant. It can be up to 128 characters and can contain only alphanumeric characters.

NEW QUESTION 23
Refer to the exhibit.

(1) A0 (1)
eth1 {1127 eth

vManage
(2) 0 (2 150.5.1.0/28
eth1 f_:l " athDd Transport
vSmart 19 N
10.1.1.0/24 a0/0 %
Mgmt
HQ
3) = (3
( Il:__ ® (.3)
eth0 3. 74 gel/0
Nt
vBond
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vManaga vaman
Bystas Fystes
system-ip 10 10.310,.101 system-ip 10.10.13,102
hagt - nane wManage haRt-pane YIERAE:
aibte-id 1 site-id 1
cisok SiTmEone IIL:er.-,"InMrr. cleck timazons !1|.-.-a_=.|-':.n.-|rll-.r.
vhond 153 .5.1. % vhomd 120 5.1 13
crganiration-neme Cisoo . O0m organiration-mamse TLS00. Com
vpa @ vpa
interface athld intearface athl
ip address 130.5.1.1/28 ip address 130.53.1.2/28
no ahut mely Ahut
tgnnal= interfanes tunnel-interfacs
allow ltlwil . -]L -‘L;...-'l aervice all
ip zoure O.0.0.0/0 150.5.1 .14 ip rowte ©.0.6.0/0 150.6.1.124
o BN oL Y
vHBond
system

system-ip LOQ.10.10 103
bBost-name wlond
site-id 1

clock timsrons Europe/London

whond 150 5 1 03
CFANLEET 100 DAk T4 peary St
wpa 0

intarface ol 0

p addreas 150 5 1 %/rA

no ahut

tunnel-interfsce
ancapiylation Lpees
allow-amrvics all
ip route D.0.0. 050 150.5.3.14

=1 NN

An engineer is troubleshooting an issue where vManage and vSmart have a problem establishing a connection to vBond. Which action fixes the issue?

A. Reconfigure the vBond command on the vBond as vBond 150.5.1.3 local

B. Configure the tunnel interface on all three controllers with a color of transport

C. Remove the encapsulation IPsec command under the tunnel interface of vBond.

D. Configure encapsulation as IPsec under the tunnel interface of vManage and vSmart

Answer: A

Explanation:

oo s s I addeaes AF Miora sland s haotratne e ; h e 1D -addrase o b a pe e I wddenae fis mllemar all s
Configure the IP address of Cisco vBond Orchestrator, Cisco vBond Orchestrator's [P address must be a public IP address, to allow all Cisco
B o N . SRS, ST Y (NTTOUTIL VLRSI PP [y RMUPIEE Ly < SCPEK | e L N T

vcage devices in the overlay network to reach Lisco viBona Urchestrator

vBond (config-system) évbond ip-adaress lecal

In Releases 16.3 and later, the address can be an IPvd or an IPv6 address. In earlier releases, it must be an [Pvd address A vBond orchestrator is
effectively a vEdge router that performs only the orchestrator functions. The local option designates the device to be Cisco vBond Orchestrator,
not a vedge router. Cisco vBond Orchestrator must run on a standalone wirtual machine (VM) or hardware router; it cannot coexist in the same

dad Hi G e g s e TSNy nf | LA .
device as a software or hardware vEdge router

NEW QUESTION 27
Which two requirements must be met for DNS inspection when integrating with cisco umbrella? (Choose two)

A. Upload the WAN Edge serial allow list to the Umbrella portal.

B. Attach security policy to the device template.

C. Configure the Umbrella token on the vManage

D. Create and attach a System feature template with the Umbrella registration credentials.
E. Register and configure the vManage public IP and serial number in the Umbrella portal.

Answer: BC

Explanation:
https://www.connection.com/~/media/pdfs/brands/c/cisco/security/cnxn-cisco-sd-wan-and-umbrella.pdf?la=en

NEW QUESTION 32

An engineer configures an application-aware routing policy for a group of sites The locations depend on public and private transports The policy does not work as

expected when one of the transports does not perform properly This policy is configured:
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policy

sla-class BULK_DATA
loss 20

latency 300

jitter 100

|

sla-class TRANSACTIONAL_DATA
loss 15

latency 50

tjitter 100

sla-class REALTIME
loss 20

latency 100

jitter 30

L]

5pp—rnute-pclicy VPN-10_MPLS_AND_INET_SITES
vpn-list VPN-10

sequence 1

match

|d scp 46 [}

action

backup-sla-preferred-color biz-internet
sla-class REALTIME preferred-color private1
i

t
sequence 11

match
dscp 34
[}

action

backup-sla-preferred-color biz-internet

sla-class TRANSACTIONAL_DATA preferred-color private1
1

which configuration completes the policy so that it works for all locations?
A)

sla<class TRANSACTIONAL_DATA
loss §

latency 50

1jit!r.!'r 100

slaclass REALTIME
loss 2

latency 100

jiter 30

|

B)
sla-class TRANSACTIONAL _DATA
loss 2
latency 100
jiter 30
!

sla-class REALTIME
loss 18

latency 100

jiter 100

|

C)

sla-class BULK_DATA
loss 10
latency 300
Jitter 100

i

;.'l:l-claii REALTIME
loss 2
latency 100

jitter 30

|

D)
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sla-class BULK_DATA
loss 156

latency 100

jitter 100

f

sla-class TRANSAC TIONAL_DATA

loss 10
latency 300
jitter 100

!

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 34

An engineer wants to change the configuration of the certificate authorization mode from manual to automated. Which GUI selection will accomplish this?

A. Maintenance > Security

B. Configuration > Certificates

C. Administration > Settings

D. Tools > Operational Commands

Answer: C

Explanation:

Runbook to Request and Install Cisco PKI Certificates

a |

2. Navigate to Administration » Settings » Controller Certificate Authorization and press Edit

3. Select the radio button Cisco Automated (Recommended)

NEW QUESTION 38

Venfy that you have satished the prerequisites and that you have added the Smart Account credentials.

An engineer is configuring a shaping rate of 1 Mbps on the WAN link of a WAN Edge router Which configuration accomplishes this task’?

vpn vpn-id
interface interface-name
shaping-rate 1000000

vpn vpn-id
interface interface-name
shaping-rate 1000

interface interface-name
vpn vpn-id
shaping-rate 1000000

interface interface-name
vpn vpn-id
shaping-rate 1000

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 39
Refer to the exhibit.
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An ongineer configured OMP with an ovorlay-as of 10666. What is tho AS-PATH for prefix 104.104.104.104/32 on R10077?

A. 100 10666 104

B. 100 10666

C. 100 10666 20 104
D. 100 20 104

Answer: A

NEW QUESTION 40

Which platform is a Cisco SD-WAN virtual platform?
A. Cisco ISR 4000

B. Cisco Nexus 1000V

C. Cisco CSR 1000V

D. Cisco ASR 1000

Answer: C

NEW QUESTION 45

Which configuration step is taken on vManage after WAN Edge list is uploaded?

A. Send the list to controllers
B. Enable the ZTP process
C. Verify the device certificate
D. Set the device as valid

Answer: D

Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid

device state must be moved from staging to valid. In vManage under Configuration > Certificates > WAN Edge List,
select the WAN Edge device(s) and change the state to valid under the Validity column and click Send to Controllers.

NEW QUESTION 47

A network engineer must configure all branches to communicate with each other through the Service Chain Firewall located at the headquarters site. Which

configuration allows the engineer to accomplish this task?
A)

Cisco vManage

POLICIES
alized Policy |

£ CONFIGURATION

Centralized Policy I O¢

C)
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Administration

Settings

Manage Users

Cluster Ma nagement

Integration Management

Administration

Seltings

Manage Users

Cluster Management

Integration Management

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 48
Which port is used for vBond under controller certificates if no alternate port is configured?

A. 12345
B. 12347
C. 12346
D. 12344

Answer: C

Explanation:
vSmart and vManage are normally installed behind NAT device, so port hopping is not needed. vBond always uses to other

Viptela devices using port 12346 and they never use port hopping.

NEW QUESTION 52

An engineer modifies a data policy for DIA in VPN 67. The location has two Internet-bound circuits. Only the web browsing traffic must be admitted for DIA. without
further discrimination about which transport to use.

Here is the existing data policy configuration:

data-policy DIA
vpn-list VPN-6/
sequence 10
match
destination-data-prefix-list INTERNAL-NETWORKS

default-action drop

Which policy configuration sequence meets the requirements?
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sequence 5
match
destination-port 80 443
destination-ip 0.0.0.0/0
|
action accept
nat use-vpn 0

sequence 20
match
destination-port 80 443
source-ip 0.0.0.0/0
|
action accept
set
local-tloc-list
color biz-internet

sequence 20
match
destination-port 80 443
destination-ip 0.0.0.0/0
|
action accept
nat use-vpn 0

sequence 5
match
destination-port 80 443

source-ip 0.0.0.0/0
|

-

action accept

set
local-tloc-list
color blz-internet

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 57
Which policy tracks path characteristics such as loss, latency, and jitter in vManage?

A. VPN

B. control

C. app-route
D. data

Answer: C

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/applicat
NEW QUESTION 59

Which device information is required on PNP/ZTP to support the zero-touch onboarding process?

A. interface IP address

B. system IP address

C. public DNS entry

D. serial and chassis nhumbers

Answer: D

NEW QUESTION 60
Which combination of platforms are managed by vManage?
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A. ISR4321,
B. ISR4351,
C. ISR4321,

ASR1001, ENCS, ISRv
ASR1002HX, vEdge2000, vEdge Cloud
ASR1001, Nexus, ENCS

D. ISR435I, ASRI009, vEdge2000, CSR1000v

Answer: A

NEW QUESTION 63

Which policy allows communication between TLOCs of data centers and spokes and blocks communication between spokes?

A. centralized data policy
B. centralized control policy
C. localized control policy
D. localized data policy

Answer: B

NEW QUESTION 64
Which configuration defines the groups of interest before creation of the access list or route map?

A)

B)

£ COMFIGURATION | POLICES

Centralized Palicy Localzed Pobcy o Centralized Policy @ Localized Policy

CLI Policy CLI Polcy
© Add Policy ! I i
12 Lists

MAMCENTRAIL MAINCENTRAL U Poboy Budder Route Pol Ty

Cisco vManage

Tepology Forwarding Closs/QoS

Cisco vidanage

L CONFIGURATION  Tonam arTs

P
© Create Templals ~ @e

n_mmmmmmm::::-

C)

£3 CONFIGURATION | POLICIES

Cisco vManage

Centralized Policy || Localized Polcy O Centralized Policy G Localized Pelicy
CLI Podicy CLI Polec

© Add Policy Pl J
Lists Lists

O‘ Topology Forwardng Class/QoS

AINCENTRAL  MAINCENTRAL Ui Policy Bulder Route Policy

Cisco vidanage

£ CONFIGURATION | POLICIES

Centr

adired Policy | Locaired Pobcy O Contraliped Policy O Localized Policy

© Add Pokicy

WAIMCT MTRAL MAINCENTRA Uit Polcy Buddér LR Pobcy Bualded | gF le Policy

CLI Podicy CLI Pohcy
I3 Lists

Topolocy Fofwading Class /005

A. Option A
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B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 65

A bank is looking for improved customer experience for applications and reduce overhead related to compliance and security. Which key feature or features of the

Cisco SD-WAN solution will help the bank to achieve their goals?

A. Integration with PaaS providers to offer the best possible application experience

B. QoS including application prioritization and meeting critical applications SLA for selecting optimal path.

C. implementation of a modem age core banking system
D. implementation of BGP across the enterprise routing for selecting optimal path

Answer: B

Explanation:

https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-cisco-sd-wan-ebook-

NEW QUESTION 70

Which two sets of identifiers does OMP carry when it advertises TLOC routes between WAN Edge routers? (Choose two.)

A. TLOC public and private address, carrier, and preference

B. source and destination IP address, MAC, and site ID

C. system IP address, link color, and encapsulation

D. VPN ID, local site network, and BGP next-hop IP address

E. TLOC public and private address, tunnel ID, and performance

Answer: AC

NEW QUESTION 72

When redistribution is configured between OMP and BGP at two Data Center sites that have Direct Connection interlink, which step avoids learning the same

routes on WAN Edge routers of the DCs from LAN?

A. Define different VRFs on both DCs

B. Set same overlay AS on both DC WAN Edge routers

C. Set down-bit on Edge routers on DC1

D. Set OMP admin distance lower than BGP admin distance

Answer: B

Explanation:
Typically, there are more than one datacenters for HA/redundancy requirements. After

siuccesshul migration of the first datacenter, migrate the second datacenter in a similar method

as explained in this section. Note that a routing loop can occur if there is a backdoor link
between the datacenter sites and route advertisement 1s configured between the two
datacenters. To avoid the loop. any of the three methods explained below can be used:

I. Use the same Amtonomous System Noumbers (ASN) on edge routers of the two

datacenters. Because of the same ASN, the AS-PATH attribute will avoid learning the same
prefixes on the edge routers that are advertised by the other datacenter towards the LAN side.

2. Use overlay-AS to insert Overlay Management Protocol (OMP) AS number when
redistributing the routes from OMP into LAN side towards DC LAN. Configure all DC 5D-
WAN edge routers with the same overlay-as, This allows the edges 1o filter the routes
advertised by the other DCs edge devices towards the LAN side and prevents redistributing
the same routes back into OMP.

3. Use tags or communities to mark the prefixes at one datacenter when redistributing
to DC LAN and filter on the edge of the other datacenter when learning advertisements from
the LAN side.

NEW QUESTION 77
Refer to the exhibit.
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A network administrator is configuring OMP in vManage to advertise all the paths for the same prefix from a site that has two WAN Edge devices Each WAN Edge
device is connected to three ISPs and two private MPLS transports. What is the minimum value for ‘Number of Paths advertised per Prefix" that should be
configured?

00w
= o1 WwWiN

Answer: D

NEW QUESTION 82
What problem happens on a device with two serial numbers, a unique device identifier (UDI), and secure unique device identifier (SUDI) when an engineer
provisions ISR 4000 by PnP using only a UDI?

A. It encounters spanning tree issues
B. It faces interface buffer overflow patterns
C. It encounters redirection problems.
D. It encounters memory overload problems

Answer: D

NEW QUESTION 87
An engineer must avoid routing loops on the SD-WAN fabric for routes advertised between data center sites Which BGP loop prevention attribute must be
configured on the routers to meet this requirement?

A. same OMP overlay-as on WAN Edge routers of all data centers
B. static routing on al WAN Edge routers instead of BGP

C. same BGP AS between all WAN Edge routers and CE routers
D. same BGP AS between all CE and PE routers

Answer: A

NEW QUESTION 92
Which protocol is used for the vManage to connect to the vSmart Controller hosted in Cloud?

A. PnP Server
B.ZTP

C. NETCONF
D. HTTP

Answer: C

Explanation:

Netconf and CLI-Netconf is a standards-based protocol used by Cisco viManage to provision a Cisco vSmart Controller

NEW QUESTION 93
Which TCP Optimization feature is used by WAN Edge to prevent unnecessary retransmissions and large initial TCP window sizes to maximize throughput and
achieve a better quality?

A. SEQ
B. SYN
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C.RTT
D. SACK

Answer: D

Explanation:

TCP Optimization

The Cisco SD-WAN TCP Optimization feature uses TCP Selective Acknowledgement
(SACK) to prevent unnecessary retransmissions and large initial TCP window sizes in
order to maximize throughput and achieve a better quality of experience.

NEW QUESTION 94
What is a default protocol for control plane connection?

A. IPsec
B. HTTPS
C.TLS

D. DTLS

Answer: D

NEW QUESTION 98
An engineer must configure local redundancy on a site. Which configuration accomplish this task?

A. vpn Qinterface interface-name

B. tloc extension interlace nametloc extension interface interface name
C. vpn Otloc extension interface

D. interface-flameinterface interface-name tloc-extension

Answer: A

NEW QUESTION 99
Which two services are critical for zero touch provisioning on-boarding? (Choose two)

A. SNMP
B. DNS
C. DHCP
D. AAA
E. EMAIL

Answer: BC

NEW QUESTION 103
Refer to the exhibit.
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policy !
lists !
! default-action accept
tioc-list dc-prelerence-east !
tlioc 100.100.100.100 color mpls control-policy adv-dc-preference-east
encap ipsec preference 200 sequence 10
tloc 101.101.101.101 color mpls match route
encap ipsec preference 400 site-list dc-sites
) 1
sile-list sites-region-west action accepl
site-id 1-20 sat
! tloc-list dc-preference-east
sile-list sites-region-east !
site-id 21-40 !
! |
site-list dc-sites default-action accept
site-id 100-101 !
|
apply-policy
control-policy adv-dc-preference-west site-list sites-region-west
sequence 10 control-policy adv-dc-preference-west
maltch route out
site-list dc-sites !
! site-lis! sites-region-eas!
action accept control-policy adv-dc-preference-east
set out
tloc-list dc-preference-eas! !
! !

A customer wants to implement primary and secondary Cisco SD-WAN overlay routing for prefixes that are advertised for both data centers. The east data center

(TLOC 101.101.101.101) is primary for east sites, and the west data center (TLOC 100.100.100.100) is primary for west sites. Which configuration change
achieves this objective?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 105

Which two resource data types are used to collect information for monitoring using REST API in Cisco SD-WAN? (Choose two.)

A. POST
B. DELETE
C. scalar
D. array

E. PUT

Answer: CD

NEW QUESTION 107

Which set of elements are verified by the controller to confirm the identity of edge devices?

A. certificates, organization name and serial number of the device
B. organization name serial number and system IP of the device

C. certificates, organization name, and vBond domain
D. certificates, system IP, and vBond domain

Answer: A

NEW QUESTION 108
Refer to the exhibit.
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The SD-WAN network is configured with a default full-mesh topology. The SD-WAN engineer wants the Barcelona WAN Edge to use MPLS TLOC as the preferred
TLOC when communicating with Rome site. Which configuration must the engineer use to create a list to select MPLS color toward the Rome TLOC?

A)

Add Mesh Region

B)
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Add Mesh Region
Name Partial_Mesh
Uescrnphol Partial Mesh
/PN List ALL

.'.-"" } -'EI"';"' ‘_,:. e th

C)

Add Control Policy

TLOC
Creato 3 policy 10 apply 1o TLOCs
D)
Add VPN Membership Policy
VPN Membership Name Site_to_Site
Description Site_to_Site VPN List
Site List VPN Lists
Spokes N ALL
A. Option A
B. Option B
C. Option C
D. Option D
Answer: C

NEW QUESTION 112

What is the maximum number of IPsec that are temporarily created and converged on a new set if IPsec Sas in the pairwise keys process during a simultaneous
rekey?

Cow>
®o BN

Answer: B

NEW QUESTION 117
Refer to the exhibit.
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Edgel# show control connections

PEER
EER PEER PEER SITE DOMAIN PEER PRIV PEER
PE PROT SYSTEM IP (4] ID PRIVATE 1P PORT PUBLIC IP

cmart dtls 10.2.2.2
smart dtls 10.2.2.2

1 10.50.0.5
1 10.50.0.5

12446 10.50.0.5
12446 10.50.0.5

1
1
bond dtls 0.0.0.0 (4] 0
0
1

10.50.0.9 12346 10.50.0.9
bond dtls 0.0.0.0 0 10.50.0.9 12346 10.50.0.9
anage dtls 10.1.1.1 0 10.50.0.1 12446 10.50.0.1

up

An organization is testing a Cisco SD-WAN solution and decided to have the control plane established first and not the data plane at the time of migration. Which

configuration achieves this goal?
A)

T3 CONFIGURATION | CERTWICATES
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C)

[ﬁ CONFIGURATION | CERTIFICATES
WAN Edge List Contrabess

2 Land bs Contrters

o Sl b Controllirs 1o sy e WAN o Lot on al oowtodess
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B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 118
A company must avoid downtime at the remote sites and data plane to continue forwarding traffic between WAN Edge devices if the branch router loses
connectivity to its OMP peers Which configuration meets the requirement?

COMFIGURATION | TEMPLATES

Frat sr Trerpaade At Teregiwe b

ws At

Graceful Rewtar) for OMEP

Crverlay AS NUEDSr B .

Gracefyul Restart Timer (seconds) E - W

Murmiber of Pathe Advertised por Prefn - | &

L]

ECMP Lirmet NE .

B)

Fewtaow Terr e Aot !ﬂl‘;i.'_l" QAP

Base Confaguratkon Timers Advertise

Oraceful Restart for OMP - L Il
Owerlay AS Numnber 1 . .

Gragetul Restart Timer [seconds) . T

Mumbor of Paths Advertined per Preafu 3

ECHa™ Lirrit

C)
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COMFIGURATION | TEMPLATES

Feabse Tees Cuei At Terilale o I

Oraceful Restart for OMEP

Crepriay AS Murmbor .

-

Cracef Rostart Tener [seconds ) £ 1 .
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CONFIGURATION | TERERLATLS
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Overlay AS Number " 5 .
Gracelul Restor! Trmer (ssconds |
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ECMWP Lt [ =

ek cram - Yes & Ko

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 123
An engineer is troubleshooting a vVEdge router and identifies a “DCONFAIL — DTLS connection failure” message. What is the problem?

A. certificate mismatch
B. organization mismatch
C. memory issue

D. connectivity issue

Answer: D

Explanation:
https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 125
Which logs verify when a device was upgraded?

A. Audit
B. Email
C.ACL
D. SNMP
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Answer: A

NEW QUESTION 126
A customer has MPLS and Internet as the TLOC colors An engineer must configure conlroJdlers with the Internet and not with MPLS Which configuration achieves
this requirement on vManage?

ip address 10.50.0.1/24
twnnel-interface
color mpls

B)
vpn 0
interface ethi
ip address 10.50.0.1/24
twnnel-interface
color public-internet

C)
vpn 0
interface eth1
ip address 10.50.0.1/24
tunnel-interface
color biz-internet

D)

vpn 0

interface ethi1
ip address 10.50.0.1/24
tunnel-interface
color default

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 131

What must an engineer conewef when decoying an SD-WAN on-pfemlses architecture based on ESXi hypervisor?

A. Cisco must provision the backup and snapshots platform lor ihe SD-WAN arctoecture

B. The managed service provider must provision controllars with their appropriate cerHwcatsi

C. The IT team a required to provision the SO-WAN controllers and Is responsAte lor backups and disaster recovery implementation
D. The IT team will be given access by Cisco to a vManage for configuration If templates and policies coeigmalim

Answer: C

NEW QUESTION 136
Which feature template configures OMP?

A)
Section Parameter Type Variable/value
Authentication Authentication Drop-down local
Order
Local Userfadmin/ Device Specific user_admin_passwd
Password
B)
Section Parameter Type Variable/value
Basic configuration  Numberof paths  Global 16
acdvertised per
prefix
Advertise Radio Global Off
Static Global Of
C)
Section Parameter Type Variable/value
Sarver HostnamelP Global 10.4.48.13
Address
VPNID Global 1
Source interface Global loopbackD
D)
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Section Parameter Type Variablelvalue
Basic configuration VPN Global 512
Name Global Management VPN
IPv4 Route Prefix Global 0.0.0.0/0
Gateway Radio button Next Hop
Mext Hop Device Specific vpn512_mgt_next_hop_ip_addr
A. Option A
B. Option B
C. Option C
D. Option D
Answer: B

NEW QUESTION 141

Which two algorithms authenticate a user when configuring SNMPv3 monitoring on a WAN Edge router? (Choose two.)

A. AES-256
B. SHA-1
C. AES-128
D. MD5

E. SHA-2

Answer: AB

Explanation:
Configure SNMPY3

"‘I|1-'I'. F "‘"I.I-I'.' I ET SK] . l!|'3 | "‘I-"':..

Note MO

the Lker section, click Add Mew User and enter the |

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.html

NEW QUESTION 144
How is TLOC defined?

A. It is represented by a unique identifier to specify a site in as SD-WAN architecture.

B. It specifies a Cisco SD-WAN overlay in a multitenant vSMART deployment.

C. Itis a unique collection of GRE or iPsec encapsulation, link color, and system IP address.
D. It is represented by group of QoS policies applied to a WAN Edge router.

Answer: C

NEW QUESTION 147

Which table is used by the vSmart controller to maintain service routes of the WAN Edge routers in the hub and local branches?

A.RIB
B. FIB
C. OMP
D. TLOC

Answer: C
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NEW QUESTION 151
What is the default value for the Multiplier field of the BFD basic configuration in vManage?

oowp
o o1~ W

Answer: D

NEW QUESTION 155
What is a benefit of the application aware firewall feature in the Cisco SD-WAN solution?

A. application monitoring

B. application malware protection
C. application visibility

D. control policy enforcement

Answer: C

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=242
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NEW QUESTION 160
What is the purpose of “vpn 0” in the configuration template when onboarding a WAN edge node?

A. It carries control traffic over secure DTLS or TLS connections between vSmart controllers and vEdge routers, and between vSmart and vBond

B. It carries control out-of-band network management traffic among the Viptela devices in the overlay network.

C. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vManager
D. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vBond

Answer: A

Explanation:

NEW QUESTION 164

An engineer configured a data policy called ROME-POLICY. Which configuration allows traffic flow from the Rome internal network toward other sites?

A. apply-policy site-list Rome data-policy ROME-POLICY from-tunnel
B. apply-policy site-list Rome data-policy ROME-POLICY from-service
C. site-list Rome control-policy ROME-POLICY in

D. site-list Rome control-policy ROME-POLICY out

Answer: A

NEW QUESTION 167

Which percentage for total memory or total CPU usage for a device is classified as normal in the WAN Edge Health pane?

A. more than 80 percent usage

B. less than 70 percent usage

C. between 70 to 90 percent usage
D. more than 90 percent usage

Answer: B

NEW QUESTION 172
Refer to the exhibit.
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Edge -Cloud#

Edge-Cloud# vshell
edge-Cloud:~% cd /var/log/
Edge-Cloud: /var/log$
eEdge-Cloud: /var/log$ 1s -1
otal 28992

Edge-Cloud: /var/log$
e - /

rw-r--r-- 1 root root 1441700 Nowv
rw-r--r-- 1 basic adm 0 Aug
rexr-xr-x 2 root root 4096 Nowv
rw-r--r-- 1 root root 1896486 Now
rw-r--r-- 1 root root 292292 Aug
re-r--r-- 1 root root 6197843 Nowv
rw-r--r-- 1 root root 10512141 Aug
rexr=xr=-x 2 root root 4096 Nov
rwxr-xr-x 2 gquagga quagga 4096 Aug
rw-r--r-- 1 root root 437 Now
re-r==r=- 1 root root 382 Nov
rw-r--r=- 1 root root 2004 wNowv
rW=—————— 1 root root 64064 Now
rexr=xr-x 2 root root 60 Nowv
rw=-r==-r=- 1 root root 6841506 Nowv
rw-r--r-- 1 root root 184602 Aug
-rw-r=--r=- 1 root root 2479511 Now
rwxr-xr-x 1 root utmp 49536 Nov

22

22
22

9
22
30
22
22
22
22
22
22
22

22
22

:13

:49
+57
: 31
:14
00
:48

48
4B
:49
107
;48
:14
: 29
:14
: 07

auth. log
cloud-init. log

confd

kern. log

lastlog

messages

messages. 1l

pdb

quagga
sw_script_active. 13?
sw_script_previous. log
sw_script_synccdb. log
tallylog

tmplog

vconfd

vdebug

vsyslog

wtmp

Which configuration stops Netconf CLI logging on WAN Edge devices during migration?

logs
audit-disable
netconf-disable

logs
netconf-disable

logging
disk netconf-disable

legging
disk
audit-disable
netennf-digahle

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp386725031

Syslog messages related to AAA authentication and Netconf CLI access and usage are placed in the auth log and messages files. Each time Cisco vManage logs in to
a Cisco vEdge device to retrieve statistics and status information and to push files to the router, the router generates AAA and Netconf log messages. So, over time,
these messages can fill the log files. To prevent these messages from filling the log files, you can disable the logging of AAA and Netconf syslog messages:

Device(config) # system aaa logsViptela|

NEW QUESTION 174
Refer to the exhibit
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An engineer must configure a QoS policy between me hub and site A (spoke) over a standard internet circuit where traffic shaping is adjusted automatically based
on evaiiabk» bandwidth Which configuration meets the requirement?

HHukbs

sdwan

interface GigabiiEthernetl
qos-adaptive
perod 30
downstream 8000
dewmatream range 6000 10000
upstream 3000
upstream rangs 4000 16000
et

tunnel-interface
encapsulation ipsec welght 1
color public-internet

o last-resart -cineuit
vmanage-<<onnection-preference §
allew-sarvice all

Site A [Spoke)

sdwan

irterface GigabiSthermaett
qos-adaptive
period 40
downstream 10000
downstream range B0O0O 12000
upstream 3000

upltnam range 5000 16000
exit

tunnal-interface

sncapsulation ipasc welght 1
color mpls

na last-resort-cincuit
vmanage-connection-preference &
allow-service all
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Hub

sdwan

interface GigabitEtherneti
qos-adaptive
period 90
downstream 8000
downstream range 6000 10000
upstream B00O
upstream range 4000 16000
exit

tunnel-interface
encapsulation ipsec weight 1
color public-internet

no last-resort-circuit
vmanage-connection-preference 5
allow-service all

Sile A (Spoke)

sdwan

interface GigabitEthernet1
qos-adaptive
period 90
downstream 8000
downstream range 6000 10000
upstream B0OO
upstream range 4000 16000
exit

tunnel-interface
encapsulation ipsec weight 1
color public-internet
no last-resont-Circuit
vmanage-connection-preference 5
allow-service all

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 177
Which value is verified in the certificates to confirm the identity of the physical WAN Edge device?

A. Serial Number
B. OTP

C. System-IP

D. Chassis-ID

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-certificates.html

NEW QUESTION 179
Refer to the exhibit.

vEdge-2(config-vpn-0)#interface ge0/2.101
vEdge-2(config-interface#ip address 10.1.100.0/24
vEdge-2(config-interface)#tloc-extension ge0/0
vEdge-2(config-interface #mtu 1496
vEdge-2(config-interface#no shutdown

What binding is created using the tloc-extension command?

A. between ge 0/2.101 of port-type service and ge 0/0 of port-type service

B. between ge 0/2.101 of port-type transport and ge 0/0 of port-type service
C. between ge 0/2.101 of port-type service and ge 0/0 of port-type transport
D. between ge 0/2.101 of port-type transport and ge 0/0 of port-type transport

Answer: D

Explanation:
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tloc-extension

e |
[

Bind this interface, which connects to another vidge router at the same physical site, to the local router's WAN transport interface (on vEdge routers only)

NEW QUESTION 181

Which vBond system configuration under VPN 0 allows for a routable public IP address even if the DNS name, hostname, or IP address of the vBond orchestrator

are omitted?

A. local

B. vbond-only
C. dns-name

D. WAN

Answer: A

NEW QUESTION 182

An enterprise needs DIA on some of its branches with a common location ID: A041:B70C: D78E::18 Which WAN Edge configuration meets the requirement?

A)
vpn 1

interface ge0/1

ip address 172.16.0.1/24
vpn 512

ip route 0.0.0.0/0 vpn 0

B)
vpn 1
ip route 0.0.0.0/0 vpn 1
interface ge0/0
ip address 172.16.0.1/24
nat
C)
vpn 0
interface ge0/0
ip address 172.16.0.1/24
nat
vpn 1
ip route 0.0.0.0/0 vpn 0
D)
vpn 0
ip route 0.0.0.0/0 vpn 0
vpn 1
interface ge0/1
ip address 172.16.0.1/24
nat

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 184
At which layer does the application-aware firewall block applications on a WAN Edge?

o0 w»
N Ol N W

Answer: B

NEW QUESTION 186

Drag and drop the actions from the left into the correct sequence on the right to create a data policy to direct traffic to the Internet exit.
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Apply data policy Step 1
Enable NAT functionality Step 2
Create centralized data policy Step 3
Identify VPN and match criteria Step 4
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Step 1 — Enable NAT Functionality Step 2 — Create centralized data policy
Step 3 — Identify VPN and match criteria Step 4 — Apply data policy

NEW QUESTION 191
In Cisco SD-WAN, what protocol is used for control connections between SD-WAN devices?

A. DTLS
B. OMP
C. BGP
D. OSPF

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/vedge/security-book/security-overv

NEW QUESTION 192
An engineer wants to track tunnel characteristics within an SLA-based policy for convergence. Which policy configuration will achieve this goal?

A. App-route policy

B. VPN membership policy
C. Control policy

D. Data policy

Answer: A
Explanation:

An application-aware routing policy matches applications with an SLA, that is, with the data plane tunnel performance characteristics that are necessary to transmit the

arnlisatinnes! Aats fraf ho i an i s A alimmbi ariea s parckma malias i in o mnbimni ke math far Aats s B~ kainm franermitad Miaaa SN WAM Asif £
dppicabons gata .|ﬂﬂ:-L. The primary purpose of appication-aware rouing peicy 15 10 oplimize the patn 1or data traific REING {ransmitted Y WASLO oU-YYAN devices

NEW QUESTION 194
Which queue must an engineer configure for control and BFD traffic for convergence on a WAN Edge router?

A. queue O
B. queue 1
C. queue 2
D. queue 7

Answer: C

NEW QUESTION 196

A network administrator is creating an OMP feature template from the vManage GUI to be applied to WAN edge routers. Which configuration attribute will avoid the
redistribution of the routes back into the OMP from the LAN side?

A. configure "Number of Paths Advertised per Prefix"

B. configure "Overlay AS Number"

C. configure "Send Backup Paths"

D. configure "ECMP limit"

Answer: B
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Explanation:

If you configure the same overlay AS number on multiple vEdge routers in the overlay network, all these routers are considered to be part of the same AS, and as a
result, they do not forward any routes that contain the overlay AS number. This mechanism is an additional technique for preventing BGP routing loops in the network

NEW QUESTION 201
What is a benefit of using REST APIs?

A. predefined automation and orchestration platform for event management and logging

B. user-defined automation and integration into other orchestration systems or tools

C. vAnalytics to simplify operational services integration and real-time event monitoring

D. predefined SD-WAN controller with other platform integration for event management and logging

Answer: B

NEW QUESTION 204
Which protocol is used to measure loss latency, Jitter, and liveliness of the tunnel between WAN Edge router peers?

A. OMP

B. IP SLA
C. NetFlow
D. BFD

Answer: D

NEW QUESTION 206
Which Cisco SD-WAN WAN Edge platform supports LTE and Wi-Fi?

A. vEdge2000
B. ASR1001
C. CSR 1000v
D. ISR 1101

Answer: D

NEW QUESTION 211
Drag and drop the vManage policy configuration procedures from the left onto the correct definitions on the right.

Create the network structure to which
the policy applies

group
items that an engineer can call in the
match or action components of a policy
Associate a policy with sites and VPNs in
the overlay network

Create the match and action conditions
of a policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 213
How many concurrent sessions does a vManage REST API have before it invalidates the least recently used session if the maximum concurrent session number
is reached?

A. 150
B. 200
C. 250
D. 300

Answer: A

NEW QUESTION 218
Which command verifies a policy that has been pushed to the vEdge router?

A. vEdge# show running-config data policy
B. vEdge# show policy from-vsmart

C. vSmart# show running-config policy

D. vSmart# show running-config apply-policy

Answer: B

NEW QUESTION 222

Which two prerequisites must be met before the Cloud onRamp for laa$S is initiated on vManage to expand to the AWS cloud? (Choose two)
A. Attach the *AmazonCreateVPC* and "Amazon Provision EC2" permission policy to the IAM account

B. Subscribe to the SD-WAN Edge router AMI in the AWS account

C. Attach an OSPF feature template to the AWS cloud Edge router template

D. Attach a device template to the cloud WAN Edge router to be deployed in the AWS

E. Preprovision the transit VPC in the AWS region

Answer: BD

Explanation:

The pre-requisites include verifying you meet the AWS prerequisites, including the necessary AWS credentials and subscriptions 1o the
Amazon Machine Image (AMI) instances for Cisco SD-WAN Edge routers (Cisco CSR 1000v virtual routers or Cisco vEdge Cloud), verifying
you have available tokens/licenses for at least two additional Cisco SD-WAN Edge Routers within Cisco vManage; and configuring and
deploying device templates for the Cisco SD-WAN Edge routers that will be used within the transit VPCs.

Note that the creation of the customer host VPCs, shown in the figure above, is outside the scope of this document. It 1s assumed that one or

more customer host VPCs have already been created
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for_laaS_AWS_Versio
NEW QUESTION 225
How is the scalability of the vManage increased in Cisco SD-WAN Fabric?
A. Increase licensing on the vManage
B. Deploy multiple vManage controllers in a cluster
C. Deploy more than one vManage controllers on different physical server.

D. Increase the bandwidth of the WAN link connected to the vManage

Answer: B

NEW QUESTION 227
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Refer to the exhibit.

#Branch1-Edgel

vpn O

|

interface ge0/1

ip address

172.17.113.241/28
tunnel-interface
encapsulation ipsec
color mpls restrict
|

no shutdown
|

interface ge0/2.704
ip address 10.113.4.2/30
tloc-extension ge0/2

#Branch1-Edge2
vpn 0

interface ge0/2
no shutdown

I

interface ge0/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation ipsec
color mpls restrict
mtu 1496
no shutdown

I

ip route 0.0.0.0/0 10.113.4.2

Which configuration change is needed to configure the tloc-extention on Branchl-Edgel?

A interface ge0/2.704

ip address 10.113.4.1/30

tunnel-interface

encapsulation ipsec

color mpls restrict
no shutdown

B interface ge0/2.704

ip address 10.113.4.2/30

mtu 1496

tloc-extension ge0/1

Cinterface ge0/2.704

ip address 10.113.4.2/30

mtu 1496

tloc-extension ge0/2

D interface ge0/2.704

Ip address 10.113.4.1/30

tunnel-interface

encapsulation ipsec
color mpls restrict

mtu 1496

tloc-extension ge0/2

no shutdown

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 229
Refer to the exhibit
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A WAN Edge device was recently added to vManage but a control connection could not be established Which action resolves this issue?

A. Rectify the Rod CA certificate mismatch on WAN Edge devices

B. Install the bootstrap code on WAN Edge and check for CSR

C. Send the serial number to vBond from the vManage controller.

D. Resolve the ZTP reachability and rectify smart account credentials issue

Answer: C

NEW QUESTION 233
A vEdge platform is sending VRRP advertisement messages every 10 seconds. Which value configures the router back to the default timer?

A. 2 seconds
B. 3 seconds
C. 1 second

D. 5 seconds

Answer: C

NEW QUESTION 238
Which VPN must be present on at least one interface to install Cisco vManage and integrate it with WAN Edge devices in an overlay network site
ID:S4307T7E78F297?

A. VPN 512

B. any VPN number selected
C. services VPN range 0-511
D. VPNO

Answer: D

NEW QUESTION 243
Which policy configures an application-aware routing policy under Configuration > Policies?

A. Localized policy
B. Centralized policy
C. Data policy

D. Control policy

Answer: B

NEW QUESTION 248
A policy is created to influence routing path in the network using a group of prefixes. What policy application will achieve this goal when applied to a site List?

A. vpn-membership policy
B. cflowd-template

C. app-route policy

D. control-policy

Answer: D

NEW QUESTION 250
In the Cisco SD_WAN solution, vSmart controller is responsible for which two actions? (Choose two.)

A. Distribute crypto key information among vEdge routers

B. Configure and monitor vEdge routers.

C. Authenticate and authorize vEdge routers.

D. Distribute the IP address from DHCP server to vEdge routers.
E. Distribute route and policy information via OMP.

Answer: AE
Explanation:
vomart controller - This software-based component 15 responsible for the centralized control plane of the SD-WAN network It

maintains a secure connection to each WAN Edge router and distributes routes and policy information via the Overlay Management
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by reflecting crypto key information onginating from WAN Edge routers, allowing for a very scalable, |
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NEW QUESTION 254

Which secure tunnel type should be used to connect one WAN Edge router to other WAN Edge routers?

A. TLS

B. DTLS

C. SSL VPN
D. IPsec

Answer: D

NEW QUESTION 259

What are two attributes of vRoute? (Choose two)
A. originator

B. service

C. encapsulation

D. carrier

E. domain ID

Answer: AB

NEW QUESTION 263

If Smart Account Sync is not used, which Cisco SD-WAN component is used to upload an authorized serial number file?

A. WAN Edge
B. vManage
C. vSmart

D. vBond

Answer: B

Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/vManage Help/Release 18.3/Configuration/Devices

NEW QUESTION 268

Which two criteria ate supported to filter traffic on a Cisco Umbrella Cloud-delivered firewall? (Choose two )

A. tunnels

B. site ID

C. URL

D. geolocation
E. protocol

Answer: AE

Explanation:

https://docs.umbrella.com/umbrella-user-guide/docs/add-a-firewall-policy

NEW QUESTION 272
Refer to the exhibit.

SITE DOMAIN

LLLLL

PEER PEER PEER
TYPE PROTOCOL SYSTEMIP
vsmart  dtls 10.1.1.8
vmanage dtls 10117
vmanage dtls 101.1.7

LOCAL COLOR STATE ERROR ERROR

gold up LISFD NOERR 45

gold up LISFD NOERR 70
gold up LISFD NOERR 69

PEER
PEER PRIVATE
PRIVATEIP PORT
1.1.1.1 12447
2222 12647
2222 12867

An engineer is troubleshooting a control connection issue on a WAN Edge device that shows socket errors. The packet capture shows some ICMP packets

dropped between the two devices. Which action resolves the issue?

A. Recover the vManage controller that is down m a high availability cluster

B. Change the system IP or restart the VWN Edge 4 the system IP is changed

C. Remove IP duplication in the network and configure a unique IP address

D. Recover vBond or wart for the controller to reload which could be caused by a reset

Answer: C
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NEW QUESTION 276
Refer to the exhibit

Address Family

Address Family

Maximum Number of Prefixes

Route Policy In

Route Policy Out

Policy Name

0D -

-

® On

ipv4-unicast

On

@® On

eBGP_Community_Policy

The engineering must assign tags to 3 Of its 74 server networks as soon as they are advertised to peers These server network must not be advertised AS which

configuration fulfil the requirement?
A)

policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 999:66000 no-advertise
default-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21,21.0/24
ip-prefix 22.22.22.0/24
B)
policy
route-policy ¢BGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 999:63000 local-as
default-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

C)

policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 999:65000 no-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

D)
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policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 999:65000 no-advertise
default-action accept
lists
prefix-dist Community_Prefix
ip-prefix 20.20.20.0/24

ip-prefix 21.21.21.0024
|pmrafiv 29 29 99 A4

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 280
In a customer retail network with multiple data centers, what does the network administrator use to create a regional hub topology?

A. control policy on vManage
B. control policy on vSmart

C. data policy on vSmart

D. app route policy on vSmart

Answer: A

NEW QUESTION 282
Which component is responsible for routing protocols such as BGP and OSPF in a Cisco SD-WAN solution?

A. vSmart Controller
B. vBond Orchestrator
C. vManage

D. WAN Edge Router

Answer: D

Explanation:

WAN Edge router - This device, available as either a hardware appliance or software-based router, sits at a physical site or in the
cloud and provides secure data plane connectivity among the sites over one or more WAN transports. It is responsible for traffic
forwarding, secunty, encryption, quality of service (UoS), routing protocols such as Border Gateway Protocol (BGP) and Open
Shortest Path First (OSPF), and more.

NEW QUESTION 286
An administrator needs to configure SD-WAN to divert traffic from the company's private network to an ISP network. What action should be taken to accomplish
this goal?

A. configure the control policy

B. configure the data policy

C. configure the data security policy

D. configure the application aware policy

Answer: B

Explanation:
Data policy influences the flow of data traffic traversing the network

NEW QUESTION 289
Which component of the Cisco SD-WAN architecture oversees the control plane of overlay network to establish, adjust, and maintain the connections between the
WAN Edge devices that form the Cisco SD-WAN fabric?

A. APIC-EM
B. vManage
C. vSmart
D. vBond

Answer: C
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Explanation:

Cisco vSmart Controller

The Cisco vSmart Controller oversees the control plane of the Cisco SD-WAN overlay network, establishing, adjusting, and maimtaining the connections that form the

Cisco SD-WAN fabric

NEW QUESTION 292

Drag and drop the Cisco SD-WAN components from the left onto their functions on the right.

vBond Orchestrator

IPsec key reflection and rekeying

vManage

first point of authentication

vamart Contraller

A. Mastered
B. Not Mastered

Answer: A

Explanation:

WAN Edge Router

passes data plane traffic

ised to build configuration and policies

wBond Orchestrator

vamart Controller

vManage

vBond Orchestrabor

vemart Controlles

NEW QUESTION 295

An enterprise has these three WAN connections:

b‘ public Internet
D‘ business internet
> MPLS

¥WAN Edge Router

WAN Edge Fouter

vManage

An engineer must configure two available links to route traffic via both links. Which configuration achieves

this objective?

omp
no shutdown
route-limit 2

omp
no shutdown

send-path-limit 2

omp
no shutdown
overlay-as 2

omp
no shutdown
ecmp-limit 2

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: B

NEW QUESTION 300
Which scheduling method is configured by default for the eight queues in the cloud vEdge routerl?

A. low latency queue

B. priority queue

C. weighted random early detection
D. weighted round robin

Answer: D

NEW QUESTION 303
Which protocol is used to measure jitter, loss, and latency on SD-WAN overlay tunnels?

A. QoE
B. OMP
C.BGP
D. BFD

Answer: D

NEW QUESTION 304
Drag and drop the route verification output from show omp tlocs from the left onto the correct explanations on the right.

honws o the 1oule wa worien 10 enler the routing Lable or nol

ENCAPSULATION sttribute of WAN ik

A. Mastered
B. Not Mastered

Answer: A

Explanation:

.-| A —_— —
1 g -
]-‘ cOLOR L ENCAPSULATION
- & === == == 8 . N = —_— = = 8 == - . and

NEW QUESTION 306

Refer to exhibit. An engineer is troubleshooting tear of control connection even though a valid CertificateSerialNumber is entered. Which two actions resolve
Issue? (Choose two)

PEER PEER PEER SITE DOMAIN

PEER PRIVATE PEER PUBLIC LOCAL REMOTE REPEAT
INSTANCE TYPE PROTOCOL SYSTEMIP ID D PRIVATE IP PORT PUBLIC IP PORT REMOTE
COLOR  STATE ERROR ERROR  COUNT DOWNTIME

0 vbond dtis 0.0.00 0 0 192.168.0.231 12346 192.168.0.231 12346 default
tear_down CRTREJSER NOERR 9 2019-06-01T19:06:32+0200

A. Restore network reachability on the controller.

B. Enter a valid serial cumber on the controller for a given device
C. Enter a valid product ID (mode) on the PNP portal.

D. Match the serial number file between the controller

E. Remove the duplicate IP in the network
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Answer: BC

NEW QUESTION 310
Which type of route advertisement of OMP can be verified?

A. OMP, VP

B. and origin

C. Origin, TLOC, and VPN
D. Origin, TLOC, and service
E. OMP, TLOC and service

Answer: D

NEW QUESTION 313
Which two features does the application firewall provide? (Choose two.)

A. classification of 1400+ layer 7 applications

B. blocks traffic by application or application-family
C. numbered sequences of match-action pairs

D. classification of 1000+ layer 4 applications

E. application match parameters

Answer: AB

Explanation:

This application aware firewall feature provides the following benefits:

* Application visibility and granular control

* Classification of 1400+ laver 7 applications

« Allows or blocks traffic by application, category. application-family or application-group

NEW QUESTION 314

Which action is performed during the onboarding process when a WAN Edge router is connected to ZTP server ztp.viptela com?

A. The router is connected to WAN Edge Cloud Center

B. The router is synced with vSmart Controller via an IPsec tunnel

C. The router receives its vBond Orchestrator information

D. The router is connected 10 vSmart Controller via a DTLSTLS tunnel

Answer: C

NEW QUESTION 318
Refer to the exhibit

EEMOTE COLOR

default

STATE

PEER PEER
PEER PRIVATE PEER PUBLIC
PREIVATE IP PORT PUBLIC IP PORT
10 . 0873 23456 10.0.2.73 23456

DCONFATT,

Cisco SD-WAN is deployed with controllers hosted in a data center All branches have WAN Edge devices with dual connections to the data center one via Internet
and the other using MPLS Three branches out of 20 have issues with their control connections on MPLS circuit The local error refers to Control Connection Failure

Which action resolves the issue*?

A. Rectify any issues with the underlay routing configuration
B. Match the TLOC color on the controllers and all WAN Edge devices

C. Match certificates for the DTLS connection and Root CA must be installed first on WAN Edge devices

D. Update the system IP on vManage and then resend it to the controllers

Answer: A

NEW QUESTION 320

A WAN Edge device has several service VPNs with no routing protocol configured in the service VPNs The device must be configured so that all connected routes

are visible in OMP for VPN 10 Which configuration meets the requirement?

A)
vpn 10
nama " Service VPN 10 "

omp
redistribute connected

B)
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omp
ne shutdown
graceful-restart
advartise connected

C)

omp
no shutdown
graceful-restart
redistribute connected

D)

vpn 10

name * " Service VPN 10 ="
omp

advertise connected

A. Option A
B. Option B
C. Option B
D. Option C

Answer: D
NEW QUESTION 322

An engineer must improve video quality by limiting HTTP traffic to the Internet without any failover. Which configuration in vManage achieves this goal?
A)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 323
Which device information is requited on PNP/ZTP to support the zero-touch onboarding process?

A. serial and chassis numbers
B. interface IP address

C. public DNS entry

D. system IP address

Answer: A

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guid

NEW QUESTION 328
Which OMP route is selected for equal OMP route preference values on WAN Edge routers?

A. route with higher TLOC preference value
B. route with origin type of connected

C. route with origin type of static

D. route with lower TLOC preference value

Answer: A

NEW QUESTION 329
Which routing protocol is used to exchange control plane information between vSmart controllers and WAN Edge routers in the Cisco SD-WAN secure extensible
network?

A. BGP

B. OSPF
C.BFD
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D. OMP

Answer: D

NEW QUESTION 331

What is the procedure to upgrade all Cisco SD-WAN devices to a recent version?

A. The upgrade is performed for a group of WAN Edge devices first to ensure data-plabe availability when other controllers are updated.

B. The upgrade is performed first on vManage, then on WAN Edge devices, then on vBond and finally on vSmart The reboot must start from WAN Edge devices.
C. Upgrade and reboot are performed first on vManage then on vBond then on vSmar

D. and finally on the Cisco WAN Edge devices.
E. Upgrade and reboot are performed first on vBon

F. then on vSmar

G. and finally on the Cisco WAN Edge devices.

Answer: C

NEW QUESTION 333
Refer to the exhibit.

Which configuration extends the INET interface on R1 to be used by R2 for control and data connections?

A)
¢ R
Interface gelil
ne shutdown
interface golf2 10
ip addreass 43 47 42 2730
tod-axtenslon geli

274
interface gelll

ne shutdown

interface gelf2 10
ip address 47 47 .47 1730
toc-extension geli

B)
R1

intarface gelr!
irterface gelfl 10
ip address 43 43 43 000
toc-estansion gell
tunnel-interface
color public-intarnet

R
Interface gell?
interface gelr. 10
ip addracs 43 43 43 1730
tunnel-imerface
eolar publicanternat

C)
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H1

FflaiTice JF' '-ulL
mty 1504

na shutdowr
nterface ge=0f2 10

ip address

A. Option A
B. Option B
C. Option C

Answer: C

Explanation:
https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKRST-2091.pdf

Subinterfaces require a physical, parent interface to be defined in VPN 0, and also require the subinterface
MTU to be four bytes lower than the physical interface due to the 802.1q tag. It is recommended to

configure the parent physical interface for an MTU of 1504 to take care of this requirement.

NEW QUESTION 337
REST applications communicate over HTTP or HTTPS to make calls between network devices. Which two HTTPS standard methods are included? (Choose two.)

A. Array

B. DELETE
C. POST
D. Scalar
E. Object

Answer: BC

NEW QUESTION 340
An engineer must configure a centralized policy on a site in which all HTTP traffic should use the Public Internet circuit if the loss on this circuit is below 10%.

otherwise MPLS should be used Which configuration wizard fulfils this requirement?

A. Create Applications or Groups of Interest > Configure Traffic Rules > Apply Policies to Sites and VPNs
B. Configure VPN Membership > Apply Policies to Sites and VPNs

C. Create Applications or Groups of interest > Configure Traffic Data > Apply Policies to Sites and VPNs
D. Configure Topology > Apply Policies to Sites and VPNs

Answer: A

NEW QUESTION 344
Which device should be configured with the service chain IP address to route intersite traffic through a firewall?

A. vSmart

B. firewall

C. spoke WAN Edge
D. hub WAREdge

Answer: A

NEW QUESTION 346
Drag and drop the devices from the left onto the correct functions on the right.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 347

establishes a secured data plane

first point of authentication

single pane of glass

enforces control policies

Which SD-WAN component is configured to enforce a policy to redirect branch-to-branch traffic toward a network service such as a firewall or IPS?

A. vBond

B. WAN Edge
C. vSmart

D. Firewall

Answer: C

NEW QUESTION 349

What is the order of operations for software upgrades of Cisco SD-WAN nodes'?

A. vBond vManage vSmart WAN Edge
B. vManage vBond WAN Edg

C. vSmart

D. vManage vSmart, vBond, WAN Edge
E. vManage vBond vSraart WAN Edge

Answer: D

NEW QUESTION 352
Refer to the exhibit
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Interface ge0/1
VPN1

NAT

vEdge

Interface ge0/0
VPNO

>

vBond

Internet

vSmart

Which configuration sets up direct Internet access for VPN 1?

vpn 1

i;mﬂaca geon

nat

!

ne shutdown
vpn [1]

ip route 0.0.0.0/0 vpn 1
vpn 1

interface ge0/0
nat

1
;m shutdown
\rpl'l 0
|p route 0.0.0.0 vpn 1
vpn 0
i;'llter'racu geln
: m nat
ﬁn- shutdown
I|.r|:||rr 1

lp route 0.0.0.0/0 vpn 0

A. Option A
B. Option B
C. Option C

Answer: C

NEW QUESTION 356
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