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NEW QUESTION 1
Which of the following terms refers to a mechanism which proves that the sender really sent a particular message?

A. Non-repudiation
B. Confidentiality
C. Authentication
D. Integrity

Answer: A

NEW QUESTION 2
Which of the following characteristics are described by the DIAP Information Readiness Assessment function? Each correct answer represents a complete
solution. Choose all that apply.

A. It performs vulnerability/threat analysis assessment.

B. It identifies and generates IA requirements.

C. It provides data needed to accurately assess IA readiness.
D. It provides for entry and storage of individual system dat

Answer: ABC

NEW QUESTION 3
Joseph works as a Software Developer for Web Tech Inc. He wants to protect the algorithms and the techniques of programming that he uses in developing an
application. Which of the following laws are used to protect a part of software?

A. Code Security law
B. Trademark laws
C. Copyright laws

D. Patent laws

Answer: D

NEW QUESTION 4
Which of the following is the best method to stop vulnerability attacks on a Web server?

A. Using strong passwords

B. Configuring a firewall

C. Implementing the latest virus scanner
D. Installing service packs and updates

Answer: D

NEW QUESTION 5
Which of the following BCP teams is the first responder and deals with the immediate effects of the disaster?

A. Emergency-management team
B. Damage-assessment team

C. Off-site storage team

D. Emergency action team

Answer: D

NEW QUESTION 6
You work as a Network Administrator for ABC Inc. The company uses a secure wireless network. John complains to you that his computer is not working properly.
What type of security audit do you need to conduct to resolve the problem?

A. Operational audit

B. Dependent audit

C. Non-operational audit
D. Independent audit

Answer: D

NEW QUESTION 7

Which of the following processes is described in the statement below? "It is the process of implementing risk response plans, tracking identified risks, monitoring
residual risk, identifying new risks, and evaluating risk process effectiveness throughout the project.”

A. Monitor and Control Risks

B. Identify Risks

C. Perform Qualitative Risk Analysis

D. Perform Quantitative Risk Analysis

Answer: A
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NEW QUESTION 8

Walter is the project manager of a large construction project. He'll be working with several vendors on the project. Vendors will be providing materials and labor for
several parts of the project. Some of the works in the project are very dangerous so Walter has implemented safety requirements for all of the vendors and his own
project team. Stakeholders for the project have added new requirements, which have caused new risks in the project. A vendor has identified a new risk that could
affect the project if it comes into fruition. Walter agrees with the vendor and has updated the risk register and created potential risk responses to mitigate the risk.
What should Walter also update in this scenario considering the risk event?

A. Project contractual relationship with the vendor
B. Project management plan

C. Project communications plan

D. Project scope statement

Answer: B

NEW QUESTION 9
Which of the following types of evidence is considered as the best evidence?

A. A copy of the original document

B. Information gathered through the witness's senses
C. The original document

D. A computer-generated record

Answer: C

NEW QUESTION 10
Electronic communication technology refers to technology devices, such as computers and cell phones, used to facilitate communication. Which of the following
is/are a type of electronic communication? Each correct answer represents a complete solution. Choose all that apply.

A. Internet telephony

B. Instant messaging

C. Electronic mail

D. Post-it note

E. Blogs

F. Internet teleconferencing

Answer: ABCEF

NEW QUESTION 10
Which of the following acts is a specialized privacy bill that affects any educational institution to accept any form of funding from the federal government?

A. HIPAA
B. COPPA
C. FERPA
D. GLBA

Answer: C

NEW QUESTION 12

Ned is the program manager for his organization and he's considering some new materials for his program. He and his team have never worked with these
materials before and he wants to ask the vendor for some additional information, a demon, and even some samples. What type of a document should Ned send to
the vendor?

A. IFB
B. RFQ
C.RFP
D. RFI

Answer: D

NEW QUESTION 14
Which of the following strategies is used to minimize the effects of a disruptive event on a company, and is created to prevent interruptions to normal business
activity?

A. Disaster Recovery Plan

B. Continuity of Operations Plan
C. Contingency Plan

D. Business Continuity Plan

Answer: D

NEW QUESTION 16

Which of the following statements is related with the first law of OPSEC?

A. If you are not protecting it (the critical and sensitive information), the adversary wins!
B. If you don't know what to protect, how do you know you are protecting it?

C. If you don't know about your security resources you could not protect your network.
D. If you don't know the threat, how do you know what toprotect?
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Answer: D

NEW QUESTION 18
Which of the following Acts enacted in United States amends Civil Rights Act of 1964, providing technical changes affecting the length of time allowed to challenge
unlawful seniority provisions, to sue the federal government for discrimination and to bring age discrimination claims?

A. PROTECT Act

B. Sexual Predators Act

C. Civil Rights Act of 1991

D. The USA Patriot Act of 2001

Answer: C

NEW QUESTION 20
Mark works as a security manager for SofTech Inc. He is working in a partially equipped office space which contains some of the system hardware, software,
telecommunications, and power sources. In which of the following types of office sites is he working?

A. Mobile site
B. Warm site
C. Cold site
D. Hot site

Answer: B

NEW QUESTION 25
Which of the following statements best describes the consequences of the disaster recovery plan test?

A. If no deficiencies were found during the test, then the test was probably flawed.
B. The plan should not be changed no matter what the results of the test would be.
C. The results of the test should be kept secret.

D. If no deficiencies were found during the test, then the plan is probably perfec

Answer: A

NEW QUESTION 27
Which of the following ports is the default port for Layer 2 Tunneling Protocol (L2TP) ?

A. UDP port 161
B. TCP port 443
C. TCP port 110
D. UDP port 1701

Answer: D

NEW QUESTION 28
What are the steps related to the vulnerability management program? Each correct answer represents a complete solution. Choose all that apply.

A. Maintain and Monitor

B. Organization Vulnerability
C. Define Policy

D. Baseline the Environment

Answer: ACD

NEW QUESTION 32
Which of the following is a documentation of guidelines that are used to create archival copies of important data?

A. User policy
B. Security policy
C. Audit policy
D. Backup policy

Answer: D

NEW QUESTION 35
Which of the following types of agreement creates a confidential relationship between the parties to protect any type of confidential and proprietary information or a
trade secret?

A. SLA
B. NDA
C. Non-price competition
D.CNC

Answer: B
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NEW QUESTION 39
Which of the following sections come under the ISO/IEC 27002 standard?

A. Financial assessment
B. Asset management
C. Security policy

D. Risk assessment

Answer: BCD

NEW QUESTION 42
Which of the following U.S. Federal laws addresses computer crime activities in communication lines, stations, or systems?

A.18 U.S.
B. 1362
C.18 U.S.
D. 1030
E. 18 U.S.
F. 1029
G. 18 U.S.
H. 2701
.18 U.S.
J. 2510

Answer: A

NEW QUESTION 47
Which of the following access control models uses a predefined set of access privileges for an object of a system?

A. Role-Based Access Control
B. Mandatory Access Control
C. Policy Access Control

D. Discretionary Access Control

Answer: B

NEW QUESTION 50
Which of the following statements about the availability concept of Information security management is true?

A. It determines actions and behaviors of a single individual within a system.

B. It ensures reliable and timely access to resources.

C. It ensures that unauthorized modifications are not made to data byauthorized personnel or processes.
D. It ensures that modifications are not made to data by unauthorized personnel or processe

Answer: B

NEW QUESTION 55
Which of the following administrative policy controls is usually associated with government classifications of materials and the clearances of individuals to access
those materials?

A. Separation of Duties
B. Due Care

C. Acceptable Use

D. Need to Know

Answer: D

NEW QUESTION 57
Which of the following are the levels of military data classification system? Each correct answer represents a complete solution. Choose all that apply.

A. Sensitive

B. Top Secret
C. Confidential
D. Secret

E. Unclassified
F. Public

Answer: ABCDE

NEW QUESTION 58

Which of the following needs to be documented to preserve evidences for presentation in court?
A. Separation of duties

B. Account lockout policy

C. Incident response policy
D. Chain of custody
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Answer: D

NEW QUESTION 60
Which of the following BCP teams handles financial arrangement, public relations, and media inquiries in the time of disaster recovery?

A. Software team

B. Off-site storage team

C. Applications team

D. Emergency-management team

Answer: D

NEW QUESTION 63
Which of the following are the goals of risk management? Each correct answer represents a complete solution. Choose three.

A. Assessing the impact of potential threats

B. Identifying the accused

C. Finding an economic balance between the impact of the risk and the cost of the countermeasure
D. Identifying the risk

Answer: ACD

NEW QUESTION 66
You are working as a project manager in your organization. You are nearing the final stages of project execution and looking towards the final risk monitoring and
controlling activities. For your project archives, which one of the following is an output of risk monitoring and control?

A. Quantitative risk analysis
B. Qualitative risk analysis
C. Requested changes

D. Risk audits

Answer: C

NEW QUESTION 68

Della works as a security manager for SoftTech Inc. She is training some of the newly recruited personnel in the field of security management. She is giving a
tutorial on DRP. She explains that the major goal of a disaster recovery plan is to provide an organized way to make decisions if a disruptive event occurs and
asks for the other objectives of the DRP. If you are among some of the newly recruited personnel in SoftTech Inc, what will be your answer for her question? Each
correct answer represents a part of the solution. Choose three.

A. Protect an organization from major computer services failure.

B. Minimizethe risk to the organization from delays in providing services.

C. Guarantee the reliability of standby systems through testing and simulation.
D. Maximize the decision-making required by personnel during a disaste

Answer: ABC

NEW QUESTION 69

Fill in the blank with an appropriate phrase. is used to provide security mechanisms for the storage, processing, and transfer of data.
A. Data classification

Answer: A

NEW QUESTION 72

Which of the following are examples of physical controls used to prevent unauthorized access to sensitive materials?

A. Thermal alarm systems

B. Closed circuit cameras

C. Encryption

D. Security Guards

Answer: ABD

NEW QUESTION 74

Which of the following are the examples of administrative controls? Each correct answer represents a complete solution. Choose all that apply.
A. Security awareness training

B. Security policy

C. Data Backup

D. Auditing

Answer: AB

NEW QUESTION 76
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Which of the following statements are true about security risks? Each correct answer represents a complete solution. Choose three.

A. They can be analyzed and measured by the risk analysis process.

B. They can be removed completely by taking proper actions.

C. They can be mitigated by reviewing and taking responsible actions based on possible risks.
D. They are considered an indicator of threats coupled with vulnerabilit

Answer: ACD

NEW QUESTION 80
Which of the following architecturally related vulnerabilities is a hardware or software mechanism, which was installed to permit system maintenance and to bypass
the system's security protections?

A. Maintenance hook

B. Lack of parameter checking

C. Time of Check to Time of Use (TOC/TOU) attack
D. Covert channel

Answer: A

NEW QUESTION 85
You work as a project manager for SoftTech Inc. A threat with a dollar value of $150,000 is
expected to happen in your project and the frequency of threat occurrence per year is 0.001. What will be the annualized loss expectancy in your project?

A. $180.25
B. $150
C. $100
D. $120

Answer: B

NEW QUESTION 90
Which of the following are the responsibilities of the owner with regard to data in an information classification program? Each correct answer represents a complete
solution. Choose three.

A. Determining what level of classification the information requires.

B. Delegating the responsibility of the data protection duties to a custodian.

C. Reviewing the classification assignments at regular time intervals and making changes as the business needs change.
D. Running regular backups and routinely testing the validity of the backup dat

Answer: ABC

NEW QUESTION 93

You work as the Network Administrator for a defense contractor. Your company works with sensitive materials and all IT personnel have at least a secret level
clearance. You are still concerned that one individual could perhaps compromise the network (intentionally or unintentionally) by setting up improper or
unauthorized remote access. What is the best way to avoid this problem?

A. Implement separation of duties.

B. Implement RBAC.

C. Implement three way authentication.
D. Implement least privilege

Answer: A

NEW QUESTION 94

Mark works as a security manager for SoftTech Inc. He is performing a security awareness program. To be successful in performing the awareness program, he
should take into account the needs and current levels of training and understanding of the employees and audience. There are

five key ways, which Mark should keep in mind while performing this activity. Current level of computer usage What the audience really wants to learn How
receptive the audience is to the security program How to gain acceptance Who might be a possible ally Which of the following activities is performed in this
security awareness process?

A. Separation of duties

B. Stunned owl syndrome
C. Audience participation
D. Audience segmentation

Answer: D

NEW QUESTION 96

Configuration Management (CM) is an Information Technology Infrastructure Library (ITIL) IT

Service Management (ITSM) process. Configuration Management is used for which of the following? 1.To account for all IT assets 2.To provide precise
information support to other ITIL disciplines 3.To provide a solid base only for Incident and Problem Management 4.To verify configuration records and correct any
exceptions

A. 1, 3, and 4 only

B. 2 and 4 only
C.1,2,and 4 only
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D. 2, 3, and 4 only

Answer: C

NEW QUESTION 99
Which of the following protocols are used to provide secure communication between a client and a server over the Internet? Each correct answer represents a part
of the solution. Choose two.

A. TLS
B. HTTP
C. SNMP
D. SSL

Answer: AD

NEW QUESTION 104
Which of the following options is an approach to restricting system access to authorized users?

A. DAC
B. MIC
C. RBAC
D. MAC

Answer: C

NEW QUESTION 105
What course of action can be taken by a party if the current negotiations fail and an agreement cannot be reached?

A. ZOPA
B. PON
C. Bias

D. BATNA

Answer: D

NEW QUESTION 106
Which of the following is generally practiced by the police or any other recognized governmental authority?

A. Phishing
B. Wiretapping
C. SMB signing
D. Spoofing

Answer: B

NEW QUESTION 108
Which of the following are the responsibilities of a custodian with regard to data in an information classification program? Each correct answer represents a
complete solution. Choose three.

A. Determining what level of classification the information requires

B. Running regular backups and routinely testing the validity of the backup data
C. Controlling access, adding and removing privileges for individual users

D. Performing data restoration from the backups when necessary

Answer: BCD

NEW QUESTION 112
NIST Special Publication 800-50 is a security awareness program. It is designed for those people who are currently working in the information technology field and
want information on security policies. Which of the following are some of its critical steps? Each correct answer represents a complete solution. Choose two.

A. Awareness and Training Material Effectiveness
B. Awareness and Training Material Development
C. Awareness and Training Material Implementation
D. Awareness and Training Program Design

Answer: BD

NEW QUESTION 114

Which of the following processes is a structured approach to transitioning individuals, teams, and organizations from a current state to a desired future state?
A. Risk management

B. Configuration management

C. Change management
D. Procurement management
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Answer: C

NEW QUESTION 119
Which of the following is used to back up forensic evidences or data folders from the network or locally attached hard disk drives?

A. WinHex

B. Vedit

C. Device Seizure
D. FAR system

Answer: D

NEW QUESTION 122
DIACAP applies to the acquisition, operation, and sustainment of any DoD system that collects, stores, transmits, or processes unclassified or classified
information since December 1997. What phases are identified by DIACAP? Each correct answer represents a complete solution. Choose all that apply.

A. System Definition
B. Accreditation

C. Verification

D. Re-Accreditation
E. Validation

F. Identification

Answer: ACDE

NEW QUESTION 123
Which of the following SDLC phases consists of the given security controls. Misuse Case Modeling Security Design and Architecture Review Threat and Risk
Modeling Security Requirements and Test Cases Generation

A. Design

B. Maintenance

C. Deployment

D. Requirements Gathering

Answer: A

NEW QUESTION 125
Which of the following liabilities is a third-party liability in which an individual may be responsible for an
action by another party?

A. Relational liability
B. Engaged liability

C. Contributory liability
D. Vicarious liability

Answer: D

NEW QUESTION 130
Which of the following measurements of an enterprise's security state is the process whereby an organization establishes the parameters within which programs,
investments, and acquisitions reach the desired results?

A. Information sharing

B. Ethics

C. Performance measurement
D. Risk management

Answer: C

NEW QUESTION 132
Which of the following are examples of administrative controls that involve all levels of employees within an organization and determine which users have access
to what resources and information? Each correct answer represents a complete solution. Choose three.

A. Employee registration and accounting

B. Disaster preparedness and recovery plans
C. Network authentication

D. Training and awareness

E. Encryption

Answer:. ABD
NEW QUESTION 133
Which of the following governance bodies provides management, operational and technical controls to satisfy security requirements?

A. Senior Management
B. Business Unit Manager
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C. Information Security Steering Committee
D. Chief Information Security Officer

Answer: A

NEW QUESTION 134
Which of the following divisions of the Trusted Computer System Evaluation Criteria (TCSEC) is based on the Mandatory Access Control (MAC) policy?

A. Division A
B. Division D
C. Division B
D. Division C

Answer: C

NEW QUESTION 135
Which of the following plans is documented and organized for emergency response, backup operations, and recovery maintained by an activity as part of its
security program that will ensure the availability of critical resources and facilitates the continuity of operations in an emergency situation?

A. Disaster Recovery Plan

B. Contingency Plan

C. Continuity Of Operations Plan
D. Business Continuity Plan

Answer: B

NEW QUESTION 136
Which of the following processes is used by remote users to make a secure connection to internal resources after establishing an Internet connection?

A. Packet filtering
B. Tunneling
C. Packet sniffing
D. Spoofing

Answer: B

NEW QUESTION 140
Which of the following plans is designed to protect critical business processes from natural or man-made failures or disasters and the resultant loss of capital due
to the unavailability of normal business processes?

A. Businesscontinuity plan

B. Crisis communication plan
C. Contingency plan

D. Disaster recovery plan

Answer: A

NEW QUESTION 144

Which of the following access control models are used in the commercial sector? Each correct answer represents a complete solution. Choose two.
A. Clark-Biba model

B. Clark-Wilson model

C. Bell-LaPadula model

D. Biba model

Answer: BD

NEW QUESTION 145
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