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NEW QUESTION 1
Which of these describes SOC metrics in relation to security incidents?

A. time it takes to detect the incident

B. time it takes to assess the risks of the incident

C. probability of outage caused by the incident

D. probability of compromise and impact caused by the incident

Answer: A

NEW QUESTION 2
Which tool gives the ability to see session data in real time?

A. tcpdstat
B. trafdump
C. tcptrace
D. trafshow

Answer: C

NEW QUESTION 3
When communicating via TLS, the client initiates the handshake to the server and the server responds back with its certificate for identification.
Which information is available on the server certificate?

A. server name, trusted subordinate CA, and private key
B. trusted subordinate CA, public key, and cipher suites
C. trusted CA name, cipher suites, and private key

D. server name, trusted CA, and public key

Answer: D

NEW QUESTION 4

An analyst received a ticket regarding a degraded processing capability for one of the HR department's servers. On the same day, an engineer noticed a disabled
antivirus software and was not able to determine when or why it occurred. According to the NIST Incident Handling Guide, what is the next phase of this
investigation?

A. Recovery
B. Detection
C. Eradication
D. Analysis

Answer: B

NEW QUESTION 5
What is a difference between inline traffic interrogation and traffic mirroring?

A. Inline inspection acts on the original traffic data flow

B. Traffic mirroring passes live traffic to a tool for blocking

C. Traffic mirroring inspects live traffic for analysis and mitigation
D. Inline traffic copies packets for analysis and security

Answer: A

Explanation:

Inline traffic interrogation analyzes traffic in real time and has the ability to prevent certain traffic from being forwarded Traffic mirroring doesn't pass the live traffic
instead it copies traffic from one or more source ports and sends the copied traffic to one or more destinations for analysis by a network analyzer or other
monitoring device

NEW QUESTION 6
Which incidence response step includes identifying all hosts affected by an attack?

A. detection and analysis

B. post-incident activity

C. preparation

D. containment, eradication, and recovery

Answer: D

Explanation:

* 3.3.3 ldentifying the Attacking Hosts During incident handling, system owners and others sometimes want to or need to identify the attacking host or hosts.
Although this information can be important, incident handlers should generally stay focused on containment, eradication, and recovery.
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

The response phase, or containment, of incident response, is the point at which the incident response team begins interacting with affected systems and attempts
to keep further damage from occurring as a result of the incident.
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NEW QUESTION 7
Refer to the exhibit.

No. Time Source Destination Protocol Length Info
20 0.022702 10.0.2.15 192.124.249.9 TCP 56 50588-443 [ACK] Seg=1 Ack=
e L 82

- 2318ubp23ziz10.0-2.15

22 0.022996 10.0.2.15 192.124.249.9 TCP

36 50586-443 [ACK] Seqg=1 n:l::—
—1155.124.249.5 | Tisvl.2| 261 [Client hello

24 0.023373 10.0.2.15 122.124.249.9 TLSv1l.2 261 Client Hello
25 0.023445 192.124.249.9 10.0.2.15 TCP 62 443-5058B [ACK] Seg=1 Ack=
26 0.023617 192.124.24%.9 10.0.2.15 TCP 62 443-50586 [ACK] Seg=l Ack=
27 0.037413 192.124.249.9 10.0.2.15 TLSv1l.2 2792 Server Helle
28 N.037426 10.0.2.15 192.124.249.9 TCP 5f 505A6-443 [ACK] Sea=206 Ac

Frame 23: 261 bytes on wire (2088 bits}, 261 bytes captured (2088 bits)

Linux cooked capture

Internet Protocol Version 4, Srec: 10.0.2.15 (10.0.2.15), Dst: 1%52.124.249.9 (192.124.249.%9)
Transmission Control Protocol, Src Port: 50588 (50588), Dst Port: 443 (443), Seg: 1, Ack:1,
Secure Sockets Layer

WO W

0000 00 04 00 O1 OO 06 08 00 27 Ta 3c 93 00 00 08 DD ..veeewe ®ZC. cuns
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0030 50 18 72 10 c& Tc 00 00 16 03 01 00 8 01 00 00 Puifwslon snusmauna
0040 ec4 03 03 d1 08 45 78 b7 2c 90 04 ee 51 16 fl B2 .....EX. ..o:eD..s
0050 16 43 ec d4 89 €0 34 4a 7Tb B0 a6 dl 72 45 11 87 .C....47 {...C...
0060 10 57 ¢cc 00 Q0 le cD Zb ¢ 2f ¢cc a9 cc a8 c0 2¢ W..... i e
0070 cO 30 cD Da cO 09 c0 13 0 14 00 33 00 39 00 2F .Dueeeee «ne3.9./7
Q080 00 35 00 0a 01 00 00 74 00 00 00 16 00 14 00 00 .S5..ceel crssnnss
goa0 11 77 77 77 2e B¢ 69 6 75 78 6d 69 62 T4 Ze 63 .wwwlin uxmint.c
00ald &f 6d4 00 17 00 00 ££f 01 OO0 O1 0D 00 Oa 00 08 00 oOmM...wss S
00b0 ©Oe 00 17 00 18 00 19 00 Ob OO0 02 01 OO0 00 23 00 ..cascss ssssssbs
00cO ©O0 33 74 00 00 00 1C 00 17 00 15 02 €68 32 08 73 .3t....:s «esh2.3
00d0 70 64 79 2f 33 2e 31 08 68 74 74 70 2f 31 2e 31 pdy/3.2. http/l.1l
00el OO0 O5 00 05 01 00 00 OO OO0 OO0 Ocd 00 18 00 16 D4 ..covens ssvssans
00f0 01 05 01 D6 01 02 01 04 03 05 03 06 03 02 03 05 .cvevvwss smumunns
0100 02 04 02 02 02 b s

Drag and drop the element name from the left onto the correct piece of the PCAP file on the right.

source address 10.0.2.15
destination address 50588
source port 443
destination port 192.124.249.9
Network Protocol Transmission Control Protocol
Transport Protocol Internet Protocol v4
Application Protocol Transport Layer Security v1.2

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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source address
destination address
source port
destination port
Network Protocol

Transport Protocol

Application Protocol Application Protocol

NEW QUESTION 8

source address

source port

destination port
destination address
Transport Protocol

Network Protocol

A network engineer discovers that a foreign government hacked one of the defense contractors in their home country and stole intellectual property. What is the

threat agent in this situation?

A. the intellectual property that was stolen

B. the defense contractor who stored the intellectual property
C. the method used to conduct the attack

D. the foreign government that conducted the attack

Answer: D

NEW QUESTION 9

A user received an email attachment named "Hr405-report2609-empl094.exe" but did not run it. Which category of the cyber kill chain should be assigned to this

type of event?

A. installation

B. reconnaissance
C. weaponization
D. delivery

Answer: D

NEW QUESTION 10

A system administrator is ensuring that specific registry information is accurate.

Which type of configuration information does the HKEY_LOCAL_MACHINE hive contain?

A. file extension associations
B. hardware, software, and security settings for the system

C. currently logged in users, including folders and control panel settings

D. all users on the system, including visual settings
Answer: B

Explanation:

https://docs.microsoft.com/en-us/troubleshoot/windows-server/performance/windows-registry-advanced-users

NEW QUESTION 10
Refer to the exhibit.
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What is the potential threat identified in this Stealthwatch dashboard?

A. Host 10.201.3.149 is sending data to 152.46.6.91 using TCP/443.

B. Host 152.46.6.91 is being identified as a watchlist country for data transfer.

C. Traffic to 152.46.6.149 is being denied by an Advanced Network Control policy.

D. Host 10.201.3.149 is receiving almost 19 times more data than is being sent to host 152.46.6.91.

Answer: D

NEW QUESTION 14
When an event is investigated, which type of data provides the investigate capability to determine if data exfiltration has occurred?

A. full packet capture
B. NetFlow data

C. session data

D. firewall logs

Answer: A

NEW QUESTION 16

An automotive company provides new types of engines and special brakes for rally sports cars. The company has a database of inventions and patents for their
engines and technical information Customers can access the database through the company's website after they register and identify themselves. Which type of
protected data is accessed by customers?

A. IP data
B. PIl data
C. PSl data
D. PHI data

Answer: B

NEW QUESTION 18

A company is using several network applications that require high availability and responsiveness, such that milliseconds of latency on network traffic is not
acceptable. An engineer needs to analyze the network and identify ways to improve traffic movement to minimize delays. Which information must the engineer
obtain for this analysis?

A. total throughput on the interface of the router and NetFlow records
B. output of routing protocol authentication failures and ports used

C. running processes on the applications and their total network usage
D. deep packet captures of each application flow and duration

Answer: C

NEW QUESTION 22

Which piece of information is needed for attribution in an investigation?
A. proxy logs showing the source RFC 1918 IP addresses

B. RDP allowed from the Internet
C. known threat actor behavior
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D. 802.1x RADIUS authentication pass arid fail logs
Answer: C

Explanation:
Actually this is the most important thing: know who, what, how, why, etc.. attack the network.

NEW QUESTION 23
An investigator is examining a copy of an ISO file that is stored in CDFS format. What type of evidence is this file?

A. data from a CD copied using Mac-based system
B. data from a CD copied using Linux system

C. data from a DVD copied using Windows system
D. data from a CD copied using Windows

Answer: B

Explanation:
CDfs is a virtual file system for Unix-like operating systems; it provides access to data and audio tracks on Compact Discs. When the CDfs driver mounts a
Compact Disc, it represents each track as a file. This is consistent with the Unix convention "everything is a file". Source: https://en.wikipedia.org/wiki/CDfs

NEW QUESTION 27
An engineer discovered a breach, identified the threat’s entry point, and removed access. The engineer was able to identify the host, the IP address of the threat
actor, and the application the threat actor targeted. What is the next step the engineer should take according to the NIST SP 800-61 Incident handling guide?

A. Recover from the threat.

B. Analyze the threat.

C. Identify lessons learned from the threat.
D. Reduce the probability of similar threats.

Answer: A

Explanation:
Per: https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

NEW QUESTION 31
What is the difference between mandatory access control (MAC) and discretionary access control (DAC)?

A. MAC is controlled by the discretion of the owner and DAC is controlled by an administrator
B. MAC is the strictest of all levels of control and DAC is object-based access

C. DAC is controlled by the operating system and MAC is controlled by an administrator

D. DAC is the strictest of all levels of control and MAC is object-based access

Answer: B

NEW QUESTION 35
Which list identifies the information that the client sends to the server in the negotiation phase of the TLS handshake?

A. ClientStart, ClientKeyExchange, cipher-suites it supports, and suggested compression methods
B. ClientStart, TLS versions it supports, cipher-suites it supports, and suggested compression methods
C. ClientHello, TLS versions it supports, cipher-suites it supports, and suggested compression methods
D. ClientHello, ClientKkeyExchange, cipher-suites it supports, and suggested compression methods

Answer: C

NEW QUESTION 40

A user received a targeted spear-phishing email and identified it as suspicious before opening the content. To which category of the Cyber Kill Chain model does
to this type of event belong?

A. weaponization

B. delivery

C. exploitation

D. reconnaissance

Answer: B

NEW QUESTION 42
A malicious file has been identified in a sandbox analysis tool.
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FEile Details

Which piece of information is needed to search for additional downloads of this file by other hosts?

A. file header type
B. file size

C. file name

D. file hash value

Answer: D

NEW QUESTION 45

An engineer needs to fetch logs from a proxy server and generate actual events according to the data received. Which technology should the engineer use to

accomplish this task?

A. Firepower

B. Email Security Appliance
C. Web Security Appliance
D. Stealthwatch

Answer: C

NEW QUESTION 48

Which type of data consists of connection level, application-specific records generated from network traffic?

A. transaction data
B. location data

C. statistical data
D. alert data

Answer: A

NEW QUESTION 49

What is a benefit of agent-based protection when compared to agentless protection?

A. It lowers maintenance costs

B. It provides a centralized platform
C. It collects and detects all traffic locally
D. It manages numerous devices simultaneously

Answer: C

Explanation:

Host-based antivirus protection is also known as agent-based. Agent-based antivirus runs on every protected machine. Agentless antivirus protection performs
scans on hosts from a centralized system. Agentless systems have become popular for virtualized environments in which multiple OS instances are running on a
host simultaneously. Agent-based antivirus running in each virtualized system can be a serious drain on system resources. Agentless antivirus for virtual hosts
involves the use of a special security virtual appliance that performs optimized scanning tasks on the virtual hosts. An example of this is VMware’s vShield.

NEW QUESTION 53

During which phase of the forensic process are tools and techniques used to extract information from the collected data?

A. investigation
B. examination
C. reporting
D. collection

Answer: D
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NEW QUESTION 57

An engineer is investigating a case of the unauthorized usage of the “Tcpdump” tool. The analysis revealed that a malicious insider attempted to sniff traffic on a

specific interface. What type of information did the malicious insider attempt to obtain?

A. tagged protocols being used on the network
B. all firewall alerts and resulting mitigations
C. tagged ports being used on the network

D. all information and data within the datagram

Answer: C

NEW QUESTION 60

Which step in the incident response process researches an attacking host through logs in a SIEM?

A. detection and analysis
B. preparation

C. eradication

D. containment

Answer: A

Explanation:

Preparation --> Detection and Analysis --> Containment, Erradicaion and Recovery --> Post-Incident Activity Detection and Analysis --> Profile networks and
systems, Understand normal behaviors, Create a log retention policy, Perform event correlation. Maintain and use a knowledge base of information.Use Internet
search engines for research. Run packet sniffers to collect additional data. Filter the data. Seek assistance from others. Keep all host clocks synchronized. Know
the different types of attacks and attack vectors. Develop processes and procedures to recognize the signs of an incident. Understand the sources of precursors
and indicators. Create appropriate incident documentation capabilities and processes. Create processes to effectively prioritize security incidents. Create

processes to effectively communicate incident information (internal and external communications).
Ref: Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

NEW QUESTION 62
What is an example of social engineering attacks?

A. receiving an unexpected email from an unknown person with an attachment from someone in the same company
B. receiving an email from human resources requesting a visit to their secure website to update contact information
C. sending a verbal request to an administrator who knows how to change an account password

D. receiving an invitation to the department’s weekly WebEx meeting

Answer: C

NEW QUESTION 67

What describes the defense-m-depth principle?

A. defining precise guidelines for new workstation installations
B. categorizing critical assets within the organization

C. isolating guest Wi-Fi from the focal network

D. implementing alerts for unexpected asset malfunctions

Answer: B

NEW QUESTION 69

Which principle is being followed when an analyst gathers information relevant to a security incident to determine the appropriate course of action?

A. decision making
B. rapid response
C. data mining

D. due diligence

Answer: D

NEW QUESTION 71

Which category relates to improper use or disclosure of PIl data?
A. legal

B. compliance

C. regulated

D. contractual

Answer: C

NEW QUESTION 76

What is the function of a command and control server?
A. It enumerates open ports on a network device

B. It drops secondary payload into malware
C. Itis used to regain control of the network after a compromise
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D. It sends instruction to a compromised system

Answer: D

NEW QUESTION 79
Which system monitors local system operation and local network access for violations of a security policy?

A. host-based intrusion detection
B. systems-based sandboxing
C. host-based firewall

D. antivirus

Answer: A

Explanation:
HIDS is capable of monitoring the internals of a computing system as well as the network packets on its network interfaces. Host-based firewall is a piece of
software running on a single Host that can restrict incoming and outgoing Network activity for that host only.

NEW QUESTION 84
Which NIST IR category stakeholder is responsible for coordinating incident response among various business units, minimizing damage, and reporting to
regulatory agencies?

A. CSIRT
B. PSIRT
C. public affairs
D. management

Answer: D

NEW QUESTION 86
Which HTTP header field is used in forensics to identify the type of browser used?

A. referrer

B. host

C. user-agent

D. accept-language

Answer: C

Explanation:

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:12.0) Gecko/20100101 Firefox/12.0 In computing, a user agent is any software, acting on behalf of a user, which
"retrieves, renders and facilitates end-user interaction with Web content".[1] A user agent is therefore a special kind of software agent.
https://en.wikipedia.org/wiki/User_agent#User_agent_identification

A user agent is a computer program representing a person, for example, a browser in a Web context. https://developer.mozilla.org/en-
US/docs/Glossary/User_agent

NEW QUESTION 88
What is a difference between SOAR and SIEM?

A. SOAR platforms are used for threat and vulnerability management, but SIEM applications are not
B. SIEM applications are used for threat and vulnerability management, but SOAR platforms are not
C. SOAR receives information from a single platform and delivers it to a SIEM
D. SIEM receives information from a single platform and delivers it to a SOAR

Answer: A

NEW QUESTION 89

An engineer received an alert affecting the degraded performance of a critical server. Analysis showed a heavy CPU and memory load. What is the next step the
engineer should take to investigate this resource usage?

A. Run "ps -d" to decrease the priority state of high load processes to avoid resource exhaustion.

B. Run "ps -u" to find out who executed additional processes that caused a high load on a server.

C. Run "ps -ef" to understand which processes are taking a high amount of resources.

D. Run "ps -m" to capture the existing state of daemons and map required processes to find the gap.

Answer: C

NEW QUESTION 92
Refer to the exhibit.

GET /item.php?id=34' or sleep(10)

This request was sent to a web application server driven by a database. Which type of web server attack is represented?

A. parameter manipulation
B. heap memory corruption
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C. command injection
D. blind SQL injection

Answer: D

NEW QUESTION 96
Which attack is the network vulnerable to when a stream cipher like RC4 is used twice with the same key?

A. forgery attack

B. plaintext-only attack

C. ciphertext-only attack

D. meet-in-the-middle attack

Answer: C

NEW QUESTION 97

An intruder attempted malicious activity and exchanged emails with a user and received corporate information, including email distribution lists. The intruder asked
the user to engage with a link in an email. When the fink launched, it infected machines and the intruder was able to access the corporate network.

Which testing method did the intruder use?

A. social engineering
B. eavesdropping

C. piggybacking

D. tailgating

Answer: A

NEW QUESTION 102
Which data format is the most efficient to build a baseline of traffic seen over an extended period of time?

A. syslog messages

B. full packet capture
C. NetFlow

D. firewall event logs

Answer: C

NEW QUESTION 105
Which attack method intercepts traffic on a switched network?

A. denial of service
B. ARP cache poisoning
C. DHCP snooping
D. command and control

Answer: B

Explanation:

An ARP-based MITM attack is achieved when an attacker poisons the ARP cache of two devices with the MAC address of the attacker's network interface card
(NIC). Once the ARP caches have been successfully poisoned, each victim device sends all its packets to the attacker when communicating to the other device
and puts the attacker in the middle of the communications path between the two victim devices. It allows an attacker to easily monitor all communication between
victim devices. The intent is to intercept and view the information being passed between the two victim devices and potentially introduce sessions and traffic
between the two victim devices

NEW QUESTION 108
Refer to the exhibit.
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An engineer is reviewing a Cuckoo report of a file. What must the engineer interpret from the report?

A. The file will appear legitimate by evading signature-based detection.

B. The file will not execute its behavior in a sandbox environment to avoid detection.
C. The file will insert itself into an application and execute when the application is run.
D. The file will monitor user activity and send the information to an outside source.
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Answer: B

NEW QUESTION 113
Refer to the exhibit.

Date Flow Stat  Duration  Proto  Src [P Addr:Port Dst IP Addr:Port  Packets Bwvtes  Flows

2020-01-05 21:15:28.389 0.000 UDP 127.0.0.1:25678 — 192.168.0.1:20521 I 52 I

Which type of log is displayed?

A. proxy

B. NetFlow
C.IDS

D. sys

Answer: B

NEW QUESTION 115
Which technology on a host is used to isolate a running application from other applications?

A. sandbox

B. application allow list
C. application block list
D. host-based firewall

Answer: A

NEW QUESTION 116
Which security technology allows only a set of pre-approved applications to run on a system?

A. application-level blacklisting
B. host-based IPS

C. application-level whitelisting
D. antivirus

Answer: C

NEW QUESTION 119
What should an engineer use to aid the trusted exchange of public keys between user tom0411976943 and dan1968754032?

A. central key management server
B. web of trust

C. trusted certificate authorities

D. registration authority data

Answer: C

NEW QUESTION 121

How does TOR alter data content during transit?

A. It spoofs the destination and source information protecting both sides.

B. It encrypts content and destination information over multiple layers.

C. It redirects destination traffic through multiple sources avoiding traceability.

D. It traverses source traffic through multiple destinations before reaching the receiver
Answer: B

NEW QUESTION 123
Refer to the exhibit.

Mar 6 10:35:34 user sshd[12900]: pam_unix(sshd:auth):authentication failure;
logname= u1d=0 eu1d=0 tty=ssh ruser= rhost=127.0.0.1

Mar 6 10:35:36 user sshd[12900]: Failed password for invalid user not_bill from
127.0.0.1 port 38346 ssh2

In which Linux log file is this output found?
A. /var/log/authorization.log

B. /var/log/dmesg

C. var/log/var.log

D. /var/log/auth.log

Answer: D
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NEW QUESTION 128

An analyst discovers that a legitimate security alert has been dismissed. Which signature caused this impact on network traffic?

A. true negative

B.

false negative

C. false positive
D. true positive

Answer: B

Explanation:
A false negative occurs when the security system (usually a WAF) fails to identify a threat. It produces a “negative” outcome (meaning that no threat has been
observed), even though a threat exists.

NEW QUESTION 131
Refer to the exhibit.

No. Time « Source Destination Protocol Length Info
E———C - R 2 o LR N T D e T BT S T s— R L e e N B T i ]

20 0.022702 10.0.2.15 192.124.242.9 TCP 26 50588-443 [ACK] Seg=]

[ACK] Seq=]
261 50588-443 [PSH, ACK]

192.124.249.9 TCP 56 50586-443
192.124.249.9 TCP

22 0.022996 10.0.2.15
23 0.023212 10.0.2.15

25 0.023445 192.124.249.9 10.0.2.15 TCP 62 443-50588 [ACK] Seq=]
26 0.023617 192.124.249.9 10.0.2,15 TCP 62 443-50586 [ACK] Seg=]
27 0.037413 192.124.249.9 10.0.2.15 TCP 2792 443-50586 [PSH, ACK)

28 0037426 10.0.2.15 _182.124.249.9 TCP 56 50586443 TACK] Sem=:

-

Frame 24: 261 bytes on wire (2088 bits), 261 bytes captured (2088 bits)
Linux cooked capture
Internet Protocol Version 4, Src: 10.0.2.15 (10.0.2.15), Dst: 192.124.249.9 (152.124.2
Transmission Control Protecel; Src Port: 50586 (50586), Dst Port: 443 (443), Seqg: 1, A
Data [205 bytesz]

Data: 16030100c8010000c403030e06ead078d17676c13abdbebE. ..

[Length: 205]

£ W W W W

0000 OO0 04 Q00 O1 00 O 08 00 27 Ta 3¢ 93 00 00 08 00 ..cesnas ®ZL.iaws
0010 45 00 00 £S5 48 7b 40 00 40 06 2b £2 0a 00 02 0f E...H{B. 8.+......
0020 ¢ 7o £9909 c5 9a 01 bbh Oe 1Ff do bd 00 bd 88 02 .fesssiss sasssais
0030 50 18 72 10 <6 7¢ 00 D0 16 03 01 00 B8 01 00 00 P.r.:lse sovavans
0040 4 03 03 02 06 ea db 78 dl 76 76 cl 3a bd 6 Bf ....c0:% ¥V.2.0.:
0050 e6 b8 b8 b2 ba 08 dé 6d 0d 38 fb 91 45 de fc ee .......m .B..E...
0060 8b 6e £8 00 00 le cO 2b cO 2f cc a9 cc a8 €0 2¢ Mevsset Seaines
0070 ¢O 30 cO Da c0 09 0 13 cO 14 00 33 00 39 00 2f .Ducenss saa39.uf
0080 00 35 00 0a 01 00 00 74 Q0 00 00 16 00 14 00 00 .5...cc+} connsunss
0090 11 77 77 77 2e 6c €69 6e 75 78 6d 69 6e 74 2e 63 .wwwlin uxmint.c
D0al0 6Ff 64 00 17 00 00 ££ D1 00 01 Q00 00 Oa 00 08 00 ONMeseess ssasssns
O0b0 ©06 00 17 00 18 00 19 D0 Ok 00 02 01 00 00 23 00 ..cseess snannsh.
D0=0 OO0 33 74 00 00 00 10 DD 17 00 15 02 68 32 DB 73 .3t...es saahZ2.3
0040 70 €4 79 2f 33 2e 31 08 68 74 74 70 Zf 31 Ze 31 pdy/3.1. http/l.1
00=e0 00 05 00 05 01 00 OO0 OO 00 00 O OO0 18 00 16 04
OQf0 01 05 01 06 01 02 01 D4 03 05 03 06 03 02 03 05
0100 ©02 04 02 02 02

s s owow LI T I
EI I R R R R O

Which application protocol is in this PCAP file?

A.
B.

SSH
TCP

C.TLS
D. HTTP

Answer: D

NEW QUESTION 136
Drag and drop the technology on the left onto the data type the technology provides on the right.

tepdump session data
web content filtering full packet capture
traditional stateful firewall transaction data
NetFlow connection event
A. Mastered
B. Not Mastered
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Answer: A
Explanation:
tcpdump web content filtering
web content filtering tepdump
traditional stateful firewall NetFlow
NetFlow traditional stateful firewall

NEW QUESTION 140
An analyst is exploring the functionality of different operating systems.
What is a feature of Windows Management Instrumentation that must be considered when deciding on an operating system?

A. queries Linux devices that have Microsoft Services for Linux installed

B. deploys Windows Operating Systems in an automated fashion

C. is an efficient tool for working with Active Directory

D. has a Common Information Model, which describes installed hardware and software

Answer: D

NEW QUESTION 144
Refer to the exhibit.

o f o _ Solzce Destination E;qtgr-l Length Info _ ___ ) :
2 D QHEQET 10.128.0.2 10.0.0.2 TCP g8 EE - 3222 [5YN, A:E] E-q*D acktl HintEEEHS Len=0 NSE=l14&8
3 0.005514 10.128.0.2 10.0.0.2 ICP 58 BE - 3341 [5YN, ACE] Seq=0 Ack=l Win=25200 Len=0 HES=1460
4 D.00E429 10.0.0.2 10.128.0.2 TCP 54 3342 - BO [STH] Seqg=0 Win=512 Len=({
5 0.010233 10.128.0.2 10.0.0.2 TCP 58 BS - 3220 [S¥YN, ACE] Seqg=0 Ack=1 Win=298f Len=0 NS5=1468
6 0.014072 10.3128.0.2 10.0.0.2 TCP S8 BD - 3342 [SYM, ACK] Seg=D0 Acksl Win=2900 Lan=0 NS5=14E0
7 0.016830 10.0.0.2 10.128.0.2 iy 54 3343 - B8 [SYN] Seqel Wins512 Lenw0
8 0.022220 10.128.0.2 10.0.0.2 TP 58 B9 - 3343 [BYN, ACK] Sag=0 Ack=1l Win=25%200 Len=0 M5S=1460
9 0D.023496 10.128.0.2 10.0.0.2 e L8 89 - 3219 [S5¥N, ACE] Seg=0 Ack=l Win=29200 Len=0 MS5=1460
10 0.025243 10.0.0.2 10.128.0.2 ce 54 3344 = 88 [SYN] Seg=0 Win=512 Lan=0
11 D.026672 10.128.0.2 10.0.0.2 ICP 58 B9 - 3218 [S¥N, ACK] Seg=0 Ack=l Win=25200 Len=0 Mos=l4&0
12 0.028038 10.128.0.2 10.0.0.2 TCP 58 B0 - 3221 [sS¥YN, ACK] Seg=0 Ack=1 Win=2%200 Len=0 MES=14&0
i3 0.0%0%23 10.128.0.2 10.0.0.2 Ce 58 88 - 3344 [8YN, ACE] Seg=0 Ack=1 Win=25%200 Lan=0 MES=14&0

b Framo 1% 54 bytes on wife (432 bits), 54 h:.'t" captursd (432 bits)
| Etharnet II, Bre: 42:01:0a:f0:00:17 (42:01:0a:f0:00:17), Dst: 42:01:0a:f0:00:01 (42:01:0a:£0:00:01)

} Interngt. Protocol Versicn 4, Srer 18.0.0.2 n:t 11}.123 0,2
F Tran ssion Control Protocol, Src Port: 3& Poxt: i "

Source Port: 3341

Destination Port: BO |
[Stroam index: Q)

[TCPF Segment Len: 0]

Seqg: 0, Lan: 0

Saquence number: 0 (relative segquence number)
[Haxt seguence number: 0 (felative sequence number)]
+ Acknowledgement number: 1023350884

0101 ... = andv' Length: 20 bytes (5)

[Caleulated window size: 512]
Checksum: Ox8d45a [unverified)]
[Checksum Status: Unverified]
Urgent pointer: 0

v [Timestamps]

What is occurring in this network traffic?

A. High rate of SYN packets being sent from a multiple source towards a single destination IP.
B. High rate of ACK packets being sent from a single source IP towards multiple destination IPs.
C. Flood of ACK packets coming from a single source IP to multiple destination IPs.

D. Flood of SYN packets coming from a single source IP to a single destination IP.

Answer: D

NEW QUESTION 149
Refer to the exhibit.

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version 200-201 Questions & Answers shared by Certleader
e — https://www.certleader.com/200-201-dumps.html (263 Q&AS)

Leader of IT Certifications

Categoary Semred On Campirted On Drrat=sn Cuchos Yeruion

File Dirlalls

&l ngever

Fies pige

Fils Dype Y L ] Emd L -f
CRCII

MDHS g | g e

SHAI T h L0 K] LR

el

SHALD

L 4

L 2]

Wirga Tetal

An employee received an email from an unknown sender with an attachment and reported it as a phishing attempt. An engineer uploaded the file to Cuckoo for
further analysis. What should an engineer interpret from the provided Cuckoo report?

A. Win32.polip.a.exe is an executable file and should be flagged as malicious.
B. The file is clean and does not represent a risk.

C. Cuckoo cleaned the malicious file and prepared it for usage.

D. MD5 of the file was not identified as malicious.

Answer: C

NEW QUESTION 151
What describes the impact of false-positive alerts compared to false-negative alerts?

A. A false negative is alerting for an XSS attac

B. An engineer investigates the alert and discovers that an XSS attack happened A false positive is when an XSS attack happens and no alert is raised

C. A false negative is a legitimate attack triggering a brute-force aler

D. An engineer investigates the alert and finds out someone intended to break into the system A false positive is when no alert and no attack is occurring

E. A false positive is an event alerting for a brute-force attack An engineer investigates the alert and discovers that a legitimate user entered the wrong credential
several times A false negative is when a threat actor tries to brute-force attack a system and no alert is raised.

F. A false positive is an event alerting for an SQL injection attack An engineer investigates the alert and discovers that an attack attempt was blocked by IPS A
false negative is when the attack gets detected but succeeds and results in a breach.

Answer: C

NEW QUESTION 152
Refer to the exhibit.

Aug 24 2020 09:02:37: %ASA-4-106023: Deny tep src outside:209.165.200.228/51585 dst

inside:192.168.150.77/22 by access-group "OUTSIDE" [0x506303821, OxD]

An analyst received this alert from the Cisco ASA device, and numerous activity logs were produced. How should this type of evidence be categorized?

A. indirect

B. circumstantial
C. corroborative
D. best

Answer: C

Explanation:

Indirect=circumstantail so there is no posibility to match A or B (only one answer is needed in this question). For suer it's not a BEST evidence - this FW data
inform only of DROPPED traffic. If smth happend inside network, presented evidence could be used to support other evidences or make our narreation stronger
but alone it's mean nothing.

NEW QUESTION 153

What is the impact of false positive alerts on business compared to true positive?

A. True positives affect security as no alarm is raised when an attack has taken place, resulting in a potential breach.
B. True positive alerts are blocked by mistake as potential attacks affecting application availability.

C. False positives affect security as no alarm is raised when an attack has taken place, resulting in a potential breach.
D. False positive alerts are blocked by mistake as potential attacks affecting application availability.

Answer: C

NEW QUESTION 156

At a company party a guest asks questions about the company’s user account format and password complexity. How is this type of conversation classified?

A. Phishing attack
B. Password Revelation Strategy
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C. Piggybacking
D. Social Engineering

Answer: D

NEW QUESTION 157
Which type of evidence supports a theory or an assumption that results from initial evidence?

A. probabilistic
B. indirect

C. best

D. corroborative

Answer: D

Explanation:
Corroborating evidence (or corroboration) is evidence that tends to support a theory or an assumption deduced by some initial evidence. This corroborating
evidence confirms the proposition. Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

NEW QUESTION 162
Refer to the exhibit.

root@:~# cat access-logs/access _130603.txt | grep '192.168.1.91' | cut -d "\"" -f 2 |
uniq -C

1 GET /portal.php?mode=addevent&date=2018-05-01 HTTP/1.1

1 GET /blog/?attachment id=2910 HTTP/1.1

1 GET /blog/?attachment id=2998&feed=rss2 HTTP/1.1

1 GET /blog/?attachment_id=3156 HTTP/1.1

What is depicted in the exhibit?

A. Windows Event logs
B. Apache logs

C. lIS logs

D. UNIX-based syslog

Answer: B

NEW QUESTION 163
An offline audit log contains the source IP address of a session suspected to have exploited a vulnerability resulting in system compromise.
Which kind of evidence is this IP address?

A. best evidence

B. corroborative evidence
C. indirect evidence

D. forensic evidence

Answer: B

NEW QUESTION 166
How does an attack surface differ from an attack vector?

A. An attack vector recognizes the potential outcomes of an attack, and the attack surface is choosing a method of an attack.

B. An attack surface identifies vulnerable parts for an attack, and an attack vector specifies which attacks are feasible to those parts.
C. An attack surface mitigates external vulnerabilities, and an attack vector identifies mitigation techniques and possible workarounds.
D. An attack vector matches components that can be exploited, and an attack surface classifies the potential path for exploitation

Answer: B

NEW QUESTION 169

Which filter allows an engineer to filter traffic in Wireshark to further analyze the PCAP file by only showing the traffic for LAN 10.11.x.x, between workstations and
servers without the Internet?

A. src=10.11.0.0/16 and dst=10.11.0.0/16

B. ip.src==10.11.0.0/16 and ip.dst==10.11.0.0/16

C. ip.src=10.11.0.0/16 and ip.dst=10.11.0.0/16

D. src==10.11.0.0/16 and dst==10.11.0.0/16

Answer: B

NEW QUESTION 174

What is the difference between statistical detection and rule-based detection models?

A. Rule-based detection involves the collection of data in relation to the behavior of legitimate users over a period of time
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B. Statistical detection defines legitimate data of users over a period of time and rule-based detection defines it on an IF/THEN basis
C. Statistical detection involves the evaluation of an object on its intended actions before it executes that behavior
D. Rule-based detection defines legitimate data of users over a period of time and statistical detection defines it on an IF/THEN basis

Answer: B

NEW QUESTION 178
A security expert is working on a copy of the evidence, an I1SO file that is saved in CDFS format. Which type of evidence is this file?

A. CD data copy prepared in Windows

B. CD data copy prepared in Mac-based system

C. CD data copy prepared in Linux system

D. CD data copy prepared in Android-based system

Answer: A

NEW QUESTION 179
Which two elements of the incident response process are stated in NIST Special Publication 800-61 r2? (Choose two.)

A. detection and analysis

B. post-incident activity

C. vulnerability management
D. risk assessment

E. vulnerability scoring

Answer: AB

NEW QUESTION 182
How does statistical detection differ from rule-based detection?

A. Statistical detection involves the evaluation of events, and rule-based detection requires an evaluated set of events to function.

B. Statistical detection defines legitimate data over time, and rule-based detection works on a predefined set of rules

C. Rule-based detection involves the evaluation of events, and statistical detection requires an evaluated set of events to function Rule-based detection defines
D. legitimate data over a period of time, and statistical detection works on a predefined set of rules

Answer: B

NEW QUESTION 186
A SOC analyst is investigating an incident that involves a Linux system that is identifying specific sessions. Which identifier tracks an active program?

A. application identification number

B. active process identification number
C. runtime identification number

D. process identification number

Answer: D

NEW QUESTION 187
In a SOC environment, what is a vulnerability management metric?

A. code signing enforcement
B. full assets scan

C. internet exposed devices
D. single factor authentication

Answer: C

NEW QUESTION 188
Which type of data collection requires the largest amount of storage space?

A. alert data

B. transaction data
C. session data

D. full packet capture

Answer: D

NEW QUESTION 189

How does a certificate authority impact security?

A. It validates client identity when communicating with the server.

B. It authenticates client identity when requesting an SSL certificate.

C. It authenticates domain identity when requesting an SSL certificate.
D. It validates the domain identity of the SSL certificate.
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Answer: D

Explanation:

A certificate authority is a computer or entity that creates and issues digital certificates. CA do not "authenticate" it validates. "D" is wrong because The digital

certificate validate a user. CA --> DC --> user, server or whatever.
NEW QUESTION 193

What is a purpose of a vulnerability management framework?

A. identifies, removes, and mitigates system vulnerabilities

B. detects and removes vulnerabilities in source code

C. conducts vulnerability scans on the network

D. manages a list of reported vulnerabilities

Answer: A

NEW QUESTION 198

Which type of attack occurs when an attacker is successful in eavesdropping on a conversation between two IP phones?

A. known-plaintext
B. replay

C. dictionary

D. man-in-the-middle

Answer: D

NEW QUESTION 199

Which security model assumes an attacker within and outside of the network and enforces strict verification

before connecting to any system or resource within the organization?
A. Biba

B. Object-capability

C. Take-Grant

D. Zero Trust

Answer: D

Explanation:

Zero Trust security is an IT security model that requires strict identity verification for every person and device trying to access resources on a private network,

regardless of whether they are sitting within or outside of the network

NEW QUESTION 202
Refer to the exhibit.

perimeter.

ANerd Detsls Certification Path

wifl Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authonties store.

Issved to:  mad google.com

[‘-“rll"‘db = mad, goooke . com
¥: e

Vald from /13221 to 13/ 202

General Delsds  Certificaton Path

S <Al >

bbby
Publc key parametens

& Subject Aternatve Name

e

+ e, 0 ':.-_-cj...l

wegnesday, Januay 13, 0

Thursday, January |

T QOOCRE (O, LO0CRE
BL

A company employee is connecting to mail google.com from an endpoint device. The website is loaded but with an error. What is occurring?

A. DNS hijacking attack

B. Endpoint local time is invalid.

C. Certificate is not in trusted roots.
D. man-m-the-middle attack

Answer: C
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NEW QUESTION 205
Which security technology guarantees the integrity and authenticity of all messages transferred to and from a web application?

A. Hypertext Transfer Protocol
B. SSL Certificate

C. Tunneling

D. VPN

Answer: B

NEW QUESTION 209
A developer is working on a project using a Linux tool that enables writing processes to obtain these required results:

> If the process is unsuccessful, a negative value is returned.

> If the process is successful, 0 value is returned to the child process, and the process ID is sent to the parent process.
Which component results from this operation?

A. parent directory name of a file pathname
B. process spawn scheduled

C. macros for managing CPU sets

D. new process created by parent process

Answer: D

Explanation:

There are two tasks with specially distinguished process IDs: swapper or sched has process ID 0 and is responsible for paging, and is actually part of the kernel
rather than a normal user-mode process. Process ID 1 is usually the init process primarily responsible for starting and shutting down the system. Originally,
process ID 1 was not specifically reserved for init by any technical measures: it simply had this ID as a natural consequence of being the first process invoked by
the kernel. More recent Unix systems typically have additional kernel components visible as 'processes’, in which case PID 1 is actively reserved for the init
process to maintain consistency with older systems

NEW QUESTION 211

What is the difference between the rule-based detection when compared to behavioral detection?

A. Rule-Based detection is searching for patterns linked to specific types of attacks, while behavioral is identifying per signature.

B. Rule-Based systems have established patterns that do not change with new data, while behavioral changes.

C. Behavioral systems are predefined patterns from hundreds of users, while Rule-Based only flags potentially abnormal patterns using signatures.

D. Behavioral systems find sequences that match a particular attack signature, while Rule-Based identifies potential attacks.

Answer: D

NEW QUESTION 215
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