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NEW QUESTION 1
Refer to the exhibit.

Crsco vidanage

A network administrator is configuring OSPF advanced configuration pararmeters from a template using the vManager GUI for a branch WAN Edge router to
calculate the cost of summary routes to an ASBR. Which action achieves this configuration?

A. Disable RFC 1583 Compatiblt
B. Enable Originate
C. Enable RFC 1M3 Compatible
D. Disable Original

Answer: C

NEW QUESTION 2
Which two image formats are supported for controller codes? (Choose two.)

. .nxos
. .gcow2
. .ova
..bin
Togz

moowp»

Answer: BC

NEW QUESTION 3

An engineer must configure the SD-WAN Edge router to identify DSCP 26 traffic coming from the router's local site and then change the DSCP value to DSCP 18
before sending it over to the SD-WAN fabric. What are the two ways to create the required configuration? (Choose two).

A)

£ CONFIGURATION | POLICIES 1 ocalized Policy > Route Policy

[ © Add Route Policy ~ ] (Add and Configure a Route Policy)
B)

¢ CONFIGURATION | POLICIES Centralized Policy > Appliciation Aware Routing Policy

Choose a tab and add Traffic rules under the selected type

Application Aware Routing  Traffic Data Cflowd

[ © Add Policy ~ ](Create an application-aware routing policy)

C)
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¢ CONFIGURATION | POLICIES | ocalized Policy = Forwarding Class/QoS

Add and Configure a QoS Map

QoS Map Policy Rewrite

L+ JLGGROGI) PETIR G |(Add and Configure QoS Map)

D)

ﬂ CONFIGURATION | POLICIES Localized Policy > Access Control List Palicy

[ © Add Access Control List Policy ~ || © Add Device Access Policy ~

£X CONFIGURATION | POLICIES Centralized Policy > Data Policy

E)

Choose a tab and add Traffic rules under the selected type

Application Aware Routing Traffic Data Cflowd

‘ © Add Policy ~ LCreate a data policy)

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: AC

NEW QUESTION 4
An engineer is configuring a centralized policy to influence network route advertisement. Which controller delivers this policy to the fabric?

A. vSmart

B. vManage
C. WAN Edge
D. vBond

Answer: A
Explanation:

wam b s s | S (] I | St Py - i al A N S—— Y AR bpsmahs= Th - P e R PRSI o SR o g pey | . P M
vomart controllers are the centraiized brain of the solution; they implement posicies and connectivity between SD-WAN beanches. The centraized policy engine in Cisco vSmart controllers provides policy

constructs to manipuiate fouting information, access control, segmentation, extranets, and service chaining

NEW QUESTION 5

Refer to the exhibit.

vpn 0

interface ge0/0

ip address 10.1.15.15/24
tunnel-interface

color Ite

allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service ntp

no allow-service stun
[
no shutdown
shaping-rate
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Which shaping-rate does the engineer use to shape traffic at 9 Mbps?

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp421715213

NEW QUESTION 6
Which component of the Cisco SD-WAN secure extensible network provides a single pane of glass approach to network monitoring and configuration?

A. APIC-EM
B. vSmart
C. vManage
D. vBond

Answer: C

Explanation:

E, wik B e i L 1 o F LTSRS ) g e & all Aaanteallar Asassmansnks and il H - i & P P - = 1k i e
Cisco vManage provides a single-pane-of-glass management to manage all controfler components and both enterprise and extended enterprise WAN edge devices

he comprehensive yWanaoe GUI has dashbozard monitor confiquration tools. maintenance administration. ar ae the ton=level menus

R |
[ | L [ il | . AINENARCE 30MINIS 5 AL iy B INN= Ry
AN WL WEVDRE IS A da Wdad Al W TR, R LU ErRLLY P ERRCIRIRG D MR TG O Uit RREr | L|¥ ekl Gl ROy U0 da LITE IR PG WG] PALER

NEW QUESTION 7
Which configuration component is used in a firewall security policy?

A. numbered sequences of match-action pairs
B. application match parameters

C. URL filtering policy

D. intrusion prevention policy

Answer: A

NEW QUESTION 8
How many subnets are necessary in Azure VNet for a WAN Edge device to function in the cloud deployment?

. CSR is the WAN Edge device that is supported in the Microsoft clou

. The Microsoft underlay cloud fabric performs the management function.

. There must be three subnets in VNet: management, public, and services.

. One public subnet is required in VNe

. The Microsoft underlay cloud fabric performs all of the routing functions for WAN Edge.
. Public and services subnets are required in VNe

. The Microsoft underlay cloud fabric performs the management function.

OGTMMmMmoOOm>

Answer: D

NEW QUESTION 9

An engineering team must prepare a traffic engineering policy where an MPLS circuit is preferred for traffic coming from the Admin VLAN Internet should be used
as a backup only. Which configuration fulfill this requirement?

A)

policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
zet
vpn 10
tioc-list Hub_TLOCs
default-action reject
tloc-ist Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsec preference 300
tlec 10.4.4.4 color public-internet encap ipsec preference 600

B)
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policy
data-policy _TE
ven-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
nat use-vpn 0
nat fallback

default-action reject
1

tloc-list Hub_TLOCs
tioc 10.4.4.4 color mpls encap ipsec preference 300
tloc 10.4.4.4 color public-internet encap ipsec preference 600
©)
policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
ven 10
tloc-list Hub_TLOCs

default-action accept
1

‘tlocist Hub_TLOCs
tlec 10.4.4.4 color mpls encap ipsec preference 600
tloc 10.4.4.4 color public-internet encap ipsec preference 300

D)

policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 512
tloc-list Hub_TLOCs
default-action accept
1

tlocist Hub_TLOCs

tioc 10.4.4.4 color mpls encap ipsec preference 600
tioc 10.4.4.4 color public-internet encap ipsec preference 300

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 10

Which hardware component is involved in the Cisco SD-WAN authentication process for ISR platforms?

A. TPMD
B. ZTP
C.TPC
D. SUDI

Answer: D

NEW QUESTION 10

On which device is a service FW address configured to Insert firewall service at the hub?

A. vEdge at the branch
B. vSmart at the hub
C. vEdge at the hub
D. vSmart at the branch

Answer: C

NEW QUESTION 14
Refer to the exhibit.
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whiage

The ge0/0 interface connects to a 30-MB link. A network administrator wants to always have 10 MB available for high priority traffic. When lower-priority traffic
busts exceed 20 MB. Traffic should be redirected to the second WAN interface ge0/1. Which set of configurations accomplishes this task?
A)
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A. Option A
B. Option B
C. Option C
D. Option D
Answer: C
Explanation:
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policy
poclicer bursty-traffic
rate 1000000
burst 20000
excesed remark
accesz-list policer-bursty-traffic
seguence 10
match
source-ip S6.0.1.0/24
acticn accept
roclicer burstv-traffic
default-acticn accept

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=546

NEW QUESTION 17
Which set of platforms must he in separate VMS as of release 16.1?

A. vSmart and WAN Edge
B. WAN Edge and vBond
C. vManagc and vSmart
D. vBond and vSmart

Answer: D

NEW QUESTION 22
What are the two protocols redistributed into OMP? (Choose two.)

A. OSPF
B. RIP
C. LDP
D. RSVP
E. EIGRP

Answer: AE

Explanation:

Supported Protocols

This section explains the protocols supported for unicast routing

« OMP Routing Protocol

+ BGP and OSPF Routing Protocols
« OSPFv3

+ EIGRP

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-unicas

NEW QUESTION 24
Which API call retrieves a list of all devices in the network?

A. https:/lvmanage_IP_address/dataservice/system/device/{{model}}
B. http://vmanage_IP_address/dataservice/system/device/{{model}}
C. http://lvmanage_IP_address/api-call/system/device/{{model}}

D. https://lvmanage_IP_address/api-call/system/device/{{model}}

Answer: A

Explanation:

Display all available vEdge routers in the overlay network.

GET https://{vmanage-ip-address}/dataservice/system/device/vedges

NEW QUESTION 28
Which two different states of a WAN Edge certificate are shown on vManage? (Choose two.)

A. inactive

B. active

C. staging

D. invalid

E. provisioned

Answer: BE

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy 300-415 dumps

@ 2 P QsseaQs LJ https://www.2passeasy.com/dumps/300-415/ (222 New Questions)

NEW QUESTION 33
What are the default username and password for vSmart Controller when it is installed on a VMware ESXi hypervisor'?

A. username Cisco password admin
B. username admin password Cisco
C. username Cisco password Cisco

D. username admin password admin

Answer: D

NEW QUESTION 34
Which platform cannot provide IPS and URL filtering capabilities?

A. Cisco CSR 1000V
B. Cisco ISR 1000

C. Cisco Catalyst 8300
D. Cisco ISR 4000

Answer: B

NEW QUESTION 39
A network administrator configures SNMFV3 on a Cisco WAN Edge router from CL | for monitoring purposes How many characters are supported by the snmp
user username command?

A.from1to 8

B. from 1 to 16
C. from 1 to 32
D. from 1 to 48

Answer: C

NEW QUESTION 43
Which type of certificate is installed on vManage for a user to access vManage via a web browser?

A. Controller Certificate
B. Web Server Certificate
C. WAN Edge Certificate
D. SD-AVC Certificate

Answer: B

NEW QUESTION 47
What are two benefits of installing Cisco SD-WAN controllers on cloud-hosted services? (Choose two.)

A. utilizes well-known cloud services such as Azur

B. AW

C. and GCP

D. accelerates Cisco SD-WAN deployment

E. allows integration of the WAN Edge devices In the cloud

F. installs the controllers in two cloud regions in a primary and backup setup
G. automatically Implements zone-based firewalling on the controllers

Answer: BD

NEW QUESTION 51
Refer to the exhibit.
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(1) (-1)
eth1 eth0
vManage
(:2) (-2) 150.5.1.0/28
eth1 eth0 Transport
14
vSmart (-14) u
Mgmt
HQ
(.3) ,i\ (.3)
oth0 W8 ge0/0
vBond
vManags w3t
Bys tam Fystes
syastsm-ip 10 .1D.10,101 system-ip 10.310.13,102
hast-name wManage host-pame vImart
atbea-id L aite-itd 1
clock timezone Eurcpe/lLondon clock timezgne EuropeSLondon
vhand 1%3.%. 1. % veomd 120 8% 1.3
organization-nane Cisco.com organiration-mame Cisoo.com
wpa @ vpr 0
interface athld interface sthi
ip addreas 150 _5.1.1/78 ip address 150.5.1 2728
mo shut et Shut
tunnel-interface tunnel-interface
allow-nervice all allow-ssrvice all
ip zoute 0.0.0.0/0 150.5.1.14 ip rowte ©.0.8.0/0 150.5.1.14
! '
aommi € cosmi ©

vBond

systam
system-ip L0Q.10.10 103
host-name wBond
site=1d 1
clock timsroms Europe/Lomdon
whond 150 .5.1.3
srganigition-nans Clisco . Som
1
vpa 0
intarface ol 0
ip addrean 150 5% 1 %28
no  shut
tunnel-interface
ancapsulation iLpsec
allow-amrvice all
ip route D 0.0 OFf0 150.5.7, 14

commt t

An engineer is troubleshooting an issue where vManage and vSmart have a problem establishing a connection to vBond. Which action fixes the issue?

A. Reconfigure the vBond command on the vBond as vBond 150.5.1.3 local

B. Configure the tunnel interface on all three controllers with a color of transport

C. Remove the encapsulation IPsec command under the tunnel interface of vBond.

D. Configure encapsulation as IPsec under the tunnel interface of vManage and vSmart

Answer: A

Explanation:
Conhgure the IP address of Cisco vBond Orchestrator, Cisco vBond Orchestrator’s IP address must be a public IP address, to allow ali Cisco

vEdge devices in the overlay network to reach Cisco vBond Orchestrator;
vBond (config-system) évbond ip-address local

In Releases 16.3 and later, the address can be an IPvd or an [Pv6 address. In earlier releases, it must be an [Pvd address. A vBond orchestrator is
effectively a vEdge router that performs only the orchestrator functions. The local option designates the device to be Cisco vBond Orchestrator,
not a vEdge router. Cisco vBond Orchestrator must run on 2 standalone virtual machine (VM) or hardware router; it cannot coexist in the same
device as a software or hardware vEdge router

NEW QUESTION 53
Which two virtualized environments are available for a company to install the controllers using the on-premises model? (Choose two )

A. VMware vSphere ESXi

B. VMware Workstation
C. kernel-based virtual machine
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D. OpenStack
E. Microsoft Hyper-V

Answer: AD

NEW QUESTION 54

An engineer configures an application-aware routing policy for a group of sites The locations depend on public and private transports The policy does not work as

expected when one of the transports does not perform properly This policy is configured:

policy

sla-class BULK_DATA
loss 20

latency 300

jitter 100

|

sla-class TRANSACTIONAL_DATA
loss 15
latency 50

jitter 100

L]

sla-class REALTIME
loss 20

latency 100

jitter 30

1

5pp¢oute-poiicy VPN-10_MPLS_AND_INET_SITES
vpn-list VPN-10

sequence 1

match

|d scp 46 t?

imtinn

backup-sia-preferred-color biz-internet
sla-class REALTIME preferred-color private1
i

t
sequence 11

match
dscp 34
L

action

backup-sla-preferred-color biz-internet

sla-class TRANSACTIONAL_DATA preferred-color private1
i
!

which configuration completes the policy so that it works for all locations?
A)

sla<class TRANSACTIONAL_DATA
loss &

latency 50

jitter 100

|

sla-class REALTIME

loss 2

latency 100

jitter 30

|

B)
sla<class TRANSACTIONAL_DATA
loss 2
latency 100
jitter 30
!
slaclass REALTIME
loss 18
latency 100
jitter 100
I

C

:)Ia-clan BULK_DATA
loss 10
latency 300

jizter 100

|

sla<class REALTIME
loss 2

latency 100

jitter 30

|

D)
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sla-class BULK_DATA
loss 16

latency 100

jitter 100

i

sla-class TRANSACTIONAL_DATA
loss 10

latency 300

!jiIt'r 100

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 55
Drag and drop the devices from the left into order on the right to upgrade the software from version 19 to version 20.

WAN Edge 1
viBond 2
vManage 3
vSmart 4
A. Mastered
B. Not Mastered
Answer: A
Explanation:
WAN Edge vManage 1
| vBond | wBoind F
viManage vamart 3
| vSmart | WAN Edge 4

NEW QUESTION 60
Refer to the exhibit
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SD-WAN Controllers (Cisco Hosted)
T
Internet

NAT
Router

—

el
L2
B s B3

Edge-1 Edge-2

Which configuration must the engineer use to form underlay connectivity for the Cisco SD-WAN network?

A)

R1

vpn 512

Iinterface eth0

lp address 10.0.0.21/24
no shutdown

I
Ip route 0.0.0.00 10.0.0.254

E

vpn 512

interface eth0

ip address 10.0.0.2r24
ne shutdown

|

|p route 0.0.0.0/0 10.0.0.254

B)

R

vpn 10

interface gel’2

Ip address 10.10.10.9/29
ne shutdown

|

Ip route 0.0.0.0/0 10.10.10.11

R

vpn 10

interface ge0'2

ip address 10.10.10.10/28
no shutdown

I

Ip route 0.0.0.0/0 10.10.10.11

C)
R
vpn 0
interface 10ge0/0
ip address 10.50.0.2/29
no shutdown
|

Ip route 0.0.0.0/0 10.50.0.3

Rz

vpn 0

interface 10ge0/0

ip address 10.50.0.1729

no shutdown
I
Ip route 0.0.0.0/0 10.50.0.3

D)
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1

vpn 0

interface ge00

ip address 10.50.0.2/30

tunnel-interface
]

lp route 0.0.0.0'0 10.50.0.4

vpn 0
interface ge0/0

ip address 10.50.0.3/30
tunnel-interface

Ip routs 0.0.0.0/0 10.50.0.4

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 65
Which component of the Cisco SD-WAN control plane architecture should be located in a public Internet address space and facilitates NAT-traversal?

A. vBond

B. WAN Edge
C. vSmart

D. vManage

Answer: A

NEW QUESTION 67
A network administrator configures SNMPv3 on a Cisco WAN Edge router from CLI for monitoring purposes How many characters are supported by the snmp user
<username> command?

A.from1to 8

B. from 1to 16
C. from 1to 32
D. from 1 to 48

Answer: C

NEW QUESTION 71

A network engineer must configure all branches to communicate with each other through the Service Chain Firewall located at the headquarters site. Which
configuration allows the engineer to accomplish this task?

A)

Cisco vManage

POLICIES
ocalized Policy I

L CONFIGURATION

Centralized Policy I

C)
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Administration

Setlings

Manage Users

Cluster Management

Integration Management

Manage Users

Cluster Management

Integration Management

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 73

An organization requires the use of integrated preventative engines, exploit protection, and the most updated and advanced signature-based antivirus with
sandboxing and threat intelligence to stop malicious attachments before they reach users and get executed. Which Cisco SD-WAN solution meets the
requirements?

A. Cisco Trust Anchor module

B. URL filtering and Umbrella DNS security
C. Cisco AMP and Threat Grid

D. Snort IPS

Answer: D

NEW QUESTION 75
Which pathway under Monitor > Network > Select Device is used to verify service insertion configuration?

A. System Status
B. Troubleshooting
C. Real Time

D. Events

Answer: B

NEW QUESTION 76

Which routing protocol has the highest default administrative distance?
A. OMP

B. external EIGRP

C.Is-ISs

D. IBGP

Answer: A

NEW QUESTION 77
Drag and drop the attributes from the left that make each transport location unique onto the right. Not all options are used.
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IP address target1
color target2
encapsulation target3

VPN

service

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A TLOC, or Transport Location, is the attachment point where a WAN Edge router connects to the WAN transport network. A TLOC is
uniquely identified and represented by a three-tuple, consisting of system IP address, link color, and encapsulation (Generic Routing

Encapsulation [GRE] or IPsec)

NEW QUESTION 79
A network administrator is configuring VRRP to avoid a traffic black hole when the transport side of the network is down on the master device. What must be
configured to get the fastest failover to standby?

A. lower timer interval

B. prefix-list tracking

C. higher group ID number
D. OMP tracking

Answer: B

Explanation:

vEage {config-vrip) ¢ track-prefix-l1ist [ist-naps

VIF SESS100N5 el K fRRF abVED DLLUTS o USSLTIU strack Qmp OPLION, BOREION, IT reaChamiity 10 4 TETES alls | '-._'.-."E:".'] dIIOVET QLCLITS

s MITIMIZIRG TRE aMOUnT OF OVEriay rathc s dropped while the vedge routers determine the VRREF mas

NEW QUESTION 84
Which two metrics must a cloud Edge router use to pick the optimal path for a SaaS application reachable via a gateway site? (Choose two.)

A. HTTP loss and latency metrics to the SaaS application
B. ICMP loss and latency metrics to the SaaS application
C. BFD loss and latency metrics to the gateway site

D. BFD loss and latency metrics to the SaaS application
E. HTTP loss and latency metrics to the gateway site

Answer: AC

Explanation:

-The gateway vEdge uses HTTP to obtain SaaS application performance information - The client vEdge will use BFD over the IPSec tunnel to the gateway site to
obtain client>gateway path performance information

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Cloud-onRamp-for-SaaS

NEW QUESTION 86

An engineer modifies a data policy for DIA in VPN 67. The location has two Internet-bound circuits. Only the web browsing traffic must be admitted for DIA. without
further discrimination about which transport to use.

Here is the existing data policy configuration:
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data-policy DIA
vpn-list VPN-67
sequence 10
match
destination-data-prefix-list INTERNAL-NETWORKS
|
i

dafault-actlun drop

Which policy configuration sequence meets the requirements?

sequence 5
match
destination-port 80 443
destination-ip 0.0.0.0/0
|
action accept
nat use-vpn 0

sequence 20
match
destination-port 80 443

source-ip 0.0.0.0/0
|

action accept
set

local-tloc-list
color biz-internet

sequence 20
match
destination-port 80 443
destination-ip 0.0.0.0/0
|
action accept
nat use-vpn 0

sequence 5
match
destination-port 80 443

source-ip 0.0.0.0/0
|

-

action accept

set
local-tloc-list
color blz-internet

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 87
What is the default value for the number of paths advertised per prefix in the OMP feature template?

== oA

00w
DN

Answer: C

NEW QUESTION 92

A company deploys a Cisco SD-WAN solution but has an unstable Internet connection. When the link to vSmart comes back up, the WAN Edge router routing
table is not refreshed, and some traffic to the destination network is dropped. The headquarters is the hub site, and it continuously adds new sites to the SD-WAN
network. An engineer must configure route refresh between WAN Edge and vSmart within 2 minutes. Which configuration meets this requirement?
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omp
no shutdown
graceful-restart
timers
eor-timer 120

omp
no shutdown
no graceful-restart

omp

no shutdown

graceful-restart
timers
holdtime 120

omp
no shutdown

graceful-restart

timers
advertisement-interval 120

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 95
Refer to the exhibit

£ CONFIGURATION | POLIC

O Create Groups of int

Select a list type on the left and

Data Prefo

The network team must configure application-aware routing for the Service VPN 50.0.0.0/16
The SLA must prefer MPLS for video traffic but the remaining traffic must use a public network What must be defined other than applications before the application-
aware policy is create?
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A. SLA Class, Site VP

B. Prefix

C. Data Prefix, Site VPN TLOC
D. Application, SLA VP

E. Prefix

F. Color, SLA Class, Sue, VPN

Answer: A

NEW QUESTION 99

Which device information is required on PNP/ZTP to support the zero-touch onboarding process?
A. interface IP address

B. system IP address

C. public DNS entry

D. serial and chassis numbers

Answer: D

NEW QUESTION 101
Refer to the exhibit.

PEER PEER CONTROLLER

FEER FEER PEER SITE DOMAIN  PEER PRIVATE FPEER PUBLIC GROUP
IYPE PROTOCOL SYSTEMIP D 1D FRIVATE IP PORT PUBLIC IF PORT LOCAL COLOR STATE
UPTIME 1D

vbond  dils - 0 1] 1326256 12348 1325256 12346 gold connect 0

vbhaond dtls - 0 0 1.3.25.25 12346 1.3.25.20 12346 silvar connect 0

An engineer is troubleshooting a control connection Issue. What does "connect” mean in this how control connections output?

A. Control connection is down

B. Control connection is connected

C. Control connection attempt is in progress
D. Control connection is up

Answer: C

NEW QUESTION 102
What is the behaviour of vBond orchestrator?

A. It maintains vSmart and WAN Edge routers secure connectivity state

B. it builds permanent connections with vSmart controllers

C. it updates vSmart of WAN Edge routers behind NAT devices using OMP.
D. It builds permanent connections with WAN Edge routers

Answer: A

NEW QUESTION 106

Which combination of platforms are managed by vManage?
A.ISR4321, ASR1001, ENCS, ISRv

B. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud

C. ISR4321, ASR1001, Nexus, ENCS

D. ISR435I, ASRI009, vEdge2000, CSR1000v

Answer: A

NEW QUESTION 107
Refer to the exhibit.
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Q
o .
we
Q
>
R\
Customer A i
Gel/2 Ged/2

TLOC Extension

R1 R2

An MPLS connection on R2 must extend to R1 Users behind R1 must have dual connectivity for data traffic Which configuration provides R1 control connectivity
over the MPLS connection?

A)

R1
interface ge0/2
ip address 34.34.34.1/30
tloc-extension geld/
wnnel-interface
color mpls

interface ge0/2
ip address 34.34.34.2/30
tloc-extension ged/l
tunnel-interface
ceolor public-internet
B)

E1

interface gel/2
ip address 34.34.34.1/30
tloc-extension gel/

R2
interface ge0/0
ip address 34,34.34,2/30
tunnel-interface
color mpls

C)

vpn 0
router
ospf
redistribute omp route-policy OSPF_Route_Policy
area 0
interface gel/2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/32
I

route-policy OSPF_Route_Policy
sequence 1

match

address W2_Loopback

|

ﬁ:‘!iun accept
et
metric 100
metric-type typel
D)
vpn 10
name """ Service VPN 10 ****
router
ospf
redistribute omp route-policy OSPF_Route_Policy
area 0
interface ge0/2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/32
]

route-policy OSPF_Route_Policy
sequence 1
match
address W2_Loopback
i

action acceot

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: D

NEW QUESTION 112
Which configuration defines the groups of interest before creation of the access list or route map?
A)

Cisco vManage

L CONFIGURATION | POLICEES
Centralized Policy  Localized Pobcy o{.‘l-nlrainttd Palicy @ Localized Policy
CLI Policy CLI Pabicy
© Add Policy . ) f
15 I Lists
g Tepology Forwarding Closs/QoS
MAMCEMTRAL  MAINCENTRAL UN Policy Buildes Route Policy

B)

Cisco vidanage

L CONFIGURATION  Tonam arTs

P
© Create Templals ~ @e

n_mmmmmmm::::-

C)

Cisco vManage

2 CONFIGURATION | POLICIES
Centralized Policy || Localized Polcy O Centralized Policy G Localized Pelicy
O Add Policy CLI Podicy CLI Policy
Lists Lists
O‘ Topology Forwardng Class/QoS
MAINCENTRAL  MAINCENTRAL | Pohcy Buwider Route Policy

Cisco vidanage

£ CONFIGURATION | POLICIES

Centralized Palicy | Locahred Pobcy O Centralized Policy O Localized Palicy

CLI Podicy CLI Pohcy

© Add Pokicy

Topakocy Foswarding Class /005

WAIMCT MTRAL MAINCENTRA Uit Polcy Buddér LR Pobcy Bualded | gF le Policy

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: A

NEW QUESTION 117
A bank is looking for improved customer experience for applications and reduce overhead related to compliance and security. Which key feature or features of the
Cisco SD-WAN solution will help the bank to achieve their goals?

A. Integration with PaaS providers to offer the best possible application experience

B. QoS including application prioritization and meeting critical applications SLA for selecting optimal path.
C. implementation of a modem age core banking system

D. implementation of BGP across the enterprise routing for selecting optimal path
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Answer: B
Explanation:

https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-cisco-sd-wan-ebook-

NEW QUESTION 122
Refer to the exhibit.

The control connection is failing. Which action resolves the issue?

A. import vSmart in vManager

B. Validate the certificates authenticity on vSmart
C. Upload the WAN Edge list on vManage.

D. Restore the reachability to the vSmart

Answer: D

Explanation:
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html

NEW QUESTION 127
Refer to the exhibit.

A network administrator is configuring OMP in vManage to advertise all the paths for the same prefix from a site that has two WAN Edge devices Each WAN Edge
device is connected to three ISPs and two private MPLS transports. What is the minimum value for ‘Number of Paths advertised per Prefix" that should be
configured?

00w
= o1t WwWiN

Answer: D

NEW QUESTION 129

Which protocol is used between redundant vSmart controllers to establish a permanent communication channel?
A. IPsec

B. HTTPs

C.DTLS

D. SSL

Answer: C

NEW QUESTION 130
Refer to exhibit.
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An engineer is troubleshooting tear down of control connections even though a valid Certificate Serial Number is entered Which two actions resolve the Issue?
(Choose two)

A. Enter a valid serial number on the controllers for a given device
B. Remove the duplicate IP in the network.

C. Enter a valid product ID (model) on the PNP portal

D. Match the serial number file between the controllers

E. Restore network reachability for the controller

Answer: CD

Explanation:
https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 134
What is a default protocol for control plane connection?

A. IPsec
B. HTTPS
C.TLS

D. DTLS

Answer: D

NEW QUESTION 136
How many vCPUs and how much RAM are recommended to run the vSmart controller on the KVM server for 251 to 1000 devices in software version 20.4.x?

A. 4vCPU

B. 16 GB
C.4vCPU
D.8GB

E. 8vCPU

F. 16 GB

G. 2vCPUs.4GB

Answer: B

NEW QUESTION 139
Which controller is excluded from the process of checking against the authorized, allowed list?

A. vBond

B. PnP

C. vSmart
D. vManage

Answer: A

NEW QUESTION 143

Which two actions are necessary to set the Controller Certificate Authorization mode to indicate a root certificate? (Choose two)
A. Select the Controller Certificate Authorization mode that is recommended by Cisco

B. Change the organization name of the Cisco SO-WAN fabric.

C. Upload an SSL certificate to vManape,

D. Select a private certificate signing authority instead of a public certificate signing authority

E. Select a validity period from the drop-down menu

Answer: CD

NEW QUESTION 147

How is an event monitored and reported for an individual device in the overlay network at site ID:S4300T6E43F367?
A. The device sends event notifications to vManage.

B. The device sends notifications to vSmart that sends them to vManage.

C. The device sends a critical alarm of events to vManage.

D. The device sends a critical alarm to vSmart that sends it to vManage.

Answer: A

NEW QUESTION 151
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Which device in the SD- WAN solution receives and categorizes event reports, and generates alarms?

A. WAN Edge routers
B. vSmart controllers
C. vManage NMS

D. vBond controllers

Answer: C

Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release _17.1/vManage_NMS_Product_

NEW QUESTION 155

An engineer must apply the configuration for certificate installation to vBond Orchestrator and vSmart Controller. Which configuration accomplishes this task?

vpn 0

interface ath1

ip address 199.1.1.1/28
tunnel-interface
allow-service sshd
allow-service netconf
no shutdown

1=

vpn 5§12

interface eth1

ip address 199.1.1.1/28
tunnel-interface
allow-service sshd
allow-service netconf

vpn 0

interface eth
ip address 199,1.1.1/28
tunnel-interface
allow-service sshd
allow-service ntp

L]

vpn 512
interface ethi
ip address 199.1.1.1/28
0. tunnel-interface
allow-service netcont
no allow-service ntp
no allow-service stun

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 159

A company must avoid downtime at the remote sites and data plane to continue forwarding traffic between WAN Edge devices if the branch router loses

connectivity to its OMP peers Which configuration meets the requirement?

A)
CONFIGURATION | TEMPLATES

Feoture

re Deergigie Al Tewengd e S

Adwertine

Graceful Reatar) for OMEP

Crveelny A5 Nurnber

Graceful Restart Tumer [ seconds )

Mugriber of Pathe Adwertried por Profo

ECAAP Lt

Shustdosm
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Fent v Trrrp.‘t Akt !',,-.-";..-_,- i

Base Confaguratkon Timers

Advertise

Graceful Restart foc OMP

Orwerlay AS Number

Gragetul Restart Timer [seconds)

Muribor of Paths Advertived per Profu

ECHa™ Lirrit

L

Yes

C)

COMFIGURATION | TEMPLATES

Featae [ef Ca At rrﬂ'".i.l‘!r LY

[oune contprnion [

Advertize

Orpceful Restart for OMP
Crveriay AS Number
Oracefui Rostart Timer (soconda)
Nurnibet of Pathe Advertrsod per Prefo

EChP™ Lirmit

COMFIGURATION | TERERLANLE

(AT RS ] Featuae

Fatre larplate  Add Tomplats g

Desic Cor fgureton Timers

Giraceful Resiart for OMP
Crverioy AS Nurmber

Graceful Restor! Trmer (weconds |

Nurmbet of Patin Adwvertised por Prefus

ECMP Lt

ot

] .®

-

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: D

NEW QUESTION 160
An engineer is troubleshooting a vEdge router and identifies a “DCONFAIL — DTLS connection failure” message. What is the problem?

A. certificate mismatch
B. organization mismatch
C. memory issue

D. connectivity issue

Answer: D

Explanation:
https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 161
Which logs verify when a device was upgraded?

A. Audit
B. Email
C.ACL
D. SNMP

Answer: A

NEW QUESTION 162
An engineer is configuring a data policy for packets that must be captured through the policy. Which command accomplishes this task?

A. policy > data-policy > vpn-list > sequence > default-action > drop
B. policy > data-policy > vpn-list > sequence > action

C. policy > data-policy > vpn-list > sequence > default-action > accept
D. policy > data-policy > vpn-list > sequence > match

Answer: B

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=357

NEW QUESTION 165
An engineer must automate certificate signing through Cisco. Which vManage configuration achieves this task?
A)
vpn 0
dns 208.67.222.222 primary
allow-service dns
allow-service sshd
allow-service netconf

B)

vpn 0

allow-service dns
allow-service sshd
allow-service netconf

C)

vpn 512
dns 208.67.222.222 primary
allow-service dns
allow-service sshd
allow-service netconf

D)

vpn 512

allow-service dns

allow-service sshd
allow-service netconf

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 167
A customer has MPLS and Internet as the TLOC colors An engineer must configure conlroJlers with the Internet and not with MPLS Which configuration achieves
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this requirement on vManage?
A)

vpn O

interface ethi
ip address 10.50.0.1/24
twnnel-interface
color mpls

B)
vpn 0
interface eth1
ip address 10.50.0.1/24
winnel-intarface
color public-internet

©)
vpn 0
interface ethi
ip address 10.50.0.1/24
tunnel-interface
color biz-internet

D)

vpn 0

interface ethi
ip address 10.50.0.1/24
tunnel-interface
color default

A. Option A
B. Option B
C. Option C
D. Option D

Answer:. B

NEW QUESTION 170

Which two algorithms authenticate a user when configuring SNMPv3 monitoring on a WAN Edge router? (Choose two.)
A. AES-256

B. SHA-1

C. AES-128

D. MD5

E. SHA-2

Answer: AB

Explanation:
Configure SNMPYVI

ik Aod hew User 2

Note MO

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.html
NEW QUESTION 174

How is TLOC defined?

A. It is represented by a unique identifier to specify a site in as SD-WAN architecture.

B. It specifies a Cisco SD-WAN overlay in a multitenant vYSMART deployment.

C. Itis a unique collection of GRE or iPsec encapsulation, link color, and system IP address.

D. It is represented by group of QoS policies applied to a WAN Edge router.

Answer: C

NEW QUESTION 179
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A customer is receiving routes via OMP from vSmart controller for a specific VPN. The customer must provide access to the W2 loopback received via OMP to the
OSPF neighbor on the service-side VPN, which configuration fulfils these requirements?
vpn 0
router
ospl
redistribute omp route-policy OSPF_Route_Policy
area 0
interface ge0/2
axin
lists:
prefix-list W2_Loopback
ip-prefix 10.10.10.5/24
1

route-policy OSPF_Route Policy
sequence 1
match

address W2_Loopback
1

default action accept
sat

metric 100
metric-type typel

vpn 0
router
ospl
redistribute omp route-policy OSPF_Route_Policy
area 0
interface geli2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10,5/32
!

route-policy OSPF_Route Policy
sequence 1

match

addrees W7 | annhack

maew s s o

metric-type type1

i @
FeibEr
anpl

reddintribuin amp reuls-palicy QBPF_Roube Policy
wrea

interface galid
el

Fiadn
prafa-list Wi Lospbadk
Wp-prehie 10,910,910 532

raube-pokicy OBPF_Rawie Policy
anfuencs 1
match

address Wi_Loopback
1

&tlian attapl
el
matnic 100

makric type typed

wpn 10

nanse “** Barvice VPN 10 7
LT

ol
mediatriliug amg foite-pallcy OSPF Reibe Poliey
wrea

intertace galid
il
(S ]

prrhednt W Loopiech
p-prefo 1090 90 %32

riie oy OSPF Route Poboy
s e 1

¥ ]

sddress W1 Loopback
asp

nedliabribue amp rouls-palicy OBPF_Roaibe Policy
wrea 0

inibeaca galid
&kl
Fenls

prefis-list Wi _Loophack
wpeprelic 10,940,106 532
1
routs-pokicy OBPF_Rouwis _Policy
nequsnce |

mabeh

address W2_Looplack
1

schan acoept

il

mMakn 100
metnc-type type!

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: D

Explanation:

Answer must start with VPN 10(service side) & should have metric-type 1 and not with VPN 0 (transport side)

NEW QUESTION 183

Which command on a WAN Edge device displays the information about the colors present in the fabric that are learned from vSmart via OMP?

A. show omp tlocs

B. show omp sessions
C. show omp peers

D. show omp route

Answer: A
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NEW QUESTION 188
An administrator is configuring the severity level on the vManage NMS for events that indicate that an action must be taken immediately. Which severity level must
be configured?

A. warning
B. error

C. critical
D. alert

Answer: D

Explanation:

- - —r -

+ Alert— Action must be taken immediately (corresponds to syslog severity 1).

NEW QUESTION 189
An administrator must deploy the controllers using the On-Prem method while vManage can access the PnP portal from inside How are the two WAN Edge
authorized allowed lists to be made available to vManage? (Choose two)

WAN Edge Cloud Certificate Authorization Autormatod

vidge Cloud ® Automated (00

Mamual ||

-

X CONFPIGURATION

WAN Edge Livt

A. Option A
B. Option B
C. Option C
D. Option D

Answer: AB

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.4/Configuration/Devices
NEW QUESTION 191

Which VPN connects the transport-side WAN Edge interface to the underlay/WAN network?

A.VPN 1

B. VPN 511

C.VPNO

D. VPN 512

Answer: C

Explanation:
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transport network and the transport network itself. The network ports that connect to the underiay network are part of VPN 0, the transport
VPN. Getting connectivity to the Service Provider gateway in the transport network usually involves configuring a static default gateway (most

NEW QUESTION 196
What is the main purpose of using TLOC extensions in WAN Edge router configuration?

A. creates hardware-level transport redundancy at the local site

B. creates an IPsec tunnel from WAN Edge to vBond Orchestrator
C. transports control traffic to a redundant vSmart Controller

D. transports control traffic w remote-site WAN Edge routers

Answer: D

NEW QUESTION 201

What is an attribute of TLOC'?
A. encryption

B. local preference

C. tag

D. service

Answer: C

NEW QUESTION 203
Refer to the exhibit.

Jedge-C [ou
Edge-Cloud#
‘Edge-Cloud# vshell
vedge-Cloud:~% cd /var/log/
vEdge-Cloud: /var/log}
/Edge-Cloud: /var/log} Is -1
otal 28992
-rw-r--r-- 1 root root 1441700 Nov 22 15:13 auth.log
rw-r--r-- 1 basic adm 0 Aug 7 15:29 cloud-init.log
rwxr-xr-x 2 root root 4096 Nov 22 14:49 confd
rw-r--r-- 1 root root 1896486 Nov 22 14:57 kern.log
rw-r-——r-- 1 root root 292292 Aug 9 22:31 lastlog
rw-r--r-- 1 root root 6197843 Nov 22 15:14 messages
rw-r--r-- 1 root root 10512141 Aaug 30 21:00 messages.l
rewxr-xr-x 2 root root 4096 Nov 22 14:48 pdb
rwxr-xr-x 2 gquagga quagga 4096 Aug 7 15:29 quagga
rWw=-r=-r=-- 1 root root 437 Nov 22 14:48 sw_script_active.lo
rw-r--r-- 1 root root 382 Nov 22 14:48 sw_script_previous. log
-rw-r--r-- 1 root root 2004 Nov 22 14:49 sw_script_synccdb. log
-PW-—===== 1 root root 64064 Nov 22 15:07 tallylog
Irwxr-xr-x 2 root root 60 Nov 22 14:48 tmplog
-rw-r--r-- 1 root root 6841506 Nov 22 15:14 vconfd
-rw-r--r-- 1 root root 184602 Aug 7 15:29 vdebug
-rw-r--r-- 1 root root 2479511 Nov 22 15:14 vsyslog
-rwxr-xr-x 1 root  utmp 49536 Nov 22 15:07 wtmp
vEdge-Cloud: /var/log$

Which configuration stops Netconf CLI logging on WAN Edge devices during migration?

logs
audit-disable
netconf-disable

logs
netconf-disable

legging
disk netconf-disable

logging
disk
audit-disable
netennf-dicahla

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp386725031
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Syslog messages related to AAA authentication and Netconf CLI access and usage are placed in the auth log and messages files. Each time Cisco vManage logs in to
a Cisco vEdge device to retrieve statistics and status information and to push files to the router, the router generates AAA and Netconf log messages. So, over time,
these messages can fill the log files. To prevent these messages from filling the log files, you can disable the logging of AAA and Netconf syslog messages.

Device(config) # system aaa logsViptela(config-logs)# audit-disableViptela(config-logs)$# netconf-disable

NEW QUESTION 208

Refer to the exhibit
Controliers SOWAN
O Q o o Erterprive Network
gy

L

iy |

-

-AT-! | : Ste 8 (Spohel ‘
wlbilgs 290 (% LT S dlige 222 I.:}-n.l. |

An engineer must configure a QoS policy between me hub and site A (spoke) over a standard internet circuit where traffic shaping is adjusted automatically based
on evaiiabk» bandwidth Which configuration meets the requirement?

HHuks

Sdwan

interface GigabhEthermeti
qos-adaptive
period 30
downstream BOOD
dewmstrean range 6000 10000
upstream 8000
upstream range 4000 16000
exit

tunnel-interface
encapsulation ipsec welght 1
color public-intermet
no last-resort-cireuit
vmanage-<onnection-preference §
allow-service all

Site A [Spoke |
b1
interface GigabiSthemett
qos-adaptive
40

downstream 10000
downatream range B000 12000
upstream 3000

up':lnun rarge S000 16000
[

tunnal-interface

sncapsulation ipsec welght 1
color mpis

na last-resort-circuit
vmanage-connection-preference 2
allow-service all
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Hub

sdwan

interface GigabitEtherneti
qos-adaplive
period 90
downstream 8000
downstream range 6000 10000
upstream B000D

upstream range 4000 16000
exit

tunnel-interface

encapsulation ipsec weight 1
color public-internet

no last-resort-circuit
vmanage-connection-preference 5
allow-service all

Sile -"I._|_E|]l:.||n_~l
sdwan

interface GigabitEthernet1
qos-adaptive

period 90

downstream 8000
downstream range 6000 10000
upstream B0OO

upstream range 4000 16000
exit

tunnel-interface

encapsulation ipsec weight 1
color public-internet

no last-resont-circuit
vmanage-connection-preference 5
allow-service all

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 210

Which value is verified in the certificates to confirm the identity of the physical WAN Edge device?

A. Serial Number
B. OTP

C. System-IP

D. Chassis-ID

Answer: A

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-certificates.html

NEW QUESTION 211

An enterprise is continuously adding new sites to its Cisco SD-WAN network. It must configure any cached routes flushed when OMP peers have lost adjacency

Which configuration allows the cached OMP routes to be flushed after every 24 hours from its routing table?

A)

Basic Configuration Timers Advertise

Graceful Restart for OMP

Overlay AS MNurmber

Graceful Restart Timer (seconds)

Number of Paths Advertised per Prefix

ECMP Limit

Shutdown

Yes

& On

Mo

B)
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Timers —— Advartise

Graceful Restart for OMP . # On Off
Overlay AS Number . ] -
Graceful Restart Timer (soconds) s BEAOK -
Number of Paths Advertized per Prefix 3 -

ECMP Limat . A ™

Shutdown 5 Yiou . % Mo

C)

Graceful Restart for OMP & On off

Overlay AS Number

Graceful Restart Timer [seconds) - LOO00 s

Wumber of Paths Advertrsed per Preficc .

ECMP Limit -

Shasdesn . Yes Mo

Gracelul Restart for OMP = 8 On O
Owerlay AS Mumber * =
Graceful Restar! Timer [seconds) v | 43700 m

MNumber of Paths Advertised per Prefix

M

*

ECMP Limit -

Shutdown . Yes ® Mo

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: B

NEW QUESTION 212
Which vBond system configuration under VPN 0 allows for a routable public IP address even if the DNS name, hostname, or IP address of the vBond orchestrator
are omitted?

A. local

B. vbond-only

C. dns-name

D. WAN

Answer: A

NEW QUESTION 216

Which command disables the logging of syslog messages to the local disk?

A. no system logging disk enable
B. no system logging disk local
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C. system logging disk disable
D. system logging server remote

Answer: A

NEW QUESTION 221

An enterprise deployed a Cisco SD-WAN solution with hub-and-spoke topology using MPLS as the preferred network over the Internet. A network engineer must
implement an application-aware routing policy to allow ICMP traffic to be load-balanced over both the available links. Which configuration meets the requirement?
A)

app-route-policy VPN_10_AAR
vpn-list VPN_50

sequence 21

match

app-list ICMP

source-ip 0.0.0.0/0

!

action

sla-class ICMP_SLA preferred-color public-internet
sla-class ICMP_SLA preferred-color mpls

B)
app-route-policy VPN_10_AAR
vpn-list VPN_50
sequence 21
match
app-list ICMP
source-ip 0.0.0.0/0
!
action
sla-class ICMP_SLA

C)
app-route-policy _VPN_10_AAR
vpn-list VPN_50

sequence 21

match
app-list ICMP
source-ip 0.0.0.0/0

]

action
sla-class ICMP_SLA preferred-color mpls
backup-sla-preferred-color public-internet

D)

app-route-policy VPN_10_AAR
vpndist VPN_50

sequence 21

maltch
app-ist ICMP

source-ip 0.0.0.000

!

action

slaclass ICMP_SLA preferred-color mpis public-internet

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 226

An organization wants to discover, monitor, and track the applications running on the WAN Edge device on the LAN Which configuration achieves this goal?
A)
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Cisco vManage
l:l CONFIGURATION | POLICIES  Locabsed Policy = Add Policy

policy
!

>

app-visibility
!

&m[ Application Firewall
=2 Direct application traffic to a firewall
5

|Clas s/QoS maps for packet forwarding
{271 Service Chaining

IRamuting data traffic through firewalls, load balancers and IDPs.
=g Traffic Engineering
== Direct control traffic along a desired path.
Custom

Create a custom policy.

C)
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Cisco vManage

Dashboard L2 CONFIGURATION | POLICIES Contralized Policy > Add Policy

Monitor

policy
Contguration sla-class Gols
Tools latency 1
loss 1
jitter 1

Maintenance :

app-route-policy VPN10 App Route
vpn-list VPN1O

sequence 1
match

Administration

vAnalytics

app-list Telnet
sgurce-ip 0.0.0.0/0
!
action
ala-class Gold preferred-color mpls
backups-zla-preferred-color public-
internet

lists

app-liat Telnet
app telnetc

!

site-list ALL
site-id 1-4

!

vpn-list VPN10
vpn 10

apply-policy
site-list ALL
app-route-policy HFFHquApp_cht&

D)
Cisco wilanage

# CONFIGLRATION | POUGIES A2 Clficusd Peicy
N AAR
Deucription Mﬁ

Cllowd Template  active Ficm Timeou 30-3600 seconds
nacteo Fiow Tirmeeut 1-3600 seconds
o Ratrash 60-86-400 records
Samplieg teterva 1-65536 seconds
Callectar List

O Mow Collecton

it s nerhel

10 11.1.1 65 ‘transport_tcp

T = T s o o 1 = —
I.'. _""I_._l W _1_-;-'». f"\.;._-_ == H e 1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
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NEW QUESTION 229
At which layer does the application-aware firewall block applications on a WAN Edge?

oowp
N o1 N W

Answer: B

NEW QUESTION 230
Which controller is used for provisioning and configuration in a Cisco SD-WAN solution?

A. vBond

B. Manage

C. WAN Edge router
D. vSmart

Answer: B

NEW QUESTION 235
Which type of connection is created between a host VNet and a transit VNet when configuring Cloud OnRamp for laaS?

A. Azure private endpoint
B. GRE tunnel

C. IPsec tunnel

D. Azure peer link

Answer: C

NEW QUESTION 237
An administrator must configure an ACL for traffic coming in from the service-side VPN on a specific WAN device with circuit ID 391897770. Which policy must be
used to configure this ACL?

A. local data policy

B. central data policy
C. app-aware policy

D. central control policy

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/Policy-basics.h

NEW QUESTION 239
In Cisco SD-WAN, what protocol is used for control connections between SD-WAN devices?

A. DTLS
B. OMP
C. BGP
D. OSPF

Answer: A

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/vedge/security-book/security-overv

NEW QUESTION 242

Which protocol runs between the vSmart controllers and WAN Edge routers when the vSmart controller acts like a route reflector?
A. OMP outside the DTLS/TLS control connection

B. BGP inside the DTLS/TLS

C. IPsec inside the DTLS/TLS control connection

D. OMP inside the DTLS/TLS control connection

Answer: D

NEW QUESTION 243

An engineer wants to track tunnel characteristics within an SLA-based policy for convergence. Which policy configuration will achieve this goal?
A. App-route policy

B. VPN membership policy

C. Control policy

D. Data policy

Answer: A
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Explanation:

!
!

An application-aware routing policy matches applications with an SLA, that is, with the data plane tunnel performance charactenstics that are necessary to transmit the
| 1fa trafh ] | | -

b
' P B X g B T o B E I e R o e e R i B ek e T Sa R e
dODICAUONS Cala (FaMmc. |NE Drmary purpose of abpHcation-aware rouind DoRcy 15 10 ODEMIZE the Datn 10 Aala [ramd De

DEING transmitied Dy LSCO oU-WAIN QEVICES

NEW QUESTION 246
When a WAN Edge device joins the SD-WAN overlay, which Cisco SD-WAN components orchestrates the connection between the WAN Edge device and a
vSmart controller?

A. vManage
B. vBond

C. OMP

D. APIC-EM

Answer: B

Explanation:

When a vEdge device comes up, how does it automatically discover Cisco vManage and Cisco vSmart
Controller and establish connections with them? It does so with help from Cisco vBond Orchestrator.

NEW QUESTION 251
Which policy is configured to ensure that a voice packet is always sent on the link with less than a 50 msec delay?

A. localized data policy

B. localized control policy
C. centralized data policy
D. centralized control policy

Answer: C

NEW QUESTION 256
Which component of the Cisco SD-WAN control plane architecture facilitates the storage of certificates and configurations for network components?

A. vSmart

B. vBond

C. WAN Edge
D. vManage

Answer: D

NEW QUESTION 261
Which queue must an engineer configure for control and BFD traffic for convergence on a WAN Edge router?

A. queue 0
B. queue 1
C. queue 2
D. queue 7

Answer: C
NEW QUESTION 262

A network administrator is creating an OMP feature template from the vManage GUI to be applied to WAN edge routers. Which configuration attribute will avoid the
redistribution of the routes back into the OMP from the LAN side?

A. configure "Number of Paths Advertised per Prefix
B. configure "Overlay AS Number"

C. configure "Send Backup Paths"

D. configure "ECMP limit"

Answer: B

Explanation:

~
f

I YOu Connaure e same Ovel ay AS number on multiple vEag Y NETWOIK, all INESE MOULErs 4 CONSIGEred (0 DE Dan 07 INE Same Ao, 4l 45 4

result, they do not forward any routes that contain the overlay A

; mechanism is an additional technique for preventing BGP routing loops in the network

NEW QUESTION 263
Drag and drop the components from the left onto the corresponding Cisco NFV infrastructure Building Blocks on the right. Not all options are used.
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A. Mastered
B. Not Mastered

Answer: A

Cisco NFV Infrastructure Building Blocks

« Compute: Cisco Unified Computing System™ (Cisco UCS?®) for a carrier class and reliable
compute infrastructure,

s Storage. Cisco UCS hardware and CEPH provide reliable storage. The user has the options to
introduce additional storage as capacity needs grow.

» Networking: Cisco Mexus® 9000 series hardware provides high throughput, low latency, and rich
feature sels.

» Virtualized Infrastructure: Fully integrated Red Hat Enterprise Linux and Red Hat OpenStack
Platform runs on top of Cisco Unified Computing System™ (Cisco UCS®). It is open source yet
hardened and mature.

= Management: Cisco LUCS Director functions as a unified management tool across multiple virtual
environments. SDN controller is optional.

NEW QUESTION 267
Refer to the exhibit.

Datacenter
i

A user in the branch is connecting to Office 365 for the first time. Over which path does the branch WAN Edge router traffic follow?

A. routing table of the branch WAN Edge router
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B. DIA exit of the branch WAN Edge router
C. forwarded to the gateway site
D. dropped because the minimum vQoE score has not been met

Answer: B

NEW QUESTION 268

What is a benefit of using REST APIs?

A. predefined automation and orchestration platform for event management and logging

B. user-defined automation and integration into other orchestration systems or tools

C. vAnalytics to simplify operational services integration and real-time event monitoring

D. predefined SD-WAN controller with other platform integration for event management and logging
Answer: B

NEW QUESTION 271

Which protocol is used to measure loss latency, Jitter, and liveliness of the tunnel between WAN Edge router peers?
A. OMP

B. IP SLA

C. NetFlow

D. BFD

Answer: D

NEW QUESTION 275

WAN Edge routers are configured manually to use UDP port offset to use nondefault offset values when IPsec tunnels are created. What is the offse range?

A.1-19
B. 0-18
C.0-19
D.1-18

Answer: C

NEW QUESTION 279

Which Cisco SD-WAN WAN Edge platform supports LTE and Wi-Fi?
A. vEdge2000

B. ASR1001

C. CSR 1000v

D. ISR 1101

Answer: D

NEW QUESTION 280
Drag and drop the vManage policy configuration procedures from the left onto the correct definitions on the right.

Create the network structure to which
the policy applies

Creale lists that group together related

items that an engineer can call in the
match or action components of a policy

Associate a policy with sites and VPNs in
the overlay network

Create the match and action conditions
of a policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 281
A customer must upgrade the cisco SD-WAN devices and controllers from version 19.2 to version 20.3. The devices include WAN Edge cloud, vManage, vSmatrt,
and vBond. Which types of image types of image files are needed for this upgrade?

A. one file for vManage and one file for all other devices with extension tar.gz

B. one file for vManage, one for vSmart and one for vBond + WAN Edge Cloud with extension.bin
C. one file for vManaga, one for vSmart and one for vBond + WAN Edge Cloud with extension tar.gz
D. one file for vManaga and one file for all other devices with extension .bin

Answer: C

Explanation:
https://software.cisco.com/download/home/286320995/type/286321394/release/20.3.3.1

NEW QUESTION 285
Which command verifies a policy that has been pushed to the vEdge router?

A. vEdge# show running-config data policy
B. vEdge# show policy from-vsmart

C. vSmart# show running-config policy

D. vSmart# show running-config apply-policy

Answer: B

NEW QUESTION 289

Which two prerequisites must be met before the Cloud onRamp for laasS is initiated on vManage to expand to the AWS cloud? (Choose two)
A. Attach the *AmazonCreateVPC* and "Amazon Provision EC2" permission policy to the IAM account

B. Subscribe to the SD-WAN Edge router AMI in the AWS account

C. Attach an OSPF feature template to the AWS cloud Edge router template

D. Attach a device template to the cloud WAN Edge router to be deployed in the AWS

E. Preprovision the transit VPC in the AWS region

Answer: BD

Explanation:

The pre-requisites include verifying you meet the AWS prerequisites, including the necessary AWS credentials and subscriptions 1o the
Amazon Machine Image (AMI) instances for Cisco SD-WAN Edge routers (Cisco CSR 1000v virtual routers or Cisco vEdge Cloud); verifying
you have available tokens/licenses for at least two additional Cisco SD-WAN Edge Routers within Cisco vManage; and configuring and
deploying device templates for the Cisco SD-WAN Edge routers that will be used within the transit VPCs.

Note that the creation of the customer host VPCs, shown in the figure above, s outside the scope of this document. It 1s assumed that one or

more customer host VPCs have already been created
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for_laaS_AWS_Versio

NEW QUESTION 290
Refer to the exhibit
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Controllers @ 9 @ @
vEdge1 m m vEdge?

SDWAN
Enterprise Network

Switch 1000w

{ ':":. ' Hd d_/"f_‘ X
Csraooo K| G il 3 )
<.~ lgspy~  Switch Server Farm
A _ Branch 1
MPLS . -
Provider = ECsR .¥L2
(ag PE1 1000v_ Switch
PE2 " Branch 2
'- (o )——
&.CSR 3
! 1000y Switch
Branch 3 .
* (B
LAN & .CSR

The network team must configure EIGRP peering at HQ with devices in the service VPN connected to WAN Edge CSRv. CSRv is currently configured with

viptela-system:system

device-model vedge-cloud
host-nam CSRv
location CA

system-ip 10444
domain-id 1
site-id 1

organization-name ABC
clock timezone US/Newyork
vbond 10.10.0.1 port 12346

omp
no shutdown
graceful-restart

Which configuration on the WAN Edge meets the requirement?

Which configuration on the WAN Edge meets the requiremnet

A)
vpn 0
router
eigrp
address-family ipvd4-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp
interface ge0/0
description “*** Internet Circuit ***"
ip address 209.165.200.229/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all
vpn 512
interface eth0
shutdown
B)
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vpn 0
vpn 1
interface ge0/0
description “**" Internet Circuit """
ip address 209.165.200.229/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp
address-family ipv4-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp

interface ge0/1
ip address 10.0.0.1/28
vpn 512
interface eth0
shutdown
C)
vpn 0
interface ge0/0
description “*** Internet Circuit ***"
ip address 209.165.200.229/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all
vpn 1
router
eigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp
interface ge0/1
ip address 10.0.0.1/28
vpn 512
interface eth0
shutdown
D)
» vpn 0
interface ge0/0
description “*** Internet Circuit ***"
ip address 209.165.200.229/30
tunnis-interface
encapsulation ipsec
color public-internet
allow-service all
router
eigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp
vpn 512
interface eth0
shutdown
A. Option A
B. Option B
C. Option C
D. Option D
Answer: C

NEW QUESTION 294
How is the scalability of the vManage increased in Cisco SD-WAN Fabric?
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A. Increase licensing on the vManage

B. Deploy multiple vManage controllers in a cluster

C. Deploy more than one vManage controllers on different physical server.
D. Increase the bandwidth of the WAN link connected to the vManage

Answer: B

NEW QUESTION 295
Refer to the exhibit.

#Branch1-Edgel #Branchl-Edge2
vpn 0 vpn O
|
interface ge0/1 interface ge0/2
ip address no shutdown
172.17.113.241/28 !
tunnel-interface interface ge0/2.704
encapsulation ipsec ip address 10.113.4.1/30
color mpls restrict tunnel-interface
! encapsulation ipsec
no shutdown color mpls restrict
! mtu 1496
interface ge0/2.704 no shutdown
ip address 10.113.4.2/30 !
tloc-extension geQ/2 ip route 0.0.0.0/0 10.113.4.2

Which configuration change is needed to configure the tloc-extention on Branchl-Edgel?

A interface ge0/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation ipsec
color mpls restrict
no shutdown

5. interface ge0/2.704
ip address 10.113.4.2/30
mtu 1496
tloc-extension ge0/1

C interface ge0/2.704
ip address 10.113.4.2/30
mtu 1496
tloc-extension ge0/2

O interface ge0/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation ipsec
color mpls restrict
mtu 1496
tloc-extension ge0/2
no shutdown

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: B

NEW QUESTION 299
In which Cisco SD-WAN deployment scenario does Cisco Umbrella SIG deliver the most value?

A. when a centralized Internet breakout solution is implemented
B. when resource-intensive security operations are offloaded from entry-level WAN Edge devices
C. when the identity of several WAN Edge devices is verified throughout the network throughout the network

Answer: B

NEW QUESTION 303
Which protocol Is used by the REST APl to communicate with network services in the Cisco SO-WAN network?

A. SSL

B. HTTP
C. iPsec
D. SSM

Answer: B

NEW QUESTION 304
Refer to the exhibit.

9 BR1.VEDGE1 @ 10.3.0.1 reachable vEdge Cloud

What does the BFD value of 8 represent?
A. number of BFD sessions

B. hello timer of BFD session

C. poll-interval of BFD session.

D. dead timer of BFD session

Answer: A

NEW QUESTION 305

Which protocol is configured on tunnels by default to detect loss, latency, jitter, and path failures in Cisco SD-WAN?

A.TLS
B. BFD
C. OMP
D. BGP

Answer: B

NEW QUESTION 306

An engineer is configuring a list that matches all IP prefixes with lengths from /1 to /16 in a centralized control policy. Which list accomplishes this task?

A.0.0.0.0/1 e 16
B.0.0.0.0/0ge 1
C.0.0.0.0/0le 16
D.0.0.0.0/16 ge 1

Answer: A

NEW QUESTION 311
Which destination UDP port is used by WAN Edge router to make a DTLS connection with vBond
Orchestrator?

A. 12343
B. 12345
C. 12346
D. 12347

Answer: C

NEW QUESTION 314

What are two attributes of vRoute? (Choose two)
A. originator

B. service

C. encapsulation
D. carrier

Passing Certification Exams Made Easy

visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy 300-415 dumps

@ 2 P QsseaQs LJ https://www.2passeasy.com/dumps/300-415/ (222 New Questions)

E. domain ID

Answer: AB

NEW QUESTION 315
If Smart Account Sync is not used, which Cisco SD-WAN component is used to upload an authorized serial number file?

A. WAN Edge
B. vManage
C. vSmart

D. vBond

Answer: B

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.3/Configuration/Devices

NEW QUESTION 320
An engineer configures policing with a rate of 125 Bps and a burst rate of 8000 bits, as shown here:

policy

policer p1

rate

burst

exceed drop

i

access-list acl1
sequence 1

match

source-ip 2.2.0.0/16
destination-ip 10.1.1.0/24 100.1.1.0/24
destination-port 20 30
protocol 6 17 23

i

action accept
policer p1
[ |

default-action drop

|

vpn 1

interface ge0/4

description Policy ID: B413:AB8D:76G7::4
ip address 10.20.24.15/24

no shutdown

access-list acl1 out

Which configuration completes this task?

A. Configure 125 for rate and 1000 for burst.
B. Configure 1000 for rate and 64000 for burst
C. Configure 125 for rate and 8000 for burst
D. Configure 1000 for rate and 1000 for burst

Answer: D

NEW QUESTION 323

Which type of certificate is installed on vManage for a user to access vManage via a web browser?
A. SD-AVC Certificate

B. WAN Edge Certificate

C. Controller Certificate

D. Web Server Certificate

Answer: D

NEW QUESTION 326
Refer to the exhibit.

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



@ 2passeasy

Welcome to download the Newest 2passeasy 300-415 dumps
https://www.2passeasy.com/dumps/300-415/ (222 New Questions)

& Device T13':'|3|El|:':'

Hostname
Prefix(vEdge_Defaull_Gateway)
Prefix(Mpls_Defaull_Gateway)
Address(vEdge_Nexl_Hop_IP)
Address(MPLS_Next_hop_ip)
Hostname{Device_host_name)
Location(Device_location)
Latitude{Device_latitude)
Longitude({Device_longitude)
System IP[Device_system_ip)

Site ID(Device_site_id)

Variable List (Hover over each field for more information)

System IP 10.4.4.4

ST1_VEM
0.0.00/0
0000/0
10.50.0.102

10.20.0.702

vEdge-Cloud

us

407128

740060

10444

vManage logs are available for the past few months. A device name change deployed mistakenly at a critical site. How is the device name change tracked by

operation and design teams?
A)

£ uosimon | IVINTE
* Filter =
Filter By

Severity Major
Component  Control
System IP vEdge-Cloud [10.4.4.4)

Event name control-connection-tlot-ip-change

By & e

22 Nov 2000 2:50:35 PM PKT ST1_VENM 0444
22 Nov 2020 2:50-38 PM PKT ST1_VEM 10.4.44
£2 Nov 200 2:30:38 PN PKT 5T1_VEM 10444

hags Cgrers =

Q

wiEd w1 s ey Custen -

Legend

W Critical
Major

B Minor

Total Rows: 146

host-name-ST1_VEN number-ol-vamarts-1
hoat-name-ST1_VEQ! peer-10 2 2 2 peer-new-state-handahake ...
host-name-5T1_VEDM peer-10.2.2.2, peer-new-state-up

Omp Nu...  major OMP
Omp Pe... ~ major ONP
Omp Pe...  major OMP

B)

O meosrron | ivinTs
¥ F“t!f -
Filter By

Severity Major
Component  Security
System IP  vEdge-Cloud [10.4.4.4)

Event name control-connection-tloc-ip-change

2 Nov 2020 #50:38 PM PKT ST1_VEN 10444
2 Nov 2020 2:50:38 PM PKT ST1_VEN 10444
£ Nov 2020 2:50:38 PM PKT 5T1_VEN 10.4.4.4

-

LR,

Q
Coime Weonme | Spienp | Nome secrty Gompmenoelis

) o T 28y Pdep Custew -

Legend

B Critical
Major

B Minor

©0eo0

Total Rows: 146

host-name-ST1_VEQ1;number-of-vamarts-1
hoat-name-ST1_VEQ1 peer-10.2 2 2 peer-new-atate-handshake ...
host-name-ST1_VED peer-10.2.2 2, peer-new-state.up

Omp Nu...  major OMP
Omp Pe...  major OMP
Omp Pe...  major OMP

C)
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O monirmom | IVINTS

* Filter =

Filter By

Severity Major

Component Software

System P vEdge-Cloud (10.4.4.4)

Event name conirol-connection-tloc-ip-change

Brat A1 S Chosa 1.“' -.1_-:..‘.'“
L+ .

wiE e 1 M Nen Gt -

Legend

| Critical
Major

B Minor

L W v Mt o
a o Y X

Total Rows: 146

host-name-5T1_VEK ;number-of-vamarts-1 - l

Event name  confrol-connection-tioc-ip-change

o £
i D 1‘.*Jl"“ .-ﬂ'“ .’I“-
Q e gy =
Evenit Time | Hostname | System WP | Mame: | Security |Companen
22 Mov 2020 2:50-38 PM PKT ST1_VED 444 Omp Mu.,.  major OMP
2F Moe 2030 25038 PM PRT 5T1_VE® 10444 Omp Pe... ~ major OMP
22 Meove 2020 25038 P PRT ST1_VEN 10444 Omp Pe.. © major OMP

Todal Fiown: 148

host-name-5T1_VEDT number-ol-vsmarts-1 - I

host-name-5T1_VEM peer-10.2.2. 1 peer-new-state-handshake ..,
host-name-5T1_VEM peer-10.2.2. 2 peer-new-state-up

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 328

Drag and drop the BFD parameters from the left onto the BFD configurations on the right.

22 Nov 2020 2:50:35 PM PKT STI_VEM 10444 : Omp Nu...  major OMP
22 Nov 2020 2-50.35 PM PKT ST1_VEN 10444 Omp Pe...  major OMP heat-name-ST1_VEN peer-10.2.2 2 peer-new-state-handshake ...
2 Nov 2020 2250:38 PM PKT STI VEM 10444 Omp Pe...  major OMP hoat-name-ST1_VEQ, peer-10,2, 2.2, peer-new-stale-up
D)
Em:m
T Filter = w0 o T 3 Tdeys Custom -
Filter By
| Critical

Component  Syatem

Major
System IP vEdge-Cloud (10.4.4.4) B Minor

| |BFD for Transport Tunnel
poll interval
color
hello interval
PMTU discovery BFD for Application-Aware Routing
multiplier
L ]

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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https://sdwandocs.cisco.com/Product_Documentation/vManage_Help/Release_18.2/Configuration/Templates/B
NEW QUESTION 329

What is a description of vManage NMS?

A. It is accessible only from VPN 512 (the management VPN).

B. A cluster requires device templates to be created on and attached to the same server

C. ltis a software process on a dedicated WAN Edge router in the network.

D. A cluster consists of a minimum of two vManage NMSs

Answer: B

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/optimization-ha/vedge/network-optimizatio

NEW QUESTION 333

A network administrator is tasked to make sure that an OMP peer session is closed after missing three consecutive keepalive messages in 3 minutes. Additionally,
route updates must be sent every minute. If a WAN Edge router becomes unavailable, the peer must use last known information to forward packets for 12 hours.

Which set of configuration commands accomplishes this task?
omp
timers
advertisement-interval 60
holdtime 180
graceful-restart-timer 43200

omp
timers
advertisement-interval 1
holdtime 180
graceful-restart-timer 43200

omp
timers
advertisement-interval 1
holdtime 180
graceful-restart-timer 720

omp
LMmeérs
advertisement-interval 60
holdtime 60
graceful-restart-timer 720

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_17.2/Configuration/Templates/O

NEW QUESTION 337

In a customer retail network with multiple data centers, what does the network administrator use to create a regional hub topology?

A. control policy on vManage
B. control policy on vSmart

C. data policy on vSmart

D. app route policy on vSmart

Answer: A

NEW QUESTION 338

Which component is responsible for routing protocols such as BGP and OSPF in a Cisco SD-WAN solution?
A. vSmart Controller

B. vBond Orchestrator

C. vManage

D. WAN Edge Router

Answer: D

Explanation:

Passing Certification Exams Made Easy

visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy 300-415 dumps

@ 2 P QsseaQs l:J https://www.2passeasy.com/dumps/300-415/ (222 New Questions)

WAN Edge router - This device, available as either a hardware appliance or software-based router, sits at a physical site or in the
cloud and provides secure data plane connectivity among the sites over one or more WAN transports. It is responsible for traffic
forwarding, security, encryption, quality of service (QoS), routing protocols such as Border Gateway Protocol (BGP) and Open
Shortest Path First (OSPF), and more.

NEW QUESTION 339
An administrator needs to configure SD-WAN to divert traffic from the company's private network to an ISP network. What action should be taken to accomplish
this goal?

A. configure the control policy

B. configure the data policy

C. configure the data security policy

D. configure the application aware policy

Answer: B

Explanation:
Data palicy influences the flow of data traffic traversing the network

NEW QUESTION 341
Drag and drop the Cisco SD-WAN components from the left onto their functions on the right.

I
vBond Orchestrator \ IPsec key reflection and rekeying
vManage first polnt of authentication
vamart Contraller |_ passes data plana traffic
WWAN Edge Router t usad to bulld configuration and policies
A. Mastered
B. Not Mastered
Answer: A
Explanation:
vBond Orchestrabor vamart Controfle
vManage wBond Orchestrabor
vamart Controller WAN Edoe Router
¥WAM Edge Router vManage

NEW QUESTION 345
An enterprise has these three WAN connections:

> public Internet
> business internet

> MPLS
An engineer must configure two available links to route traffic via both links. Which configuration achieves
this objective?
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omp
no shutdown
route-limit 2

omp
no shutdown
send-path-limit 2

omp
no shutdown
overlay-as 2

omp
no shutdown
ecmp-limit 2

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 349
Refer to the exhibit.

& B
vEdge Hub

Internet

vEdge
Site ID 1

47

vEdge
Site ID 2

xx.0.0/18

An engineer is configuring service chaining. Which set of configurations is required for all traffic from Site ID 1 going toward Site ID 2 to get filtered through the

firewall on the hub site?
A)

vpn 20
service FW address 1.1.1.1
policy
lists
site-list firewall-sites
Site-id 1
contral-policy firewall-service
sequence 10
match route
site-id 2
action accept
set service FW vpn 20
default-action accept

apply-policy

site-list firewall-sites control-policy firewall-service out

B)

vpn 10
service FWW address 1.1.1.1
policy
lists
site-list firewall-sites
site-id 1
control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set service FW vpn 10
default-action accept

apply-policy

site-list firewall-zites control-policy firewall-service out

C)
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vpn 10
service FYW address 1.1.1.1
palicy
lists
site-list firewall-sites
site-id 1
control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set service FW vpn 20
default-action accept
apply-policy
site-lizt firewall-zites control-policy firewall-service out

D)
vpm 10
service FW address 1.1.1.2
pelicy
lists
site-list firewall-zites
site-id 1
control-policy firewall-service
sequence 10
match route
site-id 2
action aceept
set service FW vpn 10
default-action accept
apply-policy
site-list firewall-sites conral-policy firewall-service out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/service-chainin

NEW QUESTION 351
Which scheduling method is configured by default for the eight queues in the cloud vEdge routerl?

A. low latency queue

B. priority queue

C. weighted random early detection
D. weighted round robin

Answer: D

NEW QUESTION 353
How do WAN Edge devices operate when vSmart is inaccessible or fails to be reached by the WAN Edge?

A. They cease to forward traffic in the data plane.

B. They continue operation normally.

C. They continue to receive reachability updates.

D. They continue operating normally for a configurable time.

Answer: D

NEW QUESTION 358
Which command displays BFD session summary information per TLOC on vEdge routers?

A. show bfd history

B. show bfd summary

C. show bfd sessions

D. show bfd tloc-summary-list

Answer: D
NEW QUESTION 359

Refer to exhibit. An engineer is troubleshooting tear of control connection even though a valid CertificateSerialNumber is entered. Which two actions resolve
Issue? (Choose two)

PEER PEER PEER SITE DOMAIN

PEER PRIVATE PEER PUBLIC LOCAL REMOTE REPEAT
INSTANCE TYPE PROTOCOL SYSTEMIP ID 1D PRIVATE IP PORT PUBLIC IP PORT REMOTE
COLOR  STATE ERROR ERROR COUNT DOWNTIME

0 vbond dtis 0.0.00 0 0 192.168.0.231 12346 192.168.0.231 12346 default
tear_down CRTREJSER NOERR 9 2019-06-01T19:06:32+0200

A. Restore network reachability on the controller.
B. Enter a valid serial cumber on the controller for a given device
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C. Enter a valid product ID (mode) on the PNP portal.
D. Match the serial number file between the controller
E. Remove the duplicate IP in the network

Answer: BC

NEW QUESTION 364
Refer to the exhibit.

G
#- e
=
i

s
A

R4

An engineer configured OMP with an overlay-as of 10666. What is the AS-PATH for prefix 104.104.104.104/32 on R100?

A. 100 10666

B. 100 20 104

C. 100 10666 20 104
D. 100 10666 104

Answer: A

NEW QUESTION 367

Which multicast component is irrelevant when defining a multicast replicator outside the local network without any multicast sources or receivers?

A. PIM interfaces
B. TLOC

C. overlay BFD
D. OMP

Answer: A

NEW QUESTION 371

Which on-the-box security feature supported by the Cisco ISR 4451 SD-WAN device and not on vEdge?
A. Cloud Express service

B. Enterprise Firewall with Application Awareness

C. reverse proxy

D. IPsec/GRE cloud proxy

Answer: B

Explanation:

https://www.cisco.com/c/en/us/products/collateral/software/one-wan-subscription/guide-c07-740642.html#Step2

NEW QUESTION 373

Which action is performed during the onboarding process when a WAN Edge router is connected to ZTP server ztp.viptela com?

A. The router is connected to WAN Edge Cloud Center

B. The router is synced with vSmart Controller via an IPsec tunnel

C. The router receives its vBond Orchestrator information

D. The router is connected 10 vSmart Controller via a DTLSTLS tunnel

Answer: C

NEW QUESTION 376

A WAN Edge device has several service VPNs with no routing protocol configured in the service VPNs The device must be configured so that all connected routes

are visible in OMP for VPN 10 Which configuration meets the requirement?
A)
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vpn 10

nama " Service VPN 10 ="
omp

redisiribute connected

B)

omp
no shutdown
graceful-restart
advertise connected

C)

omp
no shutdown
graceful-restart
redistribute connected

D)

vpn 10

name " Service VPN 10 ="
omp

advertise connected

A. Option A
B. Option B
C. Option B
D. Option C

Answer: D

NEW QUESTION 380

An engineer must improve video quality by limiting HTTP traffic to the Internet without any failover.

Which configuration in vManage achieves this goal?

A)
I'-i MHM' A gteor Howfle
O lequence Fude IECETT SRR
it Coreifammn Ay
Epie amewy Bgpial Slww T arw'g | ot A s -
HITPE = Do LA = -
Wl Do
il F8FEE -
]
P by T4 & Fuetemped Convn .
il plr— - -
L] ¥
Smve ADClc sfan Aeware Fouirg Polcy Wil
B)
App Rowte Al g0wcey Fga
D] W o %G e e S
Lty Corefitens At -
L B, M s F ety | aat A TS a
T D LA « .
P frrtvedl idnd
b -rheret o -
E] swer
L
B naap T & Feyterme) Cobw
L L -
Saree Appleaton Asare Routirg Poloy AMTT
C)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 381
What is a benefit of the application-aware firewall?

A. It blocks traffic by MAC address

B. It blocks traffic by MTU of the packet.
C. It blocks traffic by application.

D. It blocks encrypted traffic

Answer: C

NEW QUESTION 382
Which device information is requited on PNP/ZTP to support the zero-touch onboarding process?

A. serial and chassis numbers
B. interface IP address

C. public DNS entry

D. system IP address

Answer: A

Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guid

NEW QUESTION 383

Which two mechanisms are used to guarantee the integrity of data packets in the Cisco SD-WAN architecture data plane? {Choose two)
A. transport locations

B. authentication headers

C. certificates
D. TPM chip
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E. encapsulation security payload

Answer: BE

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/Security/01Security_Ov
NEW QUESTION 386

Which OMP route is selected for equal OMP route preference values on WAN Edge routers?
A. route with higher TLOC preference value

B. route with origin type of connected

C. route with origin type of static

D. route with lower TLOC preference value

Answer: A

NEW QUESTION 388
Which OSPF command makes the WAN Edge router a less preferred exit from a site with a dual WAN Edge design?

A)
Vpn vpn-id
route:r
ospl
area number
range prefix/length
B)
vpn vpn-id
router
ospf
max-metric
C)
vpn vpn-—-id
router
ospf

area number
no- SUumnmary

D)

wEn wvpn—id

router

ospE
area number
gL £ -1
Fis — S LIS Y

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 391
Which routing protocol is used to exchange control plane information between vSmart controllers and WAN Edge routers in the Cisco SD-WAN secure extensible
network?

A. BGP
B. OSPF
C.BFD
D. OMP

Answer: D

NEW QUESTION 395

The network administrator is configuring a QoS scheduling policy on traffic received from transport side tunnels on WAN Edge 5000 routers at location 406141498
Which command must be configured on these devices?

A. cloud-qos

B. service qos

C. cloud-mis qos

D. mis gos

Answer: A

NEW QUESTION 396
What is the procedure to upgrade all Cisco SD-WAN devices to a recent version?
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A. The upgrade is performed for a group of WAN Edge devices first to ensure data-plabe availability when other controllers are updated.

B. The upgrade is performed first on vManage, then on WAN Edge devices, then on vBond and finally on vSmart The reboot must start from WAN Edge devices.
C. Upgrade and reboot are performed first on vManage then on vBond then on vSmar

D. and finally on the Cisco WAN Edge devices.

E. Upgrade and reboot are performed first on vBon
F. then on vSmar

G. and finally on the Cisco WAN Edge devices.

Answer: C

NEW QUESTION 397
Refer to the exhibit.

— -

\ ' Ge0/2.10 Ge0/2 .10

TLOC Extension

Which configuration extends the INET interface on R1 to be used by R2 for control and data connections?

A)
L¥ H1
interface gels?
ne shutdown
interface geQf2 10
ip address 43 43 473 2730
toc-axtension gell

R

interface gelfd
g shitdewn

interface gels2 10
ip sddrass 43 43 47 1730
toc -extension gedi

B)

Ri
interface ged/d
Irterface gelfl 10
ip address 43 43 43 21350
tHloc-eilansion gqu.'l'!.
unnel-interface
color public-intarnet

R
interface ge0i”
interface gelrl 10
ip addrecs 43 43 43 130
tunnel-imerfale
color publi: anternat

C)
1

intarface geln?
miu 1504
né £hurdown
interface ;-.—EI*_‘ 19

ip address 43 43 43 )70
tloc-mxtensicn gell
R2

interface getll

mitu 1508

ne shutdown
interface gels? 10

ip adaress 437 43 43 1700
tunnel-interfacd

colar pubhic-internet
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A. Option A
B. Option B
C. Option C
Answer: C

Explanation:

https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKRST-2091.pdf
Subinterfaces require a physical, parent interface to be defined in VPN 0, and also require the subinterface
MTU to be four bytes lower than the physical interface due to the 802.1q tag. It is recommended to

configure the parent physical interface for an MTU of 1504 to take care of this requirement.

NEW QUESTION 402
Refer to the exhibit.

Address Family

Address Family

Route Policy In

Route Policy Out

Policy Name

Maximum Number of Prefixes

@~| @® On Off
& ipv4-unicast

& ~

S - On ® Off
®~| ® on off

& «  eBGP_Community_Policy

The engineer must assign community tags to 3 of its 74 critical server networks as soon as that are advertised to BGP peers. These server networks must not be
advertised outside AS. Which configuration fulfill this requirement?

A)
policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
sel
community $99:65000 local-as
default-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0024

B)

policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 399:65000 nc-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefic 21.21.21.0/24
ip-prefix 22.22.22.0/24

C)
policy
route-policy ¢eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 399:65000 iocal-as
default-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22 0/24

D)
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policy
route-policy eBGP_Community_Polic
sequence 1
match
address Community_Prefix
action accept
set
community 999:65000 nc-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 407

An engineer is tasked to improve throughput for connection-oriented traffic by decreasing round-trip latency. Which configuration will achieve this goal?

A. turn on "Enable TCP Optimization"
B. turn off "Enhance ECMP Keying"
C. turn off "Enable TCP Optimization"
D. turn on "Enhance ECMP Keying"

Answer: A

Explanation:

TCP optimization fine-tunes the processing

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-2.pdf#page=530

NEW QUESTION 409
In an AWS cloud, which feature provision WAN Edge routers automatically in Cisco SD-WAN?

A. Cloud app

B. Cloud OnRamp
C. vAnalytics

D. Network Designer

Answer: B
Explanation:
Cisco SD-WAN Cloud OnRamp for 1aaS, “Cloud OnRamp” for short, is a Cisco SD-WAN fe

i
|

L

L

i

|
=
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i

[

NEW QUESTION 411
Which IP address must be reachable by a WAN Edge device for the ZIP process to work?

A.10.1.11
B.444.4
C.172.16.1.1
D. 8.8.8.8

Answer: D

NEW QUESTION 412

Which two protocols are supported for software image delivery when images are hosted on a remote server? (Choose two.)

A.HTTPS
B. SSL
C.HTTP
D. TFTP
E.FTP

Answer: DE

NEW QUESTION 415
Refer to the exhibit.
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An enterprise has hub and spoke topology where it has several VPNs. An engineer must allow users in VPN9L1 to reach users in VPN92 and VPN10 to reach

VPN91 and VPN92. Which configuration meets these requirements?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 420
Which two vRoute attributes should be matched or set in vSmart policies and modified by data policies? (Choose two.)

A. site ID

B. preference
C. VPN

D. TLOC

E. origin

Answer: BC

NEW QUESTION 421
Which configuration changes the packet loss priority from low to highly?
A)
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A. Option A
B. Option B
C. Option C
D. Option D
Answer: B
Explanation:

we change the PLP from low to high (configured by the policer exceed remark command)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/qos/vEdge-20-x/qos-book/forwarding-qos.h

NEW QUESTION 424
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