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NEW QUESTION 1
Refer to the exhibit.

A network administrator is configuring OSPF advanced configuration pararmeters from a template using the vManager GUI for a branch WAN Edge router to
calculate the cost of summary routes to an ASBR. Which action achieves this configuration?

A. Disable RFC 1583 Compatiblt
B. Enable Originate
C. Enable RFC 1M3 Compatible
D. Disable Original

Answer: C

NEW QUESTION 2
Which two image formats are supported for controller codes? (Choose two.)

A. .nxos
B. .qcow2
C. .ova
D. .bin
E. Tgz

Answer: BC

NEW QUESTION 3
An engineer must configure the SD-WAN Edge router to identify DSCP 26 traffic coming from the router's local site and then change the DSCP value to DSCP 18
before sending it over to the SD-WAN fabric. What are the two ways to create the required configuration? (Choose two).
A)

B)

C)
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D)

E)

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: AC

NEW QUESTION 4
An engineer is configuring a centralized policy to influence network route advertisement. Which controller delivers this policy to the fabric?

A. vSmart
B. vManage
C. WAN Edge
D. vBond

Answer: A

Explanation: 

NEW QUESTION 5
Refer to the exhibit.
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Which shaping-rate does the engineer use to shape traffic at 9 Mbps?

A. 9
B. 9000
C. 90000
D. 9000000

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp421715213 

NEW QUESTION 6
Which component of the Cisco SD-WAN secure extensible network provides a single pane of glass approach to network monitoring and configuration?

A. APIC-EM
B. vSmart
C. vManage
D. vBond

Answer: C

Explanation: 

NEW QUESTION 7
Which configuration component is used in a firewall security policy?

A. numbered sequences of match-action pairs
B. application match parameters
C. URL filtering policy
D. intrusion prevention policy

Answer: A

NEW QUESTION 8
How many subnets are necessary in Azure VNet for a WAN Edge device to function in the cloud deployment?

A. CSR is the WAN Edge device that is supported in the Microsoft clou
B. The Microsoft underlay cloud fabric performs the management function.
C. There must be three subnets in VNet: management, public, and services.
D. One public subnet is required in VNe
E. The Microsoft underlay cloud fabric performs all of the routing functions for WAN Edge.
F. Public and services subnets are required in VNe
G. The Microsoft underlay cloud fabric performs the management function.

Answer: D

NEW QUESTION 9
An engineering team must prepare a traffic engineering policy where an MPLS circuit is preferred for traffic coming from the Admin VLAN Internet should be used
as a backup only. Which configuration fulfill this requirement?
A)

B)
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C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 10
Which hardware component is involved in the Cisco SD-WAN authentication process for ISR platforms?

A. TPMD
B. ZTP
C. TPC
D. SUDI

Answer: D

NEW QUESTION 10
On which device is a service FW address configured to Insert firewall service at the hub?

A. vEdge at the branch
B. vSmart at the hub
C. vEdge at the hub
D. vSmart at the branch

Answer: C

NEW QUESTION 14
Refer to the exhibit.
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The ge0/0 interface connects to a 30-MB link. A network administrator wants to always have 10 MB available for high priority traffic. When lower-priority traffic
busts exceed 20 MB. Traffic should be redirected to the second WAN interface ge0/1. Which set of configurations accomplishes this task?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation: 
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https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=546 

NEW QUESTION 17
Which set of platforms must he in separate VMS as of release 16.1?

A. vSmart and WAN Edge
B. WAN Edge and vBond
C. vManagc and vSmart
D. vBond and vSmart

Answer: D

NEW QUESTION 22
What are the two protocols redistributed into OMP? (Choose two.)

A. OSPF
B. RIP
C. LDP
D. RSVP
E. EIGRP

Answer: AE

Explanation: 

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-unicas 

NEW QUESTION 24
Which API call retrieves a list of all devices in the network?

A. https://vmanage_IP_address/dataservice/system/device/{{model}}
B. http://vmanage_IP_address/dataservice/system/device/{{model}}
C. http://vmanage_IP_address/api-call/system/device/{{model}}
D. https://vmanage_IP_address/api-call/system/device/{{model}}

Answer: A

Explanation: 

NEW QUESTION 28
Which two different states of a WAN Edge certificate are shown on vManage? (Choose two.)

A. inactive
B. active
C. staging
D. invalid
E. provisioned

Answer: BE
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NEW QUESTION 33
What are the default username and password for vSmart Controller when it is installed on a VMware ESXi hypervisor'?

A. username Cisco password admin
B. username admin password Cisco
C. username Cisco password Cisco
D. username admin password admin

Answer: D

NEW QUESTION 34
Which platform cannot provide IPS and URL filtering capabilities?

A. Cisco CSR 1000V
B. Cisco ISR 1000
C. Cisco Catalyst 8300
D. Cisco ISR 4000

Answer: B

NEW QUESTION 39
A network administrator configures SNMFV3 on a Cisco WAN Edge router from CL I for monitoring purposes How many characters are supported by the snmp
user username command?

A. from 1 to 8
B. from 1 to 16
C. from 1 to 32
D. from 1 to 48

Answer: C

NEW QUESTION 43
Which type of certificate is installed on vManage for a user to access vManage via a web browser?

A. Controller Certificate
B. Web Server Certificate
C. WAN Edge Certificate
D. SD-AVC Certificate

Answer: B

NEW QUESTION 47
What are two benefits of installing Cisco SD-WAN controllers on cloud-hosted services? (Choose two.)

A. utilizes well-known cloud services such as Azur
B. AW
C. and GCP
D. accelerates Cisco SD-WAN deployment
E. allows integration of the WAN Edge devices In the cloud
F. installs the controllers in two cloud regions in a primary and backup setup
G. automatically Implements zone-based firewalling on the controllers

Answer: BD

NEW QUESTION 51
Refer to the exhibit.
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An engineer is troubleshooting an issue where vManage and vSmart have a problem establishing a connection to vBond. Which action fixes the issue?

A. Reconfigure the vBond command on the vBond as vBond 150.5.1.3 local
B. Configure the tunnel interface on all three controllers with a color of transport
C. Remove the encapsulation IPsec command under the tunnel interface of vBond.
D. Configure encapsulation as IPsec under the tunnel interface of vManage and vSmart

Answer: A

Explanation: 

NEW QUESTION 53
Which two virtualized environments are available for a company to install the controllers using the on-premises model? (Choose two )

A. VMware vSphere ESXi
B. VMware Workstation
C. kernel-based virtual machine
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D. OpenStack
E. Microsoft Hyper-V

Answer: AD

NEW QUESTION 54
An engineer configures an application-aware routing policy for a group of sites The locations depend on public and private transports The policy does not work as
expected when one of the transports does not perform properly This policy is configured:

which configuration completes the policy so that it works for all locations?
A)

B)

C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 55
Drag and drop the devices from the left into order on the right to upgrade the software from version 19 to version 20.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 60
Refer to the exhibit
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Which configuration must the engineer use to form underlay connectivity for the Cisco SD-WAN network?
A)

B)

C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 65
Which component of the Cisco SD-WAN control plane architecture should be located in a public Internet address space and facilitates NAT-traversal?

A. vBond
B. WAN Edge
C. vSmart
D. vManage

Answer: A

NEW QUESTION 67
A network administrator configures SNMPv3 on a Cisco WAN Edge router from CLI for monitoring purposes How many characters are supported by the snmp user
<username> command?

A. from 1 to 8
B. from 1 to 16
C. from 1 to 32
D. from 1 to 48

Answer: C

NEW QUESTION 71
A network engineer must configure all branches to communicate with each other through the Service Chain Firewall located at the headquarters site. Which
configuration allows the engineer to accomplish this task?
A)

B)

C)

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy 300-415 dumps
https://www.2passeasy.com/dumps/300-415/ (222 New Questions)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 73
An organization requires the use of integrated preventative engines, exploit protection, and the most updated and advanced signature-based antivirus with
sandboxing and threat intelligence to stop malicious attachments before they reach users and get executed. Which Cisco SD-WAN solution meets the
requirements?

A. Cisco Trust Anchor module
B. URL filtering and Umbrella DNS security
C. Cisco AMP and Threat Grid
D. Snort IPS

Answer: D

NEW QUESTION 75
Which pathway under Monitor > Network > Select Device is used to verify service insertion configuration?

A. System Status
B. Troubleshooting
C. Real Time
D. Events

Answer: B

NEW QUESTION 76
Which routing protocol has the highest default administrative distance?

A. OMP
B. external EIGRP
C. IS-IS
D. IBGP

Answer: A

NEW QUESTION 77
Drag and drop the attributes from the left that make each transport location unique onto the right. Not all options are used.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 79
A network administrator is configuring VRRP to avoid a traffic black hole when the transport side of the network is down on the master device. What must be
configured to get the fastest failover to standby?

A. lower timer interval
B. prefix-list tracking
C. higher group ID number
D. OMP tracking

Answer: B

Explanation: 

NEW QUESTION 84
Which two metrics must a cloud Edge router use to pick the optimal path for a SaaS application reachable via a gateway site? (Choose two.)

A. HTTP loss and latency metrics to the SaaS application
B. ICMP loss and latency metrics to the SaaS application
C. BFD loss and latency metrics to the gateway site
D. BFD loss and latency metrics to the SaaS application
E. HTTP loss and latency metrics to the gateway site

Answer: AC

Explanation: 
-The gateway vEdge uses HTTP to obtain SaaS application performance information - The client vEdge will use BFD over the IPSec tunnel to the gateway site to
obtain client>gateway path performance information
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Cloud-onRamp-for-SaaS

NEW QUESTION 86
An engineer modifies a data policy for DIA in VPN 67. The location has two Internet-bound circuits. Only the web browsing traffic must be admitted for DIA. without
further discrimination about which transport to use.
Here is the existing data policy configuration:
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Which policy configuration sequence meets the requirements?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 87
What is the default value for the number of paths advertised per prefix in the OMP feature template?

A. 4
B. 8
C. 12
D. 16

Answer: C

NEW QUESTION 92
A company deploys a Cisco SD-WAN solution but has an unstable Internet connection. When the link to vSmart comes back up, the WAN Edge router routing
table is not refreshed, and some traffic to the destination network is dropped. The headquarters is the hub site, and it continuously adds new sites to the SD-WAN
network. An engineer must configure route refresh between WAN Edge and vSmart within 2 minutes. Which configuration meets this requirement?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 95
Refer to the exhibit

The network team must configure application-aware routing for the Service VPN 50.0.0.0/16
The SLA must prefer MPLS for video traffic but the remaining traffic must use a public network What must be defined other than applications before the application-
aware policy is create?
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A. SLA Class, Site VP
B. Prefix
C. Data Prefix, Site VPN TLOC
D. Application, SLA VP
E. Prefix
F. Color, SLA Class, Sue, VPN

Answer: A

NEW QUESTION 99
Which device information is required on PNP/ZTP to support the zero-touch onboarding process?

A. interface IP address
B. system IP address
C. public DNS entry
D. serial and chassis numbers

Answer: D

NEW QUESTION 101
Refer to the exhibit.

An engineer is troubleshooting a control connection Issue. What does "connect" mean in this how control connections output?

A. Control connection is down
B. Control connection is connected
C. Control connection attempt is in progress
D. Control connection is up

Answer: C

NEW QUESTION 102
What is the behaviour of vBond orchestrator?

A. It maintains vSmart and WAN Edge routers secure connectivity state
B. it builds permanent connections with vSmart controllers
C. it updates vSmart of WAN Edge routers behind NAT devices using OMP.
D. It builds permanent connections with WAN Edge routers

Answer: A

NEW QUESTION 106
Which combination of platforms are managed by vManage?

A. ISR4321, ASR1001, ENCS, lSRv
B. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud
C. ISR4321, ASR1001, Nexus, ENCS
D. lSR435l, ASRl009, vEdge2000, CSR1000v

Answer: A

NEW QUESTION 107
Refer to the exhibit.
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An MPLS connection on R2 must extend to R1 Users behind R1 must have dual connectivity for data traffic Which configuration provides R1 control connectivity
over the MPLS connection?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: D

NEW QUESTION 112
Which configuration defines the groups of interest before creation of the access list or route map?
A)

B)

C)

D.

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 117
A bank is looking for improved customer experience for applications and reduce overhead related to compliance and security. Which key feature or features of the
Cisco SD-WAN solution will help the bank to achieve their goals?

A. Integration with PaaS providers to offer the best possible application experience
B. QoS including application prioritization and meeting critical applications SLA for selecting optimal path.
C. implementation of a modem age core banking system
D. implementation of BGP across the enterprise routing for selecting optimal path
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Answer: B

Explanation: 
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-cisco-sd-wan-ebook- 

NEW QUESTION 122
Refer to the exhibit.

The control connection is failing. Which action resolves the issue?

A. import vSmart in vManager
B. Validate the certificates authenticity on vSmart
C. Upload the WAN Edge list on vManage.
D. Restore the reachability to the vSmart

Answer: D

Explanation: 
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html

NEW QUESTION 127
Refer to the exhibit.

A network administrator is configuring OMP in vManage to advertise all the paths for the same prefix from a site that has two WAN Edge devices Each WAN Edge
device is connected to three ISPs and two private MPLS transports. What is the minimum value for 'Number of Paths advertised per Prefix" that should be
configured?

A. 2
B. 3
C. 5
D. 10

Answer: D

NEW QUESTION 129
Which protocol is used between redundant vSmart controllers to establish a permanent communication channel?

A. IPsec
B. HTTPs
C. DTLS
D. SSL

Answer: C

NEW QUESTION 130
Refer to exhibit.
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An engineer is troubleshooting tear down of control connections even though a valid Certificate Serial Number is entered Which two actions resolve the Issue?
(Choose two)

A. Enter a valid serial number on the controllers for a given device
B. Remove the duplicate IP in the network.
C. Enter a valid product ID (model) on the PNP portal
D. Match the serial number file between the controllers
E. Restore network reachability for the controller

Answer: CD

Explanation: 
https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 134
What is a default protocol for control plane connection?

A. IPsec
B. HTTPS
C. TLS
D. DTLS

Answer: D

NEW QUESTION 136
How many vCPUs and how much RAM are recommended to run the vSmart controller on the KVM server for 251 to 1000 devices in software version 20.4.x?

A. 4vCPU
B. 16 GB
C. 4 vCPU
D. 8 GB
E. 8vCPU
F. 16 GB
G. 2vCPUs.4GB

Answer: B

NEW QUESTION 139
Which controller is excluded from the process of checking against the authorized, allowed list?

A. vBond
B. PnP
C. vSmart
D. vManage

Answer: A

NEW QUESTION 143
Which two actions are necessary to set the Controller Certificate Authorization mode to indicate a root certificate? (Choose two)

A. Select the Controller Certificate Authorization mode that is recommended by Cisco
B. Change the organization name of the Cisco SO-WAN fabric.
C. Upload an SSL certificate to vManape,
D. Select a private certificate signing authority instead of a public certificate signing authority
E. Select a validity period from the drop-down menu

Answer: CD

NEW QUESTION 147
How is an event monitored and reported for an individual device in the overlay network at site ID:S4300T6E43F36?

A. The device sends event notifications to vManage.
B. The device sends notifications to vSmart that sends them to vManage.
C. The device sends a critical alarm of events to vManage.
D. The device sends a critical alarm to vSmart that sends it to vManage.

Answer: A

NEW QUESTION 151
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Which device in the SD- WAN solution receives and categorizes event reports, and generates alarms?

A. WAN Edge routers
B. vSmart controllers
C. vManage NMS
D. vBond controllers

Answer: C

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_17.1/vManage_NMS_Product_

NEW QUESTION 155
An engineer must apply the configuration for certificate installation to vBond Orchestrator and vSmart Controller. Which configuration accomplishes this task?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 159
A company must avoid downtime at the remote sites and data plane to continue forwarding traffic between WAN Edge devices if the branch router loses
connectivity to its OMP peers Which configuration meets the requirement?
A)

B)
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C)

D)

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: D

NEW QUESTION 160
An engineer is troubleshooting a vEdge router and identifies a “DCONFAIL – DTLS connection failure” message. What is the problem?

A. certificate mismatch
B. organization mismatch
C. memory issue
D. connectivity issue

Answer: D

Explanation: 
https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 161
Which logs verify when a device was upgraded?

A. Audit
B. Email
C. ACL
D. SNMP

Answer: A

NEW QUESTION 162
An engineer is configuring a data policy for packets that must be captured through the policy. Which command accomplishes this task?

A. policy > data-policy > vpn-list > sequence > default-action > drop
B. policy > data-policy > vpn-list > sequence > action
C. policy > data-policy > vpn-list > sequence > default-action > accept
D. policy > data-policy > vpn-list > sequence > match

Answer: B

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=357

NEW QUESTION 165
An engineer must automate certificate signing through Cisco. Which vManage configuration achieves this task?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 167
A customer has MPLS and Internet as the TLOC colors An engineer must configure conlroJIers with the Internet and not with MPLS Which configuration achieves
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this requirement on vManage?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 170
Which two algorithms authenticate a user when configuring SNMPv3 monitoring on a WAN Edge router? (Choose two.)

A. AES-256
B. SHA-1
C. AES-128
D. MD5
E. SHA-2

Answer: AB

Explanation: 

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.html

NEW QUESTION 174
How is TLOC defined?

A. It is represented by a unique identifier to specify a site in as SD-WAN architecture.
B. It specifies a Cisco SD-WAN overlay in a multitenant vSMART deployment.
C. It is a unique collection of GRE or iPsec encapsulation, link color, and system IP address.
D. It is represented by group of QoS policies applied to a WAN Edge router.

Answer: C

NEW QUESTION 179
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A customer is receiving routes via OMP from vSmart controller for a specific VPN. The customer must provide access to the W2 loopback received via OMP to the
OSPF neighbor on the service-side VPN, which configuration fulfils these requirements?

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: D

Explanation: 
Answer must start with VPN 10(service side) & should have metric-type 1 and not with VPN 0 (transport side)

NEW QUESTION 183
Which command on a WAN Edge device displays the information about the colors present in the fabric that are learned from vSmart via OMP?

A. show omp tlocs
B. show omp sessions
C. show omp peers
D. show omp route

Answer: A
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NEW QUESTION 188
An administrator is configuring the severity level on the vManage NMS for events that indicate that an action must be taken immediately. Which severity level must
be configured?

A. warning
B. error
C. critical
D. alert

Answer: D

Explanation: 

NEW QUESTION 189
An administrator must deploy the controllers using the On-Prem method while vManage can access the PnP portal from inside How are the two WAN Edge
authorized allowed lists to be made available to vManage? (Choose two)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: AB

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.4/Configuration/Devices

NEW QUESTION 191
Which VPN connects the transport-side WAN Edge interface to the underlay/WAN network?

A. VPN 1
B. VPN 511
C. VPN 0
D. VPN 512

Answer: C

Explanation: 
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NEW QUESTION 196
What is the main purpose of using TLOC extensions in WAN Edge router configuration?

A. creates hardware-level transport redundancy at the local site
B. creates an IPsec tunnel from WAN Edge to vBond Orchestrator
C. transports control traffic to a redundant vSmart Controller
D. transports control traffic w remote-site WAN Edge routers

Answer: D

NEW QUESTION 201
What is an attribute of TLOC’?

A. encryption
B. local preference
C. tag
D. service

Answer: C

NEW QUESTION 203
Refer to the exhibit.

Which configuration stops Netconf CLI logging on WAN Edge devices during migration?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp386725031
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NEW QUESTION 208
Refer to the exhibit

An engineer must configure a QoS policy between me hub and site A (spoke) over a standard internet circuit where traffic shaping is adjusted automatically based
on evaiiabk» bandwidth Which configuration meets the requirement?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 210
Which value is verified in the certificates to confirm the identity of the physical WAN Edge device?

A. Serial Number
B. OTP
C. System-IP
D. Chassis-ID

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-certificates.html 

NEW QUESTION 211
An enterprise is continuously adding new sites to its Cisco SD-WAN network. It must configure any cached routes flushed when OMP peers have lost adjacency
Which configuration allows the cached OMP routes to be flushed after every 24 hours from its routing table?
A)

B)
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C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 212
Which vBond system configuration under VPN 0 allows for a routable public IP address even if the DNS name, hostname, or IP address of the vBond orchestrator
are omitted?

A. local
B. vbond-only
C. dns-name
D. WAN

Answer: A

NEW QUESTION 216
Which command disables the logging of syslog messages to the local disk?

A. no system logging disk enable
B. no system logging disk local
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C. system logging disk disable
D. system logging server remote

Answer: A

NEW QUESTION 221
An enterprise deployed a Cisco SD-WAN solution with hub-and-spoke topology using MPLS as the preferred network over the Internet. A network engineer must
implement an application-aware routing policy to allow ICMP traffic to be load-balanced over both the available links. Which configuration meets the requirement?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 226
An organization wants to discover, monitor, and track the applications running on the WAN Edge device on the LAN Which configuration achieves this goal?
A)
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B)

C)
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D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
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NEW QUESTION 229
At which layer does the application-aware firewall block applications on a WAN Edge?

A. 3
B. 7
C. 5
D. 2

Answer: B

NEW QUESTION 230
Which controller is used for provisioning and configuration in a Cisco SD-WAN solution?

A. vBond
B. Manage
C. WAN Edge router
D. vSmart

Answer: B

NEW QUESTION 235
Which type of connection is created between a host VNet and a transit VNet when configuring Cloud OnRamp for laaS?

A. Azure private endpoint
B. GRE tunnel
C. IPsec tunnel
D. Azure peer link

Answer: C

NEW QUESTION 237
An administrator must configure an ACL for traffic coming in from the service-side VPN on a specific WAN device with circuit ID 391897770. Which policy must be
used to configure this ACL?

A. local data policy
B. central data policy
C. app-aware policy
D. central control policy

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/Policy-basics.h 

NEW QUESTION 239
In Cisco SD-WAN, what protocol is used for control connections between SD-WAN devices?

A. DTLS
B. OMP
C. BGP
D. OSPF

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/vedge/security-book/security-overv 

NEW QUESTION 242
Which protocol runs between the vSmart controllers and WAN Edge routers when the vSmart controller acts like a route reflector?

A. OMP outside the DTLS/TLS control connection
B. BGP inside the DTLS/TLS
C. IPsec inside the DTLS/TLS control connection
D. OMP inside the DTLS/TLS control connection

Answer: D

NEW QUESTION 243
An engineer wants to track tunnel characteristics within an SLA-based policy for convergence. Which policy configuration will achieve this goal?

A. App-route policy
B. VPN membership policy
C. Control policy
D. Data policy

Answer: A
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Explanation: 

NEW QUESTION 246
When a WAN Edge device joins the SD-WAN overlay, which Cisco SD-WAN components orchestrates the connection between the WAN Edge device and a
vSmart controller?

A. vManage
B. vBond
C. OMP
D. APIC-EM

Answer: B

Explanation: 

NEW QUESTION 251
Which policy is configured to ensure that a voice packet is always sent on the link with less than a 50 msec delay?

A. localized data policy
B. localized control policy
C. centralized data policy
D. centralized control policy

Answer: C

NEW QUESTION 256
Which component of the Cisco SD-WAN control plane architecture facilitates the storage of certificates and configurations for network components?

A. vSmart
B. vBond
C. WAN Edge
D. vManage

Answer: D

NEW QUESTION 261
Which queue must an engineer configure for control and BFD traffic for convergence on a WAN Edge router?

A. queue 0
B. queue 1
C. queue 2
D. queue 7

Answer: C

NEW QUESTION 262
A network administrator is creating an OMP feature template from the vManage GUI to be applied to WAN edge routers. Which configuration attribute will avoid the
redistribution of the routes back into the OMP from the LAN side?

A. configure "Number of Paths Advertised per Prefix"
B. configure "Overlay AS Number"
C. configure "Send Backup Paths"
D. configure "ECMP limit"

Answer: B

Explanation: 

NEW QUESTION 263
Drag and drop the components from the left onto the corresponding Cisco NFV infrastructure Building Blocks on the right. Not all options are used.

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy 300-415 dumps
https://www.2passeasy.com/dumps/300-415/ (222 New Questions)

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 267
Refer to the exhibit.

A user in the branch is connecting to Office 365 for the first time. Over which path does the branch WAN Edge router traffic follow?

A. routing table of the branch WAN Edge router
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B. DIA exit of the branch WAN Edge router
C. forwarded to the gateway site
D. dropped because the minimum vQoE score has not been met

Answer: B

NEW QUESTION 268
What is a benefit of using REST APIs?

A. predefined automation and orchestration platform for event management and logging
B. user-defined automation and integration into other orchestration systems or tools
C. vAnalytics to simplify operational services integration and real-time event monitoring
D. predefined SD-WAN controller with other platform integration for event management and logging

Answer: B

NEW QUESTION 271
Which protocol is used to measure loss latency, Jitter, and liveliness of the tunnel between WAN Edge router peers?

A. OMP
B. IP SLA
C. NetFlow
D. BFD

Answer: D

NEW QUESTION 275
WAN Edge routers are configured manually to use UDP port offset to use nondefault offset values when IPsec tunnels are created. What is the offse range?

A. 1-19
B. 0-18
C. 0-19
D. 1-18

Answer: C

NEW QUESTION 279
Which Cisco SD-WAN WAN Edge platform supports LTE and Wi-Fi?

A. vEdge2000
B. ASR1001
C. CSR 1000v
D. ISR 1101

Answer: D

NEW QUESTION 280
Drag and drop the vManage policy configuration procedures from the left onto the correct definitions on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 281
A customer must upgrade the cisco SD-WAN devices and controllers from version 19.2 to version 20.3. The devices include WAN Edge cloud, vManage, vSmart,
and vBond. Which types of image types of image files are needed for this upgrade?

A. one file for vManage and one file for all other devices with extension tar.gz
B. one file for vManage, one for vSmart and one for vBond + WAN Edge Cloud with extension.bin
C. one file for vManaga, one for vSmart and one for vBond + WAN Edge Cloud with extension tar.gz
D. one file for vManaga and one file for all other devices with extension .bin

Answer: C

Explanation: 
 https://software.cisco.com/download/home/286320995/type/286321394/release/20.3.3.1 

NEW QUESTION 285
Which command verifies a policy that has been pushed to the vEdge router?

A. vEdge# show running-config data policy
B. vEdge# show policy from-vsmart
C. vSmart# show running-config policy
D. vSmart# show running-config apply-policy

Answer: B

NEW QUESTION 289
Which two prerequisites must be met before the Cloud onRamp for laaS is initiated on vManage to expand to the AWS cloud? (Choose two)

A. Attach the *AmazonCreateVPC* and "Amazon Provision EC2" permission policy to the IAM account
B. Subscribe to the SD-WAN Edge router AMI in the AWS account
C. Attach an OSPF feature template to the AWS cloud Edge router template
D. Attach a device template to the cloud WAN Edge router to be deployed in the AWS
E. Preprovision the transit VPC in the AWS region

Answer: BD

Explanation: 

https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for_IaaS_AWS_Versio 

NEW QUESTION 290
Refer to the exhibit
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The network team must configure ElGRP peering at HQ with devices in the service VPN connected to WAN Edge CSRv. CSRv is currently configured with

Which configuration on the WAN Edge meets the requiremnet
A)

B)
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C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 294
How is the scalability of the vManage increased in Cisco SD-WAN Fabric?

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy 300-415 dumps
https://www.2passeasy.com/dumps/300-415/ (222 New Questions)

A. Increase licensing on the vManage
B. Deploy multiple vManage controllers in a cluster
C. Deploy more than one vManage controllers on different physical server.
D. Increase the bandwidth of the WAN link connected to the vManage

Answer: B

NEW QUESTION 295
Refer to the exhibit.

Which configuration change is needed to configure the tloc-extention on Branch1-Edge1?

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: B

NEW QUESTION 299
In which Cisco SD-WAN deployment scenario does Cisco Umbrella SIG deliver the most value?

A. when a centralized Internet breakout solution is implemented
B. when resource-intensive security operations are offloaded from entry-level WAN Edge devices
C. when the identity of several WAN Edge devices is verified throughout the network throughout the network

Answer: B

NEW QUESTION 303
Which protocol Is used by the REST API to communicate with network services in the Cisco SO-WAN network?

A. SSL
B. HTTP
C. iPsec
D. SSM

Answer: B

NEW QUESTION 304
Refer to the exhibit.

What does the BFD value of 8 represent?

A. number of BFD sessions
B. hello timer of BFD session
C. poll-interval of BFD session.
D. dead timer of BFD session

Answer: A

NEW QUESTION 305
Which protocol is configured on tunnels by default to detect loss, latency, jitter, and path failures in Cisco SD-WAN?

A. TLS
B. BFD
C. OMP
D. BGP

Answer: B

NEW QUESTION 306
An engineer is configuring a list that matches all IP prefixes with lengths from /1 to /16 in a centralized control policy. Which list accomplishes this task?

A. 0.0.0.0/1 le 16
B. 0.0.0.0/0 ge 1
C. 0.0.0.0/0 le l6
D. 0.0.0.0/16 ge 1

Answer: A

NEW QUESTION 311
Which destination UDP port is used by WAN Edge router to make a DTLS connection with vBond
Orchestrator?

A. 12343
B. 12345
C. 12346
D. 12347

Answer: C

NEW QUESTION 314
What are two attributes of vRoute? (Choose two)

A. originator
B. service
C. encapsulation
D. carrier
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E. domain ID

Answer: AB

NEW QUESTION 315
If Smart Account Sync is not used, which Cisco SD-WAN component is used to upload an authorized serial number file?

A. WAN Edge
B. vManage
C. vSmart
D. vBond

Answer: B

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.3/Configuration/Devices 

NEW QUESTION 320
An engineer configures policing with a rate of 125 Bps and a burst rate of 8000 bits, as shown here:

Which configuration completes this task?

A. Configure 125 for rate and 1000 for burst.
B. Configure 1000 for rate and 64000 for burst
C. Configure 125 for rate and 8000 for burst
D. Configure 1000 for rate and 1000 for burst

Answer: D

NEW QUESTION 323
Which type of certificate is installed on vManage for a user to access vManage via a web browser?

A. SD-AVC Certificate
B. WAN Edge Certificate
C. Controller Certificate
D. Web Server Certificate

Answer: D

NEW QUESTION 326
Refer to the exhibit.
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vManage logs are available for the past few months. A device name change deployed mistakenly at a critical site. How is the device name change tracked by
operation and design teams?
A)

B)

C)
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D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 328
Drag and drop the BFD parameters from the left onto the BFD configurations on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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https://sdwandocs.cisco.com/Product_Documentation/vManage_Help/Release_18.2/Configuration/Templates/B 

NEW QUESTION 329
What is a description of vManage NMS?

A. It is accessible only from VPN 512 (the management VPN).
B. A cluster requires device templates to be created on and attached to the same server
C. It is a software process on a dedicated WAN Edge router in the network.
D. A cluster consists of a minimum of two vManage NMSs

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/optimization-ha/vedge/network-optimizatio

NEW QUESTION 333
A network administrator is tasked to make sure that an OMP peer session is closed after missing three consecutive keepalive messages in 3 minutes. Additionally,
route updates must be sent every minute. If a WAN Edge router becomes unavailable, the peer must use last known information to forward packets for 12 hours.
Which set of configuration commands accomplishes this task?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_17.2/Configuration/Templates/O

NEW QUESTION 337
In a customer retail network with multiple data centers, what does the network administrator use to create a regional hub topology?

A. control policy on vManage
B. control policy on vSmart
C. data policy on vSmart
D. app route policy on vSmart

Answer: A

NEW QUESTION 338
Which component is responsible for routing protocols such as BGP and OSPF in a Cisco SD-WAN solution?

A. vSmart Controller
B. vBond Orchestrator
C. vManage
D. WAN Edge Router

Answer: D

Explanation: 
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NEW QUESTION 339
An administrator needs to configure SD-WAN to divert traffic from the company's private network to an ISP network. What action should be taken to accomplish
this goal?

A. configure the control policy
B. configure the data policy
C. configure the data security policy
D. configure the application aware policy

Answer: B

Explanation: 

NEW QUESTION 341
Drag and drop the Cisco SD-WAN components from the left onto their functions on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 345
An enterprise has these three WAN connections:

 public Internet

 business internet

 MPLS
An engineer must configure two available links to route traffic via both links. Which configuration achieves
this objective?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 349
Refer to the exhibit.

An engineer is configuring service chaining. Which set of configurations is required for all traffic from Site ID 1 going toward Site ID 2 to get filtered through the
firewall on the hub site?
A)

B)

C)
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D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/service-chainin

NEW QUESTION 351
Which scheduling method is configured by default for the eight queues in the cloud vEdge router1?

A. low latency queue
B. priority queue
C. weighted random early detection
D. weighted round robin

Answer: D

NEW QUESTION 353
How do WAN Edge devices operate when vSmart is inaccessible or fails to be reached by the WAN Edge?

A. They cease to forward traffic in the data plane.
B. They continue operation normally.
C. They continue to receive reachability updates.
D. They continue operating normally for a configurable time.

Answer: D

NEW QUESTION 358
Which command displays BFD session summary information per TLOC on vEdge routers?

A. show bfd history
B. show bfd summary
C. show bfd sessions
D. show bfd tloc-summary-list

Answer: D

NEW QUESTION 359
Refer to exhibit. An engineer is troubleshooting tear of control connection even though a valid CertificateSerialNumber is entered. Which two actions resolve
Issue? (Choose two)

A. Restore network reachability on the controller.
B. Enter a valid serial cumber on the controller for a given device
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C. Enter a valid product ID (mode) on the PNP portal.
D. Match the serial number file between the controller
E. Remove the duplicate IP in the network

Answer: BC

NEW QUESTION 364
Refer to the exhibit.

An engineer configured OMP with an overlay-as of 10666. What is the AS-PATH for prefix 104.104.104.104/32 on R100?

A. 100 10666
B. 100 20 104
C. 100 10666 20 104
D. 100 10666 104

Answer: A

NEW QUESTION 367
Which multicast component is irrelevant when defining a multicast replicator outside the local network without any multicast sources or receivers?

A. PIM interfaces
B. TLOC
C. overlay BFD
D. OMP

Answer: A

NEW QUESTION 371
Which on-the-box security feature supported by the Cisco ISR 4451 SD-WAN device and not on vEdge?

A. Cloud Express service
B. Enterprise Firewall with Application Awareness
C. reverse proxy
D. IPsec/GRE cloud proxy

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/products/collateral/software/one-wan-subscription/guide-c07-740642.html#Step2

NEW QUESTION 373
Which action is performed during the onboarding process when a WAN Edge router is connected to ZTP server ztp.viptela com?

A. The router is connected to WAN Edge Cloud Center
B. The router is synced with vSmart Controller via an IPsec tunnel
C. The router receives its vBond Orchestrator information
D. The router is connected 10 vSmart Controller via a DTLSTLS tunnel

Answer: C

NEW QUESTION 376
A WAN Edge device has several service VPNs with no routing protocol configured in the service VPNs The device must be configured so that all connected routes
are visible in OMP for VPN 10 Which configuration meets the requirement?
A)
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B)

C)

D)

A. Option A
B. Option B
C. Option B
D. Option C

Answer: D

NEW QUESTION 380
An engineer must improve video quality by limiting HTTP traffic to the Internet without any failover. Which configuration in vManage achieves this goal?
A)

B)

C)
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D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 381
What is a benefit of the application-aware firewall?

A. It blocks traffic by MAC address
B. It blocks traffic by MTU of the packet.
C. It blocks traffic by application.
D. It blocks encrypted traffic

Answer: C

NEW QUESTION 382
Which device information is requited on PNP/ZTP to support the zero-touch onboarding process?

A. serial and chassis numbers
B. interface IP address
C. public DNS entry
D. system IP address

Answer: A

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guid 

NEW QUESTION 383
Which two mechanisms are used to guarantee the integrity of data packets in the Cisco SD-WAN architecture data plane? {Choose two)

A. transport locations
B. authentication headers
C. certificates
D. TPM chip
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E. encapsulation security payload

Answer: BE

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/Security/01Security_Ov

NEW QUESTION 386
Which OMP route is selected for equal OMP route preference values on WAN Edge routers?

A. route with higher TLOC preference value
B. route with origin type of connected
C. route with origin type of static
D. route with lower TLOC preference value

Answer: A

NEW QUESTION 388
Which OSPF command makes the WAN Edge router a less preferred exit from a site with a dual WAN Edge design?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 391
Which routing protocol is used to exchange control plane information between vSmart controllers and WAN Edge routers in the Cisco SD-WAN secure extensible
network?

A. BGP
B. OSPF
C. BFD
D. OMP

Answer: D

NEW QUESTION 395
The network administrator is configuring a QoS scheduling policy on traffic received from transport side tunnels on WAN Edge 5000 routers at location 406141498
Which command must be configured on these devices?

A. cloud-qos
B. service qos
C. cloud-mis qos
D. mis qos

Answer: A

NEW QUESTION 396
What is the procedure to upgrade all Cisco SD-WAN devices to a recent version?
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A. The upgrade is performed for a group of WAN Edge devices first to ensure data-plabe availability when other controllers are updated.
B. The upgrade is performed first on vManage, then on WAN Edge devices, then on vBond and finally on vSmart The reboot must start from WAN Edge devices.
C. Upgrade and reboot are performed first on vManage then on vBond then on vSmar
D. and finally on the Cisco WAN Edge devices.
E. Upgrade and reboot are performed first on vBon
F. then on vSmar
G. and finally on the Cisco WAN Edge devices.

Answer: C

NEW QUESTION 397
Refer to the exhibit.

Which configuration extends the INET interface on R1 to be used by R2 for control and data connections?
A)

B)

C)
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A. Option A
B. Option B
C. Option C

Answer: C

Explanation: 
https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKRST-2091.pdf

NEW QUESTION 402
Refer to the exhibit.

The engineer must assign community tags to 3 of its 74 critical server networks as soon as that are advertised to BGP peers. These server networks must not be
advertised outside AS. Which configuration fulfill this requirement?
A)

B)

C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 407
An engineer is tasked to improve throughput for connection-oriented traffic by decreasing round-trip latency. Which configuration will achieve this goal?

A. turn on "Enable TCP Optimization"
B. turn off "Enhance ECMP Keying"
C. turn off "Enable TCP Optimization"
D. turn on "Enhance ECMP Keying"

Answer: A

Explanation: 

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-2.pdf#page=530 

NEW QUESTION 409
In an AWS cloud, which feature provision WAN Edge routers automatically in Cisco SD-WAN?

A. Cloud app
B. Cloud OnRamp
C. vAnalytics
D. Network Designer

Answer: B

Explanation: 

NEW QUESTION 411
Which IP address must be reachable by a WAN Edge device for the ZIP process to work?

A. 10.1.1.1
B. 4.4 4.4
C. 172.16.1.1
D. 8.8.8.8

Answer: D

NEW QUESTION 412
Which two protocols are supported for software image delivery when images are hosted on a remote server? (Choose two.)

A. HTTPS
B. SSL
C. HTTP
D. TFTP
E. FTP

Answer: DE

NEW QUESTION 415
Refer to the exhibit.
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An enterprise has hub and spoke topology where it has several VPNs. An engineer must allow users in VPN91 to reach users in VPN92 and VPN10 to reach
VPN91 and VPN92. Which configuration meets these requirements?
A)

B)

C)
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D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 420
Which two vRoute attributes should be matched or set in vSmart policies and modified by data policies? (Choose two.)

A. site ID
B. preference
C. VPN
D. TLOC
E. origin

Answer: BC

NEW QUESTION 421
Which configuration changes the packet loss priority from low to highly?
A)
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B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation: 

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/qos/vEdge-20-x/qos-book/forwarding-qos.h 

NEW QUESTION 424
......
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