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NEW QUESTION 1
Which two attack vectors are protected by NGFW? (Choose two.)

A. Mobile

B. Data Center
C. Email

D. Web

E. Cloud

Answer: BD

NEW QUESTION 2
Which two elements does Advanced Malware Protection provide? (Choose two.)

A. dynamic URL filtering
B. advanced analytics

C. dynamic data analysis
D. intrusion analysis

E. reputation analytics

Answer: BC

NEW QUESTION 3
What are three security blind spots that must be addressed? (Choose three.)

AT

B. Workloads
C. Applications
D. Networks
E. Email

F. Data

Answer: CDF

NEW QUESTION 4
What does Cisco provide via Firepower's simplified, consistent management?

A. Reduced complexity

B. Improved speed to security
C. Reduced down time

D. Higher value

Answer: B

NEW QUESTION 5
What do Cisco NGFW fully integrated platforms offer that allow other security components to participate to achieve pervasive and consistent enforcement?

A. Context telemetry, and profiling sources

B. intelligence sources, telemetry, and shared intelligence
C. Telemetry, shared intelligence, and profiling sources
D. Context, telemetry and intelligence sources

Answer: A

NEW QUESTION 6
What are two result of utilizing a fragmented security model? (Choose two.)

A. Individual components pieced together to meet requirements.

B. Increased identity controls.

C. Reduced malicious file risk through additional segmentation.

D. Decreased network accessibility through multiple applications
E. Decreased visibility and limited understand of security coverage.

Answer: DE

NEW QUESTION 7

Which Cisco NGIPS capability provides control over users, applications. devices, threats, and provides insights to network vulnerabilities?
A. global threat intelligence

B. advanced threat protection and rapid remediation

C. contextual awareness

D. security automation

Answer: B
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NEW QUESTION 8
Which feature of ISE provides role-based access control and command level authorization with logging for auditing?

A. Platform exchange grid
B. TACACS+Device Administration
C. Context-aware access
D. Centralized policy management

Answer: B

NEW QUESTION 9
Which feature of AnyConnect provides customers the ability to monitor endpoint application usage to uncover potential behavior anomalies?

A. Network Visibility Module

B. Trusted Network Detection

C. Differentiated Mobile Access

D. Secure Layer 2 Network Access

Answer: B

NEW QUESTION 10
Which two Cisco products help manage data access policy consistently? (Choose two.)

A. Duo

B. Cloudlock

C. AMPforEndpoints
D. pxGrid

E. Steathwatch

Answer: BD

NEW QUESTION 10
Which two products are involved in granting safe access to apps? (Choose two.)

A. SD-Access
B. Duo

C. TrustSec
D. ACI

E. ISE

Answer: AC

NEW QUESTION 12
What does TrustSec assign to the user or device traffic at ingress that enforces the access policy based on the tag in the infrastructure?

A. Ingress VLAN

B. Security Group Tag
C. VXLAN

D. Access Control List

Answer: B

NEW QUESTION 14
How does AMP's file reputation feature help customers?

A. It increases the protection to systems with exact fingerprinting
B. It increases the accuracy of threat detection with Big Data analytics
C. It enables point in time detection through a one-to-one engine
D. It enables secure web browsing with cognitive threat analytics

Answer: C

NEW QUESTION 17

Which two attack vectors are protected by Web Security? (Choose two.)
A. Data Center

B. Email

C. Voicemail

D. Cloud

E. Web

Answer: AE

NEW QUESTION 22
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What are two core functionalities of DNS-layer security? (Choose two.)

A. Live threat intelligence

B. Real-time sandboxing

C. Proxy and file inspection

D. Data analytics and monitoring
E. URL filtering

Answer: AB

NEW QUESTION 24
Which two loT environment layers are protected by Stealthwatch? (Choose two.)

A. Things

B. Endpoints

C. Internet/Cloud
D. Access Points
E. Control Layer

Answer: AD

NEW QUESTION 25
Which two security areas are part of Cisco's campus & branch solutions? (Choose two.)

A. Network Analytics

B. Mobile Access

C. Behavioral Indication of Compromise
D. Remote Access VPN

E. File Retrospection and Trajectory

Answer: CD

NEW QUESTION 28
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